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1 Reason for Change

This CR corrects the description of the “DomainAccessDenied” error code in Table 1 of the GEN TS to match usage of this error code within the DOM TS.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Correct description of DomainAccessDenied error code.
7.5.1 Request Processing Results

After receiving a Request message, the Responder MUST process the message and send a Response message to the Requester with the result of the processing. The result is indicated in the status attribute of a Response message. The following table lists the valid values for the status attribute.

Table 1 - Values for the status attribute

	Value
	Description

	Abort 
	The Request message was rejected for unspecified reasons.

	AccessDenied
	The Requester is not authorized to contact this Responder.

	DomainAccessDenied
	The DRM Agent is not permitted to proxy-join or proxy-leave the User Domain

	DomainFull
	The User Domain has already reached its maximum number of Devices.

	InvalidCertificateChain
	The Responder received or has an invalid certificate chain for the Requester.

	InvalidDomain
	The Responder does not recognize the requested User Domain.

	InvalidRO
	The RO has some invalid fields, or is unknown to the Responder.

	InvalidUserDomainAuthorization
	The Requester's User Domain Authorization is invalid.

	LowUserDomainGeneration
	The Requester's User Domain generation is lower than the Responder's User Domain generation.

	MACError
	The MAC value of a received message is incorrect.

	MalformedRequest
	The Responder failed to parse the Request message.

	MovePermissionNotPresent
	The Move operation requested by the Requester is not allowed because the permission is not present in the RO.

	MoveServiceNotProvided
	The Responder does not provide the Move via RI Service.

	NoCertificateChain
	The Responder needs a current certificate chain for the Requester.

	NotFound
	Requested object was not found.

	NotRegistered
	The Responder does not have a ReqContext for the Requester.

	NotSupported
	The Request message requested a feature currently not supported by the Responder.

	RequesterTimeError
	The Requester’s DRM Time is deemed inaccurate by the Responder.

	RightsExpired
	The requested rights are no longer available (for this Requester).

	SignatureError
	The Responder could not verify the Requester’s signature.

	Success
	The Request message was processed successfully.

	TriggerExpiredOrInvalid
	The trigger, from which a session is initiated by the Requester, is Expired or Invalid

	TrustedRootCertificateNotPresent
	The Responder does not have the appropriate Trusted Root Certificate to verify the Requester’s certificate chain.

	UnknownCriticalExtension
	A critical extension used by the Requester was not supported or recognised by the Responder.

	UnknownRO
	The Responder did not generate the RO.

	UnsupportedAlgorithm
	The Responder does not support a requested algorithm.

	UnsupportedVersion
	The Responder does not support the requested protocol version.

	UpgradeServiceNotProvided
	The Responder does not provide the Upgrade service to the Requester.

	UserDomainAuthorizationRequired
	The Responder needs a current User Domain Authorization from the Requester.

	UserDomainFull
	No more Devices are allowed to join the User Domain.

	UserDomainNotSupported
	The Requester's User Domain generation is higher than the Responder's User Domain generation, or the Responder has no valid User Domain Authorization.


If the processing of the Request message fails (i.e. the status attribute is not equal to “Success”), the Responder MAY add an errorMessage attribute containing a Responder defined description of the error. In addition, the Responder MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. If the errorRedirectURL attribute is present, then the errorMessage attribute MUST also be present.
Upon transmission or reception of a Response message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise elsewhere, is that both the Requester and the Responder SHALL immediately close the connection and terminate the protocol. Requesters and the Responders are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the protocol.

Depending on the entity, a Requester SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Requester SHOULD also either include the value of the errorRedirectURL attribute as part of the error message to the User, or provide the User with an option to be redirected to the errorRedirectURL using a browser.
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