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1 Reason for Change

The purpose of this CR is to align the terminology in section 8 of the LRM TS with terminology in the other SCE Technical Specifications
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the OMA DRM WG agrees this CR.
6 Detailed Change Proposal
Change 1:  Align terminology in section 8 with that in the other Technical Specifications.

8. Security Considerations (Informative)

In order to cryptographically enforce the intended restrictions on information flow of the LRM-RI Create Device RO protocol, it is necessary that REK values are not exposed to the RI during or subsequent to execution of this protocol. If all of the following measures are taken, then this is achieved:

· The supporting LRM-RI DevPubKeyAcquisition protocol is modified to return the 2.x DRM Agent certificate chain (rather than just a public key that is purported to correspond to a 2.x DRM Agent) and/or the LRM restricts its use of the LRM-RI Create Device RO protocol to those intended recipient 2.x DRM Agents for which it has access to the entity certificate;

· The LRM verifies that the public key that it uses to encrypt the REK for use in the LRM-RI Create Device RO protocol corresponds to a certificate that includes an oma-kp-drmAgent key purpose and does not include an oma-kp-sceDrmAgent key purpose;

· The RI does not use the LRM-RI Create Device RO protocol to generate ROs for entities other than 2.x DRM Agents (as determined by the entity certificate or existing context for the entity)

· In particular, the RI does not use this protocol to generate ROs for SCE DRM Agents or other RIs;

· The RI does not accept requests to use the Move Device RO via RI protocol [SCE-DRM] from entities other than SCE DRM Agents (as determined by the entity certificate or existing context for the entity), i.e., the RI does not use its private key to recover REKs corresponding to MoveDeviceRORequest messages from entities other than SCE DRM Agents.

· This precludes, in particular, a 2.x DRM Agent from successfully submitting a MoveDeviceRORequest message that exposes REKs to the RI from ROs received as a consequence of an LRM performing the LRM-RI Create Device RO protocol.
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