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1 Reason for Change

In section B.7.1 of the AD, a protocol for verifying the existence of an SRM is specified. The name of this protocol has not yet been specified, and this CR proposes give it the name "Ping protocol".
In addition, this CR introduces REL language to signal the necessity of the execution of the Ping protocol. It does so by defining an <srmConnected> constraint. The <srmConnected> constraint has two parameters: <srmId> and <checkInterval>. The <srmId> element contains the ID of the SRM that needs to be present. The <checkInterval> element specifies the time interval after which the Ping protocol needs to be performed again.

2 Impact on Backward Compatibility

Including the <srmConnected> constraint in a permission will invalidate the permission to Devices that do not support the Ping protocol. This includes DRM v2.0, DRM v2.1, SRM v1.0 and SCE v1.0 implementations that do not implement SRM v1.1.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to review and agree the CR.
6 Detailed Change Proposal

Change 1:  Modify introduction of Appendix I
Appendix I. Move Permission in Rights Object (Normative)

This document defines the extension of the OMA DRM REL specification [OMADRMv2] to include the Move permission in Rights Objects. The Move permission in a Rights Object grants the permission to Move the Rights Object between Devices and SRMs.
In addition, this document defines a <srmconnected> constraint. When this constraint is included in a <play> permission, the content can only be played if an SRM is included.
I.1 Extension of Permission Model in REL


I.1.1 Element <permission>

	Element
	<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?, o-dd:move?)>

	Semantics
	In addition to the semantics as defined in OMA DRM REL [OMADRMv2], SRM adds an optional <move> element to the <permission> element.

A single Rights Object can have only one <move> permission. When present, the parent <permission> element MUST NOT have any <asset> elements. For the other child elements (permissions), refer to the OMA DRM REL specification [OMADRMv2].


I.1.2 Element <move>

	Element
	<!ELEMENT o-dd:move (o-ex:constraint?)>

	Semantics
	The <move> element grants the permission to Move a Rights Object from a Device to an SRM or from an SRM to a Device. It contains an optional <constraint> element.

The <move> element has the semantics of moving a Rights Object between Devices and SRMs.

If the <move> element has a <constraint> child element, only the <count> or <system> constraints are allowed and all other constraints MUST NOT be present. If the <constraint> element is specified, the DRM Agent MUST grant move rights according to the <constraint> child element and the top-level <constraint> element if any. If no child <constraint> element is specified, the DRM Agent MUST grant move rights according to the top-level <constraint> element if any. If neither child nor top-level <constraint> element is specified, the DRM Agent MUST grant unlimited move rights.


I.1.3 Element <count>

	Element
	<!ELEMENT o-dd:count (#PCDATA)>

	Semantics
	In addition to the semantics as defined in OMA DRM REL [OMADRMv2]:

If the parent <constraint> element is a child element of a <move> element, the <count> element specifies the number of times the <move> permission may be granted over the Rights Object itself. 


I.1.4 Element <system>

	Element
	<!ELEMENT oma-dd:system (o-ex:context+)>

	Semantics
	In addition to the semantics as defined in OMA DRM REL [OMADRMv2]:

The <system> constraint is allowed to also constrain the <move> permission.
In the case of a <move> permission, the <system> constraint specifies the OMA DRM protocol(s) that MUST be used to move Rights Objects. In this case, the <context> elements SHALL contain a <version> element and a <uid> element. The <version> element specifies the minimum version of a protocol that MUST be used.  The URN to identify the SRM protocol is registered with the OMNA.
Furthermore, the <system> constraint, used with the SRM protocol identifier URN, can be used to specify that the <play> or <display> permissions MUST only be granted if the Rights Object are stored on an SRM.


Change 2:  Include text for the <srmConnected> constraint
I.2 Extension of Constraint Model in REL
I.2.1 Element <srmConnected>
In addition to the semantics as defined in OMA DRM REL [OMADRMv2.0], SRM v1.1 adds an optional <srmConnected> element to the <constraint> element.
<xsd:element name="srmConnected" substitutionGroup="o-ex:constraintElement">

   <xsd:complexType> 
      <xsd:complexContent> 
         <xsd:extension base="xsd:constraintType">
           <xsd:element name="srmId" type="roap:Identifier"/>
           <xsd:element name="checkInterval" type="xsd:duration"/>
           <xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
         </xsd:extension> 
      </xsd:simpleContent> 
   </xsd:complexType> 
</xsd:element> 
If a permission contains the <srmConnected> constraint, an SRM must be present to exercise the permission. The verification of the existence is performed through the SRM Ping protocol (see section xyz). The <srmConnected> element has two subelements:
· <srmId>: this element contains the SRM ID from the SRM that must be present to exercise the permission;
· <checkInterval>: this element specifies the maximum amount of time between performing subsequent SRM Ping protocols.
If the DRM Agent does not support the SRM Ping protocol, it MUST NOT grant any permissions that have an <srmConnected> constraint.

Members may choose to mark their proposed changes as OMA Confidential.  They are encouraged to describe their reasons for doing so in section 1.  Members should realize that if the material in the CR is accepted for use in a publicly available document that it would likely be made public in that form.





CR should be for a single document and it should be listed here (best to use separate CRs for separate docs).  More than one change may be addressed, though they should be related.  The classification should reflect the highest change type presented.
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