Doc# OMA-Template-ChangeRequest-20090101-I.doc[image: image4.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-Template-ChangeRequest-20090101-I.doc
Change Request



Change Request

	Title:
	LRC with and without SRM Ping
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-DRM

	Doc to Change:
	OMA-TS-SRM-V1_1-20090507-D

	Submission Date:
	29 May 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Bert Greevenbosch, Fraunhofer IIS, bert.greevenbosch@iis.fraunhofer.de

	Replaces:
	n/a


1 Reason for Change

CRs OMA-DRM-2009-0093 and OMA-DRM-2009-0095R02 propose a solution for SRM Pinging for all permissions, based adding an <srmPing> constraint.
This CR and OMA-DRM-2009-0106 provide an alternative, where SRM Pinging is restricted to direct rendering, and extension of the REL is not needed.

In this CR, the Local Rights Consumption (LRC) protocol is adjusted to cater for DRM Agents and SRM Agents that support the SRM Ping protocol.

2 Impact on Backward Compatibility

With this solution, ROs do not have to be modified, ensuring full backward compatibility for local rights consumption.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to consider which CR set they would prefer: (OMA-DRM-2009-0093Rxx, 
OMA-DRM-2009-0095Rxx) or (OMA-DRM-2009-0105Rxx, OMA-DRM-2009-0106Rxx). If the latter set is preferred, the DRM WG is recommended to agree this CR.

6 Detailed Change Proposal

Change 1:  Add the SRMPingSupported extension
5.6.5 Extensibility of Binary Messages

All messages between a DRM Agent and an SRM Agent contain an ExtensionsContainer() structure. This structure has the following format:
ExtensionsContainer() {

    nbrOfExtensions
8
uimsbf

    for( i = 0 ; i < nbrOfExtensions ; i++ ) {

        extensionType
8
uimsbf

        size
16
uimsbf

        Extension()

    }

}

The nbrOfExtensions field indicates how many extensions follow.
For each extension the ExtensionsContainer() structure contains the following fields:

· extensionType - an 8-bit integer signalling the type of the extension. Each extension shall have a unique extensionType.

· size - a 16-bit integer specifying the size of the extension, i.e. the size of the Extension field in bytes. If the receiver of the message does not know the extension type, this field can be used to skip to the next extension.
· Extension - this structure contains the fields of the extension. The content of the structure depends on the particular extension and is to be defined in future specifications.
Unknown extensions SHALL be ignored by the receiving (DRM or SRM) Agent.
Table 1 provides an overview of the extensions currently specified:
Table 1: Extensions

	Type
	Name
	Description
	Used in

	0
	SRMPingSupported
	Indicates that the sending entity supports the SRM Ping protocol.
	REKQueryRequest, REKQueryResponse


5.6.5.1 Application of Extensibility in Future Specifications (informative)

Future specifications can use the ExtensionsContainer() mechanism to expand messages. When an extension is specified in a future specification, it can either be included in all messages independent of the version of the involved SRM/DRM Agents or only included when communication between agents of appropriate versions occurs. The decision on where and when a certain extension is to be included is to be taken when the new specification is made.

Extensions can be mandated in future specifications. This means DRM/SRM Agents conformant to those specifications must include the extensions, even though older SRM/DRM Agents will ignore it. The extensions have to be designed in such a way that this does not open an attack opportunity.

Change 2:  Specify difference between LRC with SRM Ping and LRC without SRM Ping, and negotiation.
6.7 Local Rights Consumption
Local Rights Consumption (LRC) allows consumption of ROs from an SRM, without Moving them to the Device first. There are two different approaches: one where the Rights are disabled on the Device during the consumption, and one were the Rights remain enabled on the Device, but the SRM presence is ensured with the SRM Ping protocol (see section ...). The first approach (LRC without SRM Ping) is compatible with legacy SRM v1.0 DRM and SRM Agents, whereas the second approach (LRC with SRM Ping) can be used if both DRM Agent and SRM Agent support the SRM Ping protocol.
[Initiation of Local Rights Consumption]
To use a DRM Content by consuming its associated Rights, the DRM Agent may collect Rights Information associated with the DRM Content from the SRM (Refer to section 6.8.2 and section 6.8.3). If there are more than one associated Rights in the SRM, the DRM Agent may perform it multiple times.

The DRM Agent selects one of the Rights for consumption by referring to permissions and constraints in the Rights Information (refer to section 6.7.1). After the Rights selection, the DRM Agent reads the REK of the selected Rights and disables the Rights (refer to section 6.7.2).

[Local Rights Consumption]
A DRM Content is used by consuming Rights from the SRM as specified in section 6.7.3. Local Rights Consumption without SRM Ping is illustrated in Figure 14.
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Figure 14: Sequence Diagram – Local Rights Consumption without SRM Ping
7.1.1 LRC with SRM Ping is illustrated in Figure 2. The flow is similar to LRC without SRM Ping, but omits a few steps. The RightsDisablementInSRM step is omitted, as well as the RightsEnablementRequest and -Response pair. Another difference is that with LRC with SRM Ping, the SRM Ping Timer needs to be started prior to Rights consumption in the Device.
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Figure 2: Sequence Diagram – Local Rights Consumption with SRM Ping
7.1.2 The DRM Agent and SRM Agent negotiate the usage of the LRC without SRM Ping and LRC with SRM Ping as follows:

· If the DRM Agent supports the SRM Ping protocol, it MAY include the SRMPingSupported extension in the REKQueryRequest message.

· If the SRM Agent receives an REKQueryRequest message with an SRMPingSupported extension, and the SRM Agent supports the SRM Ping protocol, it MUST include the SRMPingSupported extension in the REKQueryResponse.

· If both the REKQueryRequest and REKQueryResponse contain an SRMPingSupported extension, LRC with SRM Ping is performed. Otherwise LRC without SRM Ping is performed.
7.1.3 Rights Selection in Device
For a particular DRM Content, both the SRM and the Device may have Rights associated with it. Then the DRM Agent selects one of the Rights. It is assumed that the DRM Agent may read associated Rights Information from the SRM as specified in section 6.8.2 and section 6.8.3. The selection may be achieved by the DRM Agent itself according to the rights evaluation order as specified in [OMADRMv2] or may need User interaction.

If the DRM Agent selects Rights from the Device, the consumption of the Rights is performed as specified in [OMADRMv2]. 
If the DRM Agent selects Rights from the SRM, then the DRM Agent continues with the REK Query Message processing as specified in section 6.7.2.
7.1.4 REK Query

The DRM Agent receives the REK of Rights from the SRM Agent as illustrated in Figure 15.
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Figure 15: Sequence Diagram – REK Query

5.2.1.1 Description of Messages

The DRM Agent sends the REKQueryRequest for the SRM Agent to read an REK and disable its corresponding Rights in the SRM. The fields of the request are defined in Table 40.
Table 2: Fields of REKQueryRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies Rights whose REKs will be transferred from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Local Rights Consumption transaction.


Upon receiving the REKQueryRequest, the SRM Agent MUST performs the following procedure:

1. Verify the integrity of the request fields

2. Find Rights corresponding to the Handle
3. If found, then decrypt the New Handle with the Session Key, read REK of the Rights, overwrite the Handle in the SRM with the New Handle, and disable the Rights
4. Check if the SRM already has the same Handle with New Handle.
A. If yes, the SRM Agent sets Status to Duplicate Handle. 
B. If no the SRM Agent performs the following procedure:
i. read REK of the Rights
ii. overwrite the Handle in the SRM with the New Handle
iii. if the DRM Agent did not include a SRMPingSupported extension in the REKQueryRequest, or the SRM Agent does not support the SRM Ping protocol, disable the Rights
A trust model may decide that the disabled Rights are enabled automatically when a new Device – SRM Hello processing (specified in section 6.1) is executed. Default behaviour is that the disabled Rights SHALL NOT be enabled without a request from the DRM Agent that disabled the Rights.

The SRM Agent sends the REKQueryResponse to carry the result of the procedure. The fields of the response are defined in Table 41.

Table 3: Fields of REKQueryResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the REKQueryRequest message. The Status values are specified in Table 42.

If Status contains any error, only this field is present in the REKQueryResponse.

	REK
	Integrity & Confidentiality
	Refer to section 5.1.1.4

	SRMPingSupported
	Integrity
	If this extension is included, the DRM Agent supports the SRM Ping protocol.


Table 4: Status of REK Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of fields in the response
2. Decrypt REK with the Session Key

If no errors or exceptions (Status = Success), the DRM Agent completes the REK Query Message processing.

5.2.1.2 Format of Messages

The message format (MessageBody) of the REKQueryRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

MessageBody() {

    Handle()

// Defined in Appendix E.2.4
    EncryptedNewHandle()

// Defined in Appendix E.2.9
}

The fields are defined as follows:

· Handle –Handle field in Table 40
· EncryptedNewHandle – New Handle field from Table 40 encrypted with the current Session Key (SK)

If the DRM Agent supports the SRM Ping protocol, the DRM Agent MAY include the SRMPingSupported extension with empty body:

Extension() {

}
The message format (MessageBody) of the REKQueryResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
    if ( Status == 0 ) {

        EncryptedRek()

// Defined in Appendix E.2.7
    }

}

The fields are defined as follows:

· EncryptedRek – REK field in Table 41 (Rek in Appendix E.2.5.5) encrypted with the current Session Key (SK)

· Status - Status field in Table 41
If the SRM Agent supports the SRM Ping protocol, and the SRMPingSupported extension was included in the REKQueryRequest, the SRM Agent MUST include the SRMPingSupported extension in the REKQueryResponse.
Extension() {

}
5.2.1.3 Exception Handling

There may be unexpected exceptions during the REK Query Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the REKQueryResponse with a Status other than Success.

Case 2: The REK Query Message processing is not completed for any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure]

The DRM Agent activates a recovery procedure for each exception type as follows.

For Case 1, the Local Rights Consumption is terminated without recovery. If the REKQueryResponse contains a Status of Handle Not Found, the DRM Agent may restart the Local Rights Consumption with the Rights Selection in Device processing in section 6.7.1.

For Case 2, the DRM Agent sends the RightsEnablementRequest as specified in section 6.8.5 in order to enable the Rights and to update the State Information, if necessary. The New Handle recorded in the Operation Log for this Local Rights Consumption transaction MUST be used in this request. If the RightsEnablementResponse contains a Status of either Success or Handle Not Found, then the Local Rights Consumption is terminated.

When the Local Rights Consumption transaction is terminated, the entry for the transaction is removed from the Operation Log.

If the Rights Enablement Message processing is not completed for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the RightsEnablementRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.
6.7.3 Rights Consumption
The DRM Agent performs the following steps before locally consuming Rights in the SRM in order to use an associated DRM Content:

If both the REKQueryRequest and REKQueryResponse messages contain a SRMPingSupported extension, the DRM Agent MUST start the SRM Ping Timer (see section xyz for more details).
In case of stateful Rights, the DRM Agent SHOULD verify that the State Information is consistent with the <rights> element
. If the State Information is inconsistent, the DRM Agent MUST:
· If the SRM Ping Timer was started, stop the SRM Ping Timer. Otherwise re-enable the Rights on the SRM as described in section 6.8.5.
· Terminate local consumption.

The DRM Agent SHOULD verify the RI signature over the <rights> element (note that this requirement MAY not be required under certain trust models as described in section 5.1.2). If the signature verification fails, the DRM Agent MUST:

· If the SRM Ping Timer was started, stop the SRM Ping Timer. Otherwise re-enable the Rights on the SRM as described in section 6.8.5.

· Terminate local consumption.
After the DRM Agent retrieves the REK (as specified in section 6.7.2), the DRM Agent SHALL locally consume the Rights as if the Rights are locally installed in the Device, updating the state as specified in [OMADRMv2]. After local consumption, the DRM Agent SHALL update the State Information (for stateful Rights) in the SRM when it releases the Rights as specified in this section.
[TBD: specify State Information update for LRC with SRM Ping.]
Note that a trust model may define different timing of the Rights Enablement Message activation for each constraint. Default behaviour is that the Rights Enablement Message processing is executed after consumption.

6.7.3.1 Description of Messages

The DRM Agent releases the Rights using Rights Enablement Message as specified in section 6.8.5 and the REK MUST be removed after Rights Enablement Message processing is successfully executed.
The State Information field MUST be present when releasing Stateful Rights.

6.7.3.2 Format of Messages

Refer to section 6.8.5.2.

6.7.3.3 Exception Handling

There may be unexpected exceptions during the Rights Enablement Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, receives an error in the Status field, or fails to verify the message integrity then the DRM Agent regards it as an exception.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure]

The DRM Agent sends the RightsEnablementRequest. The New Handle recorded in the Operation Log for this Local Rights Consumption transaction MUST be used in this request. If the RightsEnablementResponse contains a Status of either Success or Handle Not Found, then the Local Rights Consumption is terminated.

When the Local Rights Consumption transaction is terminated, the entry for the transaction is removed from the Operation Log.

If the Rights Enablement Message processing for the exception recovery is not completed for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the RightsEnablementRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.













� For example, if the Rights have a <count> constraint of 5 but the State Information indicates that the remaining count is 10, the State Information is inconsistent.
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