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1 Reason for Change

This CR is to fulfil the TBD in section 6.9 of SRM TS Draft(20090703) and to close the AP1056
AP 1056
To resolve the TBD concerning the size of rights in RO Upgrade.

 The major changes in this CR include:
1) Use the protocol name of “Upgrade Rights Retrieval” since it is a little different to Rights Retrieval protocol.

2) Add the part of reserving storage space for the upgraded rights in the Upgrade Rights Retrieval protocol. 

2 Impact on Other Specifications

None.

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Huawei recommends that the DRM group approves this CR.

5 Detailed Change Proposal

Change 1:  modification to section 6.9:
6.9 SRM Rights Upgrade
The protocols specified in this section provide necessary functions that are used for SRM Rights Upgrade.

To upgrade the Rights in SRM, DRM Agent should request RI to issue the upgrade rights for SRM. As shown in Figure 17, this transaction is comprised of OMA SCE-DRM RO Upgrade protocol and two SRM request / response message pairs: Upgrade Rights Retrieval message pair and Rights Upgrade message pair. In this transaction when using the RO Upgrade protocol, the <newRO> element in the RO Upgrade response message contains the RO with the upgraded permissions and/or constraints from the RI for the SRM.
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Figure 17: SRM Rights Upgrade

6.9.1 Trigger

6.9.2 The SRM Rights Upgrade transaction MAY be initiated by the RO Upgrade Trigger sent from RI. The definition of RO Upgrade Trigger refers to [SCE-DRM TS].
6.9.3 Upgrade Rights Retrieval 
 Before DRM Agent executes the RO Upgrade protocol, DRM Agent SHALL retrieve the Rights installed in SRM Agent through the Upgrade Rights Retrieval message pair, and then select the Rights that need to be upgraded.
The selected rights will be set disabled (i.e. the Rights in SRM Agent stay in a disabled state. The disabled Rights cannot be used for the other purposes except the current SRM Rights Upgrade transaction.)

Through the UpgradeRightsRetrievalResponse message, the DRM Agent will get the necessary information for RO Upgrade service from the RightsInformation element.All the Rights information received from the UpgradeRightsRetrievalResponse will be stored in local context and set in the transfer state. (The information in transfer state cannot be used or deleted for the other purposes except the current SRM Rights Upgrade transaction.)
On proposing the UpgradeRightsRetrieval request message, SRM SHALL reserve the storage space for the upgraded rights. Since in SRM specification, the length of “length” element in StateInformation () datastructure is 16 bits, the reserved storage for upgraded rights is set as 131072 bytes (i.e. 2 times of the length of StateInformation()).

Generally the message format of Upgrade Rights Retrieval protocol is same to Rights Retrieval protocol except that when the SRM fails to reserve enough storage space for the upgraded rights the Status value of Upgrade Rights Retrieval response message SHALL be set as “Storage reservation Failed”.  The value of status of UpgradeRightsRetrieval Response is defined in Table 52.
Table 52: Status of Upgrade Rights Retrieval Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Storage reservation Failed
	SRM can not reserve enough storage space for the upgraded rights.

	Unknown Error
	Other errors


 If the status value of Rights Retrieval Response is not equal to ‘Success’, the transaction is terminated.
For details of Rights Retrieval protocol, refers to section 6.6.1.

6.9.4 RO Upgrade
DRM Agent executes SCE-DRM RO Upgrade protocol to request upgraded Rights for the Rights of SRM. Based on the  <Rights Information> received in Rights Upgrade Initiation session, DRM Agent sends RI the necessary information of the SRM Rights and the additional rights wanted  via the RO Upgrade request message; DRM Agent gets the upgraded Rights   via the RO Upgrade Response message (i.e. the <newRO> element in the RO Upgrade Response message). As for details of RO Upgrade protocol, please refer to SCE DRM TS specification.

To create the RO Upgrade request message, the DRM Agent should perform as follows:

1. DRM Agent parses the <Rights Information> received in the RightsUpgradeInitiation response message to create the <existingRights> element for RO Upgrade request message. 
2. DRM Agent creates the <ROUpgradeInfo> element according to the User’s desire of additional rights for that SRM Rights.

The SRM Rights Upgrade can be initiated via the RO Upgrade Trigger issued by RI.

In the trigger of RO Upgrade, the <roID> element should equal to the RO Id that DRM Agent gets from SRM via parsing the Rights Information. And the ‘roRequested’ attribute for the RO Upgrade request message should be set as ‘true’, so DRM Agent will send the whole protected RO with its state Information to RI to request the upgrade Rights for the SRM.

If no errors or exceptions in the RO Upgrade session (Status = Success), DRM Agent will receive the RO that contains the upgraded permissions and/or constraints from the RI for the SRM. Especially, the RO is issued towards the SRM and the symmetric-key material encapsulated in the RO is protected under SRM’s RSA public key. Then DRM Agent continues with section 6.9.4.

If the RO Upgrade operation fails for some reason (Status does not equal to Success), the DRM Agent can terminate the transaction or re-execute the RO Upgrade protocol again in terms of the error reason of RO Upgrade Response.
6.9.5 Rights Upgrade
6.9.5.1 Description of Messages

The DRM Agent sends the RightsUpgradeRequest to SRM to upgrade the Rights in SRM Agent using the upgraded Rights (the <newRO> element) received in RO Upgrade response. The fields of the request are defined in Table 53.
Table 53: Fields of RightsUpgradeRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the New Handle transmitted by the UpgradeRightsRetrieval Request message. 

	Third Handle
	Integrity & Confidentiality
	Third Handle is a 10 byte random value generated by the DRM Agent for this Rights Upgrade session.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs the SRM Agent the size of Rights that will be installed in the SRM .
Size of Rights = Length of RightsInformation. .

	REK
	Integrity & Confidentiality
	Refer to section 5.1.1.4

	LAID
	Integrity
	Refer to section 5.1.7. This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 5.1.6


Before sending RightsUpgradeRequest, DRM Agent parses the protected RO received in RO Upgrade response, gets the information to compose the Rights Object Container, State Information, and  REK  that to be delivered to SRM in RightsUpgradeRequest message for SRM Rights Upgrade.

Upon receiving the RightsUpgradeRequest , SRM Agent installs the Rights in the SRM at the storage space that is reserved in the Upgrade Rights Retrieval session . For the installation, SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle with the current Session Key
3. Compare the Handle with the New Handle in the UpgradeRightsRetrievalRequest
4. Decrypt the Third Handle with the current Session Key
5. Install the Rights at the reserved space described in the Upgrade Rights Retrieval session. Since the reserved storage space MAY be larger than the actual occupied space, the vacant part of the reserved storage SHALL be released and the occupied storage by the installation SHALL be associated with the Third Handle.
6. Remove the disabled Rights Information that is associated with the Handle from SRM
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 54.
Table 54: Field of RightsUpgradeResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsUpgradeRequest message. The Status values are specified in Tabel 55.


Table55: Status of Rights Upgrade Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent.

	Handles In-consistent
	The Handle in this request is different from the Handle in the UpgradeRightsRetrievalRequest.

	
	

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.
If no errors or exceptions (Status = Success), the DRM Agent should remove the Rights Information that is saved in local context and set in transfer state when executing the RightsUpgradeInitiation session in this transaction.
6.9.5.2 Format of Messages

The message format (MessageBody) of the RightsUpgradeRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

EncryptedHandle()

// Defined in E.2.4 

EncryptedThirdHandle()

// Defined in E.2.4 

EncryptedREK()    

// 
sizeOfRights

// 16 uimsbf
    RightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· Handle – Handle fields in Table 53
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· EncryptedThirdHandle – Encrypted ThirdHandle with the current Session Key (SK)
· EncryptedREK–  Encrypted Rek with the current Session Key 
· sizeOfRights –Size Of Rights field in Table 53
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table 53 (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsUgradeResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 54
6.9.6 Exception Handling

Refers to section 6.5.3.3.
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