Doc# OMA-DRM-2009-0155-CR_SRM1.1_Resolution_to_AD_comments_A038.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2009-0155-CR_SRM1.1_Resolution_to_AD_comments_A038.doc
Change Request



Change Request

	Title:
	Resolution to AD comments A038
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-DRM

	Doc to Change:
	OMA-AD-SRM-V1_1-20090612-D

	Submission Date:
	15 August 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Zhipeng Zhou, Huawei, zhouzp@huawei.com
Qi Yuan,The Research Institute of Telecommunications Transmission, MIIT, yuanqi@mail.ritt.com.cn
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1 Reason for Change

This CR addresses ADRR comments A038:
	A038
	2009.07.05
	T
	5.4.3.3
	Source: Oracle

Form: INP doc
Comment: Great! Can you explain how it (“To prevent the above problems, OMA SRM enabler has to provide with ways to recover the transaction failure.”) is done by SRM 1.1 / 1.0? Where is it explained?
Proposed Change: Add explanation or reference to the explanation for 1.0… This seems key to accept or not the AD…
	Status: OPEN 

Youn-Sung: SRM 1.0 already provides mechanism to recover the transaction.

SRM 1.1 shall be used similar mechanism in SRM 1.0.

AP 1069: ZP to create CR for resolving the A038.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR and close the associated ADRR comment.
6 Detailed Change Proposal

Change 1:  Modifications to section 5.4.3.3
5.4.3.3 Aborted Transaction Recovery

If transaction fails during Rights consumption, there is possibility for Rights not to be updated properly. If transaction between the device and the SRM is failed during Rights Move operation, there is also possibility for users to lose their Rights. There are two examples of abnormal Move failure:

In case of Rights Move from Device to SRM

Rights is removed from the device immediately after the Rights has been moved to the SRM. If the transaction is failed before the moved Rights is reached to the SRM, users lose the Rights.

In case of Rights Move from SRM to Device

Rights is removed from the SRM immediately after the Rights has been moved to the device. If the transaction is failed before the moved Rights is reached to the device, users lose the Rights.

If the Rights is removed from an originated entity after the Rights have reached the other side successfully, the transaction failure may cause another security problem - unexpected duplication of the Rights.

The transaction failure may occur by unstable communication between the device and the SRM which happens rarely or by unexpected physical disconnection of the SRM from the device. To prevent the above problems, OMA SRM enabler has to provide with ways to recover the transaction failure.
Since SRM1.0 TS has given complete recovery mechanism (such as maintaining necessary transaction context in SRM Agent and DRM Agent) for each transaction, the newly defined transactions in SRM1.1 SHALL conform to SRM1.0 on the recovery measures. 
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