Doc# OMA-DRM-2009-0186R03-CR_SRM_TS_Domain_RO_Move.doc[image: image3.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2009-0186R03-CR_SRM_TS_Domain_RO_Move.doc
Change Request



Change Request

	Title:
	Domain RO Move
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM

	Doc to Change:
	OMA-TS-SRM-V1_1-20090904-D.doc

	Submission Date:
	12 Oct, 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Zhipeng Zhou, Huawei, zhouzp@huawei.com
Qi Yuan,The Research Institute of Telecommunications Transmission, MIIT, yuanqi@mail.ritt.com.cn

	Replaces:
	186R02


1 Reason for Change

In Appendix K, it has addressed that the Domain ROs can be Moved to SRM but will lose the Move permission and will be only used in SRM

This CR is to clarify the Domain RO Move in the transaction of “Movement of Rights from Device to SRM” and “Movement of Rights from SRM to Device”, esp. the Domain RO in SRM will not be Moved to Device via the “Movement of Rights from SRM to Device” transaction.
R01:

The reason for change: To give technical descriptions of the movement of Domain RO in the transactions of “Movement of Rights from Device to SRM” and “Movement of Rights from SRM to Device” for the point that Move Cache is used to prevent re-installation of Domain RO.
Additionally, this CR suggests that the Domain RO will not be Moved to a Domain Device that has installed or is capable to install the Domain RO with the same ROID (i.e.  the Domain Device without a Move record with the same RO ID can not receive and re-install Domain RO via the Move from SRM).
To more easily judge whether an RO is a Domain RO or a Device RO during Move transaction and whether the Device is a member of the Domain that Domain RO belongs to, the “domainROAttribute” and “DomainIds” fields are suggested to be added in the StateInfo().The value of “domainROAttribute” field can be got from the “domainRO” attribute under <ROPayload> element of the Domain RO.   
R02: add a little supplement and set a Domain-RO Move Cache to record the movement of Domain RO. The Domain-RO Move Cache is another cache other than the Move Cache in preventing the Replay Attack. 
R03: remove the change 2 in R02 and give the format definition of ExtensionsContainer()for RightsInstallationRequest  message and RightsRetrievalResponse message. 
2 Impact on Other Specifications

None.

3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Huawei recommends that the DRM group approves this CR.

5 Detailed Change Proposal

Change 1:  modification from section 6.5 to section 6.6.1.1:
6.5 Movement of Rights from Device to SRM

Rights are Moved from a Device to an SRM as illustrated in Figure . As shown in Figure , this transaction is comprised of two request/response message pairs: Installation Setup message pair and Rights Installation message pair. The Installation Setup message pair SHOULD be followed by the Rights Installation message pair. If an SRM Agent receives any request message other than the RightsInstallationRequest following receipt of the InstallationSetupRequest, the SRM Agent SHOULD return Unexpected Request in the Status field of the response message.

 
[image: image1.emf]InstallationSetupInSRM

RightsInstallationInSRM

DRM Agent SRM Agent

InstallationSetupResponse

RightsRemovalInDevice

InstallationSetupRequest

RightsInstallationRequest

RightsInstallationResponse

RightsDisablementInDevice


Figure 12: Sequence Diagram – Movement of Rights from Device to SRM

Before sending the InstallationSetupRequest message, the DRM Agent MUST check the following in the Rights Object that will be Moved:

1) Check if the Rights Object has the <move> permission. If there is no <move> permission, then do not perform the Move transaction.

2) Check if the <move> permission has a <system> constraint. If there is no <system> constraint, proceed with sending the InstallationSetupRequest; else check the <context> child element(s) of the <system> constraint. If any <context> child element identifies the SRM protocol, then proceed with sending the InstallationSetupRequest; else do not perform the Move transaction.

Before sending the RightsInstallationRequest message, the DRM Agent MUST check the following in the Rights Object that will be Moved:

1) Check if the <move> permission has a <count> constraint. If there is a <count> constraint, then check the current count value in the state information. If the current count is 0, then do not perform the Move transaction. Otherwise (current count > 0), decrement current count value.
6.5.1 Installation Setup

6.5.1.1 Description of Messages

The DRM Agent sends the InstallationSetupRequest to initiate a Move to the SRM. The fields of the request are defined in Table .

Table 33: Fields of InstallationSetupRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	The Handle identifies the Rights while stored in the SRM. It is a 10 byte random value generated by the DRM Agent for this Move transaction. Refer to section 5.1.3.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs the SRM Agent the size of Rights that will be installed in the SRM as specified in section 6.5.3.

Size of Rights = Length of RightsInformation. RightsInformation is specified in section6.5.3.2.


Upon receiving the InstallationSetupRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the fields

2. Decrypt the Handle with the Session Key

3. The SRM Agent MUST check if the SRM already has the same Handle. If yes, the SRM Agent sets Status to Duplicate Handle and the SRM Agent sends the InstallationSetupResponse as described below.

4. The SRM Agent checks if the SRM has space for the new Rights. If not, the SRM Agent sets Status to Not Enough Space. Otherwise, the SRM Agent stores the Handle in the SRM securely. The Handle is not included in the Handle List until the Move transaction is completed.

The SRM Agent sends the InstallationSetupResponse to carry the result of the procedure. The fields of the response are defined in Table .

Table 34: Fields of InstallationSetupResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the InstallationSetupRequest message. The Status values are specified in Table 35.


Table 35: Status of Installation Setup Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Duplicate Handle
	The SRM already has the Handle and its corresponding Rights.

	Not Enough Space
	The SRM does not have enough space to store Rights having the same size as the Size of Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.5.2.

6.5.1.2 Format of Messages

The message format (MessageBody) of the InstallationSetupRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

MessageBody() {

    EncryptedHandle()

// Defined in Appendix E.2.8
    sizeOfRights
16
uimsbf

}

The fields are defined as follows:

· Handle –Handle field in Table 
· sizeOfRights –Size Of Rights field in Table 
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)

The message format (MessageBody) of the InstallationSetupResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 34
6.5.1.3 Exception Handling

There may be unexpected exceptions during the Installation Setup Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the InstallationSetupResponse with a Status other than Success. (i.e. the Handle was not stored by the SRM Agent)

Case 2: The Installation Setup Message processing is not completed for any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure – Cancellation of Move]

To cancel the Move transaction, the DRM Agent activates a recovery procedure for each type of exception as follows.

For Case 1, the Move is terminated without recovery. If the response contains Duplicate Handle, then the DRM Agent may start the Move transaction with a different Handle.

For Case 2, the DRM Agent sends the HandleRemovalRequest as specified in section 6.8.4 in order to remove the Handle. The Handle recorded in the Operation Log for this Move transaction MUST be used in this request. If the HandleRemovalResponse contains either Success, Handle Not Found or Handle Not Removed in the Status field, then the Move is terminated.

When the Move is terminated, the entry for the Move transaction is removed from the Operation Log.

If the Handle Removal Message processing is not completed for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the HandleRemovalRequest when a new MAKE process is executed. To resume the aborted recovery, the DRM Agent refers to the Operation Log as specified in section5.5.2.

6.5.2 Rights Disablement in Device

6.5.2.1 Action Description

The DRM Agent disables the Rights. The disabled Rights cannot be used for the other purposes except the current Move transaction. After disabling the Rights, the DRM Agent continues with section 6.5.3.

6.5.2.2 Exception Handling

There may be unexpected exceptions as specified in section 5.5.1 when disabling Rights. This exception causes the disablement processing to not complete.

When the exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed. The recovery is same as the procedure for the exceptional Case 2 of the Installation Setup Message processing specified in section 6.5.1.3.

6.5.3 Rights Installation
6.5.3.1 Description of Messages

The DRM Agent sends the RightsInstallationRequest to install the Rights in the SRM. The RightsInstallationRequest message contains ExtensionsContainer and the fields of the request are defined in Table 36.

Table 36: Fields of RightsInstallationRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in Table 31. Refer to section 5.1.3.

	REK
	Integrity & Confidentiality
	Refer to section 5.1.1.4

	LAID
	Integrity
	Refer to 5.1.7. This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 5.1.6


Before sending the RightsInstallationRequest message, the DRM Agent MUST check whether the Rights Object that will be Moved is a Domain RO by checking whether there is  a “domainROAttribute” field under the <ROPayload> and the value of that “domainROAttribute” field.  If the RO is a Domain RO, the value of “domainROAttribute” field in the ExtensionsContainer is set as ‘1’ and the ‘nbrOfDomainIds’ field is set as 1; else the value of “domainROAttribute” field in the ExtensionsContainer is set as ‘0’.
Upon receiving the RightsInstallationRequest, the SRM Agent installs the Rights in the SRM. For the installation, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle and REK with the Session Key
3. Compare the Handle with the Handle in the InstallationSetupRequest
4. Install the Rights Information, REK and ExtensionsContainer at a space associated with the Handle.
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 37.

Table 37: Fields of RightsInstallationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsInstallationRequest message. The Status values are specified in Table 38.


Table 38: Status of Rights Installation Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Handles In-consistent
	The Handle in this request is different from the Handle in the InstallationSetupRequest.

	Not Enough Space
	The size of Rights Information exceeds Size of Rights in Table 31.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), 
1) for the Movement of Domain RO, the DRM Agent checks whether there is a record with the same ROID in the Domain-RO Move Cache. If not, adds a record in the Domain-RO Move Cache with the ROID of that Domain RO and then continues with section 6.5.4. The records of Domain RO’s movements in the Domain-RO Move Cache will not be deleted until the device leaves that domain or that domain is expired.

2) for the Movement of Device RO, the DRM Agent continues with section 6.5.4. 
6.5.3.2 Format of Messages

The message format (MessageBody) of the RightsInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

HandleRek() {

    Handle()

// Defined in E.2.4
    Rek()

// Defined in E.2.5.5
}

EncryptedHandleRek() {

    // Contains the encrypted Handle and REK

    EncryptedData()

// Defined in E.1
}

MessageBody() {

    EncryptedHandleRek()

    Laid()

// Defined in Appendix E.3
RightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· HandleRek – Handle and REK fields in Table 
· EncryptedHandleRek – Encrypted HandleRek with the current Session Key (SK)
· Laid – LAID field in Table 
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table  (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 37
The format of ExtensionsContainer()in the RightsInstallationRequest message is specified as follows. 
Extension(){

domainROAttribute  
1      bslbf
rfu




7
bslbf
If (domainROAttribute ) {



 DomainIds()

// Defined in Appendix E.2.10.3 and 









// the‘nbrOfDomainIds’ field is set as 1
}

ExtensionsContainer() {

    nbrOfExtensions
8
uimsbf
// the value is set to 1
    for( i = 0 ; i < nbrOfExtensions ; i++ ) {

        extensionType
8
uimsbf
// the extensionType is set to 1, meaning 








// the extensions of Domain information
        size
16
uimsbf

        Extension()

    }

}

6.5.3.3 Exception Handling

There may be unexpected exceptions during the Rights Installation Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the RightsInstallationResponse containing a Status of Handle Not Found  (This case will not happen if the Move transaction is properly executed as illustrated in Figure 12)

Case 2: The Rights Installation Message processing in this section is not completed for any reason other than Case 1.

When the exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure – Cancellation of Move]

To cancel the Move transaction, the DRM Agent activates a default recovery procedure for each type of exception as follows.

For Case 1, the Move is terminated without recovery.

For Case 2, the DRM Agent sends the HandleRemovalRequest as specified in section 6.8.4 in order to remove the Handle. The Handle recorded in the Operation Log for this Move transaction MUST be used in this request. If the HandleRemovalResponse contains Success in the Status field, then the Move is terminated.

When the Move is terminated, the Rights in the source Device MUST be enabled (i.e. the Rights can be used for any purpose) and the entry for the Move transaction is removed from the Operation Log. In addition, if the Rights contain a <move> permission with a <count> constraint, then the current count value MUST be incremented.

In Case 2, if the HandleRemovalResponse contains a Status of either Handle Not Removed or Handle Not Found, then the DRM Agent continues the Move using the Rights Removal in Device processing defined in section 6.5.4. (Note: This result implies that the Rights were installed successfully in the SRM by the incomplete Rights Installation Message processing. In the case of Handle Not Found, after the installation, it implies the Rights were removed from the SRM or the corresponding Handle was updated to use the Rights.)

If the Handle Removal Message processing is not completed for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the HandleRemovalRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.

If the DRM Agent fails more than once to receive a proper Status from the Handle Removal Message processing during the recovery of the Rights Installation Message processing (i.e. fails to receive the response or fails to verify the integrity of the response) and then finally receives Handle Not Found in the Status field of the HandleRemovalResponse, it is possible that the Handle was successfully removed from the SRM by a previous incomplete Handle Removal Message processing. In this case, if the DRM Agent continues the Move with the Rights Removal in Device processing as specified in this section, then the User will lose the Rights.

The default behaviour is that the Move is terminated without further recovery procedures and the entry for the Move transaction is removed from the Operation Log (i.e. the Rights in the source Device stay in a disabled state). A trust model may define other procedures to handle the disabled Rights.

6.5.4 Rights Removal in Device
6.5.4.1 Action Description

The DRM Agent removes the Rights from the source Device permanently. When the Rights Removal in Device processing is completed, the Move is terminated and the entry for the Move transaction is removed from the Operation Log.

6.5.4.2 Exception Handling

There may be unexpected exceptions as specified in section 5.5.1 when removing Rights. The exception causes the removal processing to not complete.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed. The DRM Agent recovers from the exception by executing the Rights Removal in Device processing.

If the recovery fails, the DRM Agent MAY resume the recovery by removing the Rights from the Device when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.

6.6 Movement of Rights from SRM to Device

Rights are Moved from an SRM to a Device as illustrated in Figure 13. As shown in Figure , this transaction is comprised of two request/response message pairs: Rights Retrieval message pair and Rights Removal message pair. The Rights Retrieval message pair SHOULD be followed by the Rights Removal message pair. If an SRM Agent receives any request message other than the RightsRemovalRequest following receipt of the RightsRetrievalRequest, the SRM Agent SHOULD return Unexpected Request in the Status field of the response message.
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Figure 13: Sequence Diagram – Movement of Rights from SRM to Device

6.6.1 Rights Retrieval
6.6.1.1 Description of Messages

The DRM Agent sends the RightsRetrievalRequest to initiate the Move of the Rights from the SRM. The fields of the request are defined in Table 39.

Table 39: Fields of RightsRetrievalRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies Rights that will be Moved from the SRM to the Device. Refer to section 5.1.3.

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Move transaction.


Upon receiving the RightsRetrievalRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Find Rights corresponding to the Handle
3. If found, then decrypt the New Handle with the Session Key
4. Check if the SRM already has the same Handle with New Handle. If yes, the SRM Agent sets Status to Duplicate Handle. If no, overwrite the Handle in the SRM with the New Handle, and disable the Rights.
The SRM Agent sends the RightsRetrievalResponse to carry the result of the procedure. The RightsRetrievalResponse message contains ExtensionsContainer and the fields of the response are defined in Table 40.
Table 40: Fields of RightsRetrievalResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsRetrievalRequest message. The Status values are specified in Table.

If Status contains any error, only this field is present in the RightsRetrievalResponse.

	Rights Information
	Integrity
	Refer to section 5.1.6

	REK
	Integrity & Confidentiality
	Refer to section 5.1.1.4


Table 41: Status of Rights Retrieval Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Re-Installation of Domain RO 
	The Domain RO can not be re-installed since the device has installed or is able to install the Domain RO with the same RO ID.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent MUST perform the following procedure:

1. Verify the integrity of fields in the response
2. Check the value of “domainROAttribute” field in the ExtensionsContainer. If it equals to 1, proceeds to step 3, else proceeds to step 5.
3. Check whether the device has joined the Domain which identifier equals to that specified in DomainIds() and that Domain is still valid. If yes, proceeds to step 4, else proceeds to step 5.
4. Check the Domain-RO Move Cache. If there exists a record of movement of the Domain RO with the same ROID, proceeds to step 5, else returns the error code of “Re-Installation of Domain RO” and skips step 5.
5. Decrypt REK with the Session Key
If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.6.2.
6.6.1.2 Format of Messages

The message format (MessageBody) of the RightsRetrievalRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

MessageBody() {

    Handle()

// Defined in Appendix E2.24
    EncryptedNewHandle()

// Defined in Appendix E.2.4
}

The fields are defined as follows:

· Handle –Handle field in Table 
· EncryptedNewHandle – New Handle field in Table  encrypted with the current Session Key (SK)

The message format (MessageBody) of the RightsRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
    if ( Status == 0 ) {

        RightsInformation()

// Defined in Appendix E.2.5.4
        EncryptedRek()

// Defined in Appendix E.2.7
    }

}

The fields are defined as follows:

· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table  (Refer to Appendix E.2.5.4)
· EncryptedRek – REK field in Table  (Rek in Appendix E.2.5.5) encrypted with the current Session Key (SK)

· Status - Status field in Table 40
The content of ExtensionsContainer in SRM is got from DRM Agent via the transaction of “Movement of Rights from Device to SRM”.
The format of ExtensionsContainer()in the RightsRetrievalResponse message is specified as follows. 
Extension(){

domainROAttribute  
1      bslbf
rfu




7
bslbf
If (domainROAttribute ) {



 DomainIds()

// Defined in Appendix E.2.10.3 and 









// the‘nbrOfDomainIds’ field is set as 1
}

ExtensionsContainer() {

    nbrOfExtensions
8
uimsbf
// the value is set to 1
    for( i = 0 ; i < nbrOfExtensions ; i++ ) {

        extensionType
8
uimsbf
// the extensionType is set to 1, meaning 








// the extensions of Domain information
        size
16
uimsbf

        Extension()

    }

}

E.2.5.1 
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Change 2:  modification to Appendix I:

Appendix I. SRM and domain Rights Objects (Informative)

The SRM enabler allows RIs to issue Domain ROs with a <move> permission. This allows all Devices that are members of a Domain to receive a copy of the Domain RO and to Move their copy of the Domain RO to an SRM. 

The result of Moving a Domain RO from a Device to an SRM is that the Domain RO is stored on an SRM and is disabled on the Device. In the process, the RO ceases to be a Domain RO and becomes an RO that can be consumed by any Device to which the SRM is connected to. In addition, the RO can be Moved to any other Device that is not a member of the Domain.

The Domain-RO Move Cache ensures that once a Device has moved its copy of the Domain RO to an SRM, it cannot reinstall the original Domain RO if this is received via a mechanism different than a Move, e.g. out-of-band delivery, restore of a backup, etc. (see section 8). This mechanism does allow the RO to be Moved back to the Device (provided the potential constraints on the <move> permission still allow for this).  A DRM Agent (as specified in this enabler) will, however, not install an RO that is already installed in the Device (or accumulate or otherwise combine any available state information associated with the RO).

Note that in case all members of the Domain Move their copy of the Domain RO to an SRM (even the same SRM), then all those copies may be available for unlimited move to Devices that are not members of the Domain. An RI may choose to limit this by constraining the <move> permission. If for example the <move> permission is constrained with a <count> constraint set to the value of ‘1’, then Domain member Devices can move their copy of the Domain RO to an SRM once. This allows Users to remove the SRM from the Domain member Device and insert it into any device and locally consume the Rights from the SRM, but they cannot move the RO from the SRM to the device. 

In addition, in case a Domain RO contains stateful constraints, then the result of Moving the Domain RO to an SRM is that all state that is available to the DRM Agent is moved to the SRM.  If all members of the Domain Move their copy of the stateful Domain RO to an SRM (even the same SRM), then all these stateful ROs are individually available for Moving to and/or local consumption on a single Device, which may be or not be a member of the Domain. If an RI wants to strictly limit the state that is available to a single Device to the value set by the stateful constraints in the Domain RO, then it should not include a <move> permission into a stateful Domain RO. Note that Rights derived from a stateful Domain RO cannot be moved from an SRM to a device if one instance of this Domain RO is already installed in this device.
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