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1 Reason for Change

This CR proposes to the following protocols completing BCRO management functionality:
· BCRO Information Retrieval

· BCRO Information List Retrieval

· Reuse of Handle List Query procedure

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Add new section 6.11.8
6.11.8 Utility protocols for Broadcast Rights management

6.11.8.1 BCAST Extensions to Handle List Query

The DRM Agent SHALL use Handle List Query procedure specified in section 6.12.1 to read a Handle List associated to the BCRO(s). When using this procedure, the DRM Agent MUST include the following extension in the HandleListQueryRequest:

Extension() {

    nbrOfBci
8
uimsbf

    for ( i=0 ; i<nbrOfBci ; i++ ) {

        Bci()

// Defined in Appendix E.2.11.2.2
    }

    HandleListLength
16
uimsbf

}

The extensionType in the ExtensionsContainer() (see section 5.6.5) for this extension SHALL be set to ‘0’. The fields of the extension are defined as follows:

· nbrOfBci – number of BCIs 
· Bci – BCI defined in section 5.1.11.2
· HandleListLength – Handle List Length
The nbrOfAsset field in the HandleListQueryResponse SHALL be set to ‘0’.

6.11.8.2 Retrieval of BCRO Information from the SRM

The DRM Agent can obtain information about the certain BCRO stored on the SRM using the BCRO Information Retrieval procedure illustrated in Figure 1. BCRO information includes BCRO Base and State Info pair. This protocol is intended for use in conjunction with BCRO Move from the SRM to Device transaction.
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Figure 1: Sequence Diagram –BCRO Information Retrieval from SRM
6.11.8.2.1 Description of Messages

The DRM Agent sends BCROInformationRequest to the SRM Agent to request BCRO information from SRM. The fields of the request are defined in Table 1.

Table 1: Fields of BCROInformationRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies the (Broadcast) Rights in the SRM. Refer to section 5.1.3.


Upon receiving the BCROInformationRequest, the SRM Agent MUST perform the following actions:

1. Verify the integrity of the request fields.
2. Find  the BCRO corresponding to the Handle.
The SRM Agent sends the BCROInformationResponse to carry the result of the procedure. The fields of the response are defined in Table 2.
Table 2: Fields of BCROInformationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCROInformationRequest. The Status values are specified in Table 3.

	BCRO Base
	Integrity
	Refer to section 5.1.11.1

	BCRO State Info
	Integrity
	Refer to section 5.1.11.2


Table 3:Values of Status field of the BCROInformationResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.
6.11.8.2.2 Format of Messages

The message format (MessageBody) of the BCROInformationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

    Handle()

// Defined in Appendix E.2.4

}
The message format (MessageBody) of the BCROInformationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {
    Status()

// Defined in Appendix E.2.2

if ( Status == 0 ) {

    BcroBase()

// Defined in Appendix E.2.11.1

    BcroStateInfo()

// Defined in Appendix E.2.11.3

}

}
6.11.8.2.3 Exception Handling
There may be an unexpected exception during the BCRO Information Retrieval Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response, finds an error by referring to the Status (except Handle Not Found), or fails to verify the integrity of fields, then the DRM Agent regards it as an exception and terminates communication with the SRM Agent. The User may be informed of the exception.

6.11.8.3 Retrieval of BCRO Information List from the SRM

The DRM Agent can obtain information about the BCROs stored on the SRM using the BCRO Information List Retrieval procedure illustrated in Figure 2. BCRO Information List includes a set of {BCRO Base, State Info} pairs.
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Figure 2: Sequence Diagram –BCRO Information List Retrieval from SRM
6.11.8.3.1 Description of Messages

The DRM Agent sends BCROInfoListRequest to the SRM Agent to request BCRO Information List from SRM. The fields of the request are defined in Table 4.

Table 4: Fields of BCROInfoListRequest
	Fields
	Protection Requirement
	Description

	BCI List
	Yes
	List of BCIs which identifies relevant broadcast content. The DRM Agent MAY selectively request BCRO information by including broadcast content identifiers into BCROInfoListRequest. If this field is zero, information on all BCROs stored in the SRM is returned.

	BCRO Information List Length
	Yes
	Maximum list length (in bytes) that the DRM Agent can process. If this value is non-zero, the SRM Agent MUST send BCRO Information List shorter than or equal to this value.

If BCRO information list is longer than this value, the SRM Agent SHALL divide the BCRO Information List into several chunks.


Upon receiving the BCROInfoListRequest, the SRM Agent performs the following actions:

· If the number of BCIs in the BCI List is zero, the SRM Agent generates a BCRO Information List of all BCROs in the SRM.
· Otherwise, the SRM Agent generates a BCRO Information List of BCROs in the SRM that are associated with the requested DRM Contents identified by the BCIs in the request.
The SRM Agent sends the BCROInfoListResponse to carry the result of the action. The fields of the response are defined in Table 5. If the number of BCIs in the BCROInfoListRequest is more than the Max Number Of AssetIDs specified in the SrmHelloResponse, the SRM Agent MUST return the error - AssetID List Too Long.

Table 5: Fields of BCROInfoListResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCROInformationRequest. The Status values are specified in Table 6.

	BCRO Information List
	Integrity
	This field contains a list of {BCRO Base, BCRO State Info} pairs. Note that this list can be divided into several chunks and delivered in multiple responses.

	Continuation Flag
	Integrity
	It is assumed that a Rights Information List is divided into several chunks.

‘0’: The BCRO Information List in this response is the last chunk of the whole BCRO Information List, or the BCRO Information List is not divided into chunks.

‘1’: The BCRO Information List has been divided into several chunks. The BCRO Information List in this response is a chunk of the whole BCRO Information List, and there are subsequent chunks.


Table 6:Values of Status field of the BCROInformationResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	AssetID List Too Long
	The number of BCIs in the request exceeds the Maximum Number Of AssetIDs.

	Request Not Supported
	This request is not supported by the SRM Agent.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


If the Continuation Flag contains the value ‘1’ and Status is Success, the DRM Agent SHOULD send the BCROInfoListRequest again, with the same field values, in order to read the next chunk. The DRM Agent repeats the BCROInfoListRequest until the response contains the value ‘0’ in the Continuation Flag field. If the Continuation Flag contains the value ‘0’ and no errors or exceptions (Status = Success), the BCROInfoListRequest message processing is completed.

If the DRM Agent sends a different message or sends the BCROInfoListRequest with different field values than the previous values, then the SRM Agent resets the operation (i.e. the SRM Agent returns the BCRO Information List from the first chunk again).

If a BCRO Information List is divided into several chunks, where a chunk will contain a portion of the complete list, the DRM Agent MUST concatenate all chunks in sequence from the SRM Agent in order to receive the complete BCRO Information List.

6.11.8.3.2 Format of Messages

The message format (MessageBody) of the BCROInfoListRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.
MessageBody() {

    nbrOfBci

8
uimsbf

    for ( i = 0 ; i < nbrOfBci ; i++ ) {

        Bci()

// Defined in Appendix E.2.11.2.2
}

    BcroInfoListLength
   
16
uimsbf

}

The fields are defined as follows:

· nbrOfBci – Number of Bci in BCI List field
· Bci – BCI field in Table 4
· BcroInfoListLength – BCRO Information List Length field in Table 4
The message format (MessageBody) of the BCROInfoListResponse is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

MessageBody() {

    Status()


// Defined in Appendix Error! Reference source not found.
    if ( Status == 0 ) {

        BcroInformationList()


// Defined in Appendix E.2.11.3 
        continuationFlag

1
bslbf

        rfu

7
bslbf

    }

}

The fields are defined as follows:

· Status - Status field in Table 5
· BcroInformationList – Rights Information List field in Table 5
· continuationFlag – Continuation Flag field in Table 5
6.11.8.3.3 Exception Handling
There may be an unexpected exception during the BCRO Information List Retrieval Message processing as specified in section Error! Reference source not found.. If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates the BCRO Information List Retrieval Message processing. The User MAY be informed of the exception.

Change 2:  Update section 5.1.11.2

5.1.11.2 BCRO Assets

BCRO Assets contains Program Encryption Authentication Key (PEAK), Service Encryption Authentication Key (SEAK) or Content Encryption Key (CEK),  Asset Index and Binary Content Identifier (BCI) (see [DRMXBS] for more information). 

· PEAK and SEAK are used to authenticate and encrypt BCAST traffic encryption keys. 

· CEK is used for direct encryption of broadcast content. 

· Asset Index is an internal identifier of the asset.
· BCI is an identifier of associated broadcast (DRM) content.
Appendix E.2.11 specifies the data structure of the BCRO Assets.

Change 3:  Update appendix E.2.11.2
E.2.11.2 BCRO Assets
A data structure for BCRO Assets (BcroAssets) is described as follows:

BcroAssets() {
    nbrOfAssets
8
uimsbf

    for ( i=0 ; i<nbrOfAssets ; i++ ) {

        Bci()

// Defined in Appendix E.2.11.2.2
        AssetIndex()

// Defined in Appendix E.2.11.2.1
        AssetType
1
uimsbf

        rfu
7
uimsbf

        If ( AssetType == 0 ) {

            EncryptedSPeak()
// Defined in Appendix E.2.10.1.3

        } else {

            EncryptedCek()

// Defined in Appendix E.2.10.1.5

        }

    }

}
The fields are defined as follows:

· nbrOfAssets – number of assets (SEAKs, PEAKs and/or CEKs) in the BCRO Assets
· AssetIndex – Asset Index defined in section 5.1.11.2
· AssetType – indicates the type of the asset in BCRO Assets
· If set to ‘0’, asset contains SEAK or PEAK
· Otherwise, asset contains CEK
· SPeak – SEAK or PEAK defined in section 5.1.11.2
· Cek – CEK defined in section 5.1.11.2
E.2.11.2.1 Asset Index

A data structure for Asset Index (AssetIndex) is described as follows:

AssetIndex() {

        byte
8
uimsbf

}

E.2.11.2.2 BCI

A data structure for BCI (Bci) is described as follows:

Bci() {
    for ( i = 0 ; i < 12 ; i++ ){

         byte
8
uimsbf

    }

}
Change 4:  Add new  appendix E.2.11

E.2.11.3 BCRO Information List
A data structure for BCRO Information List (BcroInformationList) is described as follows:

BcroInformationList() {
    nbrOfBci
8
uimsbf
    for ( i = 0 ; i < nbrOfBcro ; i++ ) {

        Bci()

// Defined in Appendix E.2.11.2.2
        nbrOfBcroInfo
8
uimsbf
        for ( i = 0 ; i < nbrOfBcro ; i++ ) {

            Handle()

// Defined in Appendix E.2.4

            BcroBase()

// Defined in Appendix E.2.11.1
            BcroStateInfo()

// Defined in Appendix E.2.11.3
        }
    }
}
The fields are defined as follows:

· nbrOfBci – Number of Bcis in the BCRO Information List
nbrOfBcroInfo – This is the number of {BCRO Base, BCRO State Info} pairs in an SRM that are associated with the broadcast content identified by the Bci.
Change 5:  Update table 5 in section 5.6.4
…
	35
	Token Information
	YES
	YES
	O
	O

	36
	Token Upgrade
	YES
	YES
	O
	O

	37
	Broadcast Rights Installation
	YES
	YES
	O
	O

	38
	Broadcast Rights Retrieval
	YES
	YES
	O
	O

	39
	BCRO Information Retrieval
	YES
	YES
	O
	O

	40
	BCRO Information List Retrieval
	YES
	YES
	O
	O

	41 ~ 127
	Reserved For Future Use
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