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1 Reason for Change

This CR proposed new chapter for Local Broadcast Rights Consumption in SRM 1.1 TS.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to discuss and agree this document.
6 Detailed Change Proposal

Change 1:  Add new section as follows
6.11.x Local BCAST Rights Consumption

This section defines a mechanism which allows a Device to consume BCAST Rights that are stored on SRM without Moving BCAST Rights to the Device (e.g. BCAST Rights move transaction may be prohibited by non-existence of <move> permission in <rights> element).

Local BCAST Rights Consumption transaction is comprised of following three phases:

1. Retrieval of specified BCAST Rights from the SRM

i. SEKPreparationRequest identifies Service CID which Broadcast Rights are referring to.

ii. Handle for Broadcast Rights is obtained from SRM

iii. BroadcastRightsInfo is obtained from SRM

iv. REK to decrypt BroadcastRights is obtained from SRM

v. SEKPreparationResponse conveys status of Broadcast Rights readiness in DRM Agent for local consumption

2. Decryption of TEK by the Device

i. One or more TEKDecryptionRequest is transferred from BCAST Client to DRM Agent. The TEKDecryptionRequest transfers Service CID and encrypted TEK to Device

ii. TEKDecryptionResponse transfers decrypted TEK to BCAST Client.
iii. SRMPing shall be conducted during this phase. SRMPingRequest and SRMPingResponse can either be synchronized or not be synchronized with TEKDecryptionRequest and TEKDecryptionResponse depending on existence of synchronised attribute on <srmPing> constraint in <rights> element. In case that SRMPing has failed, DRM Agent MUST send BCAST Client an error in TEKDecryptionResponse instead of decrypting TEK.
3. Finishing of Broadcast Rights usage by the Device and Broadcast Rights Enablement in SRM

i. SEKFINRequest identifies Service CID which Broadcast Rights are referring to. that the Device shall remove Broadcast Rights

ii. RightsEnablementRequest transfers updated BroadcastRightsInfo to the SRM Agent.

iii. RightsEnablementResponse conveys status of BroadcastRightsInfo update and enablement in SRM

iv. SEKFINResponse conveys status of Broadcast Rights update and enablement in the SRM and removal of Broadcast Rights in the Device
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Figure xx: Sequence Diagram – Local BCAST Rights Consumption

This document does not specify structure of SEKPreparationRequest, SEKPreparationResponse, TEKDecryptionRequest, TEKDecryptionResponse, SEKFINRequest, and SEKFINResponse. And how these messages are signalled is implementation-specific.
For the detail of SRM Ping protocol, see the section xxx.
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