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1 Reason for Change

OMA DRM XBS 1.1 specification implements new extensions necessary for BCRO and Token portability. However, SRM 1.1 RD refers to OMA DRM XBS 1.0. References must be changed to from XBS 1.0 to XBS 1.1.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Change section 2.1 as follows
2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[OMADRMv2]
	OMA DRM v2 enabler, Open Mobile Alliance, http://www.openmobilealliance.org

	[DRM 2.1]
	“Digital Rights Management”. Open Mobile Alliance(. OMA-DRM-DRM-V2_1. http://www.openmobilealliance.org/

	[SRM 1.0]
	“OMA Secure Removable Media Specification”, Open Mobile Alliance(, OMA-TS-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[SCE 1.0]
	“OMA Secure Content Exchange Specification”, Open Mobile Alliance(, OMA-ERP-SCE-V1_0, URL:http://www.openmobilealliance.org/

	[DRMXBS 1.1]
	“OMA DRM v2.0 Extensions for Broadcast Support”, Open Mobile Alliance™, OMA-TS-DRM_XBS-V1_1,

URL: http://www.openmobilealliance.org/


Change 2:  Change section 3.2 as follows

3.2 Definitions

	Backup
	Defines an action for duplicating a Media Object and/or Rights Object and transferring them to another location that is not a Device.

	Billing Service Provider
	The entity responsible for collecting payment from a User.

	Composite Object
	A Media Object that contains one or more Media Objects by means of inclusion e.g. DRM messages, zip files.

	Consume
	To Play, Display, Print or Execute DRM Content on a Device. 

	Content
	One or more Media Objects

	Constraint
	A restriction on the Permission over DRM Content

	Content Issuer
	The entity making content available to the DRM Agent; the entity whose Content is being Protected.

	Content Provider
	An entity that is either a Content Issuer or a Rights Issuer.

	Copy
	To make a perfect reproduction of DRM Content or a Rights Object, or to make Rights existing on a source Device or SRM available for use by a recipient Device or SRM, without affecting availability on the source Device or SRM.  Rights may be restricted on the recipient Device or SRM.

	Device
	 A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.  The Device may include a smartcard module (e.g. a SIM) or not depending upon implementation.

	Direct Provisioning of Rights
	Issuing, downloading and installing the Rights from a Rights Issuer to a SRM. The Rights are issued from the Rights Issuer and cryptographically bound to SRM.

	Direct Rendering
	Operations in which Rights stored in SRMs are transferred for use by the recipient Device for a limited period of time for rendering purposes.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device.

	DRM Content 
	Media Objects that are consumed according to a set of Permissions in a Rights Object.

	Enable
	To make a resource (Media Object) capable of being interacted with. When applied to a digital resource, Enable results in a change in an existing resource such that it becomes capable of being read, written to or executed. Enabling MAY be partial and/or contextual.  (From [MPEG21 RDD])

	Execute
	To execute a software programme

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

	Move
	To make Rights existing initially on a source Device or SRM fully or partially available for use by a recipient Device or SRM, such that the Rights or parts thereof that become usable on the recipient Device or SRM can no longer be used on the source Device or SRM.

	Network Service Provider
	The entity providing network connectivity for a mobile Device.

	OMA DRM Conformant Device
	A Device that will work interoperably with other OMA DRM Conformant Devices and some or all of the following; Billing Service Providers, Content Providers and Network Service Providers. It will also enable DRM Content on the Device only if the Device possesses a valid Rights Object (or implied Rights Object) for that instance of DRM Content and only according to the Permissions defined in the Rights Object for that instance of DRM Content.  

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content.

	Play
	To create a transient, perceivable rendition of a resource (From [MPEG21 RDD])

	Restore
	Transferring the Protected Content and/or Rights Objects from an external location back to the Device from which they were backed up.

	Rights
	Rights are the collection of permissions and constraints defining under which circumstances access is granted to DRM Content.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM Conformant Devices.

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content. 

	Secure Memory Card
	A portable tamper resistant Device with an embedded microprocessor chip and a secure storage area. A Secure Memory Card is used for securely storing data (e.g. contents, rights etc.) and for performing security related operations like encryption and authentication.

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal 
Data and includes a SRM Agent (e.g. Secure Memory Card, Smart Card)

	Smart Card
	A portable tamper resistant Device with an embedded microprocessor chip and a secure storage area. A Smart Card is used for securely storing data (e.g. access codes, user subscription information, secret keys, contents, rights etc.) and performing security related operations like encryption and authentication. A Smart Card may contain one or more network authentication applications like the SIM, USIM, R-UIM.

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights Objects in Secure Removable Media, for delivering Rights Objects from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM Agent is a part of Secure Removable Media.

	Stateless Rights
	Stateless Rights are Rights Objects for which the Device does not have to maintain state information. 

	Stateful Rights
	Stateful Rights are Rights Objects for which the Device has to explicitly maintain state information, so that the constraints and permissions expressed in the RO can be enforced correctly. An RO containing any of the following constraints is considered Stateful Rights: <interval>, <count>, <timed-count>, or <accumulated>. Additionally an RO with <export> permission and mode attribute of "move" is Stateful Rights.

	User
	The human user of a Device.  The User does not necessarily own the Device.

	Token
	Token is a credit which can be exchanged for temporary access to a service. Tokens are purchased by user from a service provider and stored at user’s device. Token management is explained in [DRMXBS 1.1]


Change 3:  Change reference in section 6.2 as follows

6.2 High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	SRM-HLF-001
	The DRM Agent SHALL be able to transfer Rights to the SRM Agent.
	SRM V1.0
	Rights Move between SRM and Device

	SRM-HLF-002
	The SRM Agent SHALL be able to transfer Rights to the DRM Agent.
	SRM V1.0
	Rights Move between SRM and Device

	SRM-HLF-003
	The DRM Agent SHALL be able to use Rights which are transferred from the SRM Agent.
	SRM V1.0
	Rights Move between SRM and Device

	SRM-HLF-004
	The DRM Agent SHALL be able to use Rights that are stored in the SRM and update state information in the SRM for stateful rights.
	SRM V1.0
	Local Rights Consumption

	SRM-HLF-005
	SRM enabler SHALL ensure that only one instance of the Rights Object is usable at any time.
	SRM V1.0
	General

	SRM-HLF-006
	The DRM agent on the Device SHALL ensure that Rights that are Moved from the Device to a SRM can no longer be used on the Device.
	SRM V1.0
	Rights Move between SRM and Device

	SRM-HLF-007
	Rights Issuer SHALL be able to indicate that the Rights MUST be stored in the Secure Removable Media.
	SRM V1.0
	Provisioning

	SRM-HLF-008
	Rights Issuer SHALL be able to restrict the number of times the Rights are transferred between the Device and Secure Removable Media.
	SRM V1.0
	Rights Move between SRM and Device

	SRM-HLF-009
	The communication protocol between the Device and the SRM Agents (Memory Card, Smart Card …) SHALL be independent of the physical layer.
	SRM V1.0
	General

	SRM-HLF-010
	It SHALL be possible for the user to Backup Stateless Rights Objects from the SRM to a local PC, a remote server or other local mass memory media, and subsequently restore these Rights Objects for usage to the user’s SRM
	Future
	General

	SRM-HLF-011
	The DRM Agent SHALL be able to read Rights from the Secure Removable Media after the successful mutual authentication with the SRM Agent.
	SRM V1.0
	Rights Move between SRM and Device

	SRM-HLF-012
	The DRM Agent SHALL be able to write Rights on the Secure Removable Media after the successful mutual authentication with the SRM Agent.
	SRM V1.0
	Rights Move between SRM and Device

	SRM-HLF-013
	The DRM Agent SHALL be able to remove Rights from the Secure Removable Media after the successful mutual authentication with the SRM Agent.
	SRM V1.0
	Rights Move between SRM and Device

	SRM-HLF-014
	The DRM Agent SHALL be able to update Rights Object states on the Secure Removable Media after the successful mutual authentication with the SRM Agent.
	SRM V1.0
	General

	SRM-HLF-015
	The SRM enabler SHALL allow the direct Rights transfer from one SRM Agent to another SRM Agent.
	SRM V1.1
	SRM to SRM Rights Move

	SRM-HLF-016
	It SHALL be possible to support the subscription model for DRM contents service based on the SRMs, i.e. subscriber cards.
	SRM V1.1
	Provisioning

	SRM-HLF-017
	It SHALL be possible for the User to access the DRM contents service continuously and seamlessly from different host Devices as long as the SRM is attached to the Device. 

Informational Note: It includes not just contents consumption, but also contents purchase from different Devices using the same subscription or billing information stored in the SRM.
	SRM V1.1
	Provisioning

	SRM-HLF-018
	It SHALL be possible to issue the Rights for the SRMs, download and install it into the SRMs directly.
	SRM V1.1
	Provisioning

	SRM-HLF-019
	When the User purchases contents, the Content Provider MUST be able to determine whether it is going to create the Rights for the SRM and trigger subsequent acquisition procedures. 
	SRM V1.1
	Provisioning

	SRM-HLF-020
	Both separate delivery and combined delivery for the Contents and Rights SHALL be supported.
	SRM V1.1
	Provisioning

	SRM-HLF-021
	The solution SHALL be easily, widely applicable to the media with severe resource constraints, such as computing power and memory.


	SRM V1.1
	Provisioning

	SRM-HLF-022
	SRM enabler SHALL allow Rights Issuer to create upgraded Rights for SRM corresponding to the request.
	SRM V1.1
	SRM Rights Upgrade

	SRM-HLF-023
	SRM enabler SHALL allow a Device to transmit to RI the request for upgrading the rights installed in SRM.
	SRM V1.1
	SRM Rights Upgrade

	SRM-HLF-024
	SRM enabler SHALL allow a Device to transmit the upgraded rights to SRM.
	SRM V1.1
	SRM Rights Upgrade

	SRM-HLF-025


	It SHALL be possible to upgrade the existing Rights installed in SRM with the upgraded Rights issued by RI.
	SRM V1.1
	SRM Rights Upgrade

	SRM-HLF-026
	The SRM enabler SHALL allow certain Rights Objects to be consumed only when the SRM containing those Rights Objects is present in the device.
	SRM V1.1
	Local Rights Consumption

	SRM-HLF-027
	The SRM enabler SHALL enable an indication in Rights Objects that mandates that they can be consumed only when the SRM containing those Rights Objects is presented in the device.
	SRM V1.1
	Local Rights Consumption

	SRM-HLF-028
	The SRM enabler SHALL enable restricting Move of certain Rights Objects in the SRM.
	SRM V1.1
	Local Rights Consumption

	SRM-HLF-029
	The SRM enabler SHALL enable the DRM Agent to Move Broadcast RO (BCRO) to the SRM.

Informational note: BCRO is defined in [DRMXBS 1.1].
	SRM V1.1
	Broadcast RO Move

	SRM-HLF-030
	The SRM enabler SHALL enable the SRM Agent to Move BCRO to the Device.
	SRM V1.1
	Broadcast RO Move


Change 4:  Change reference in appendix B.12.2 as follows

B.12.2 Short description of use case 2 

Alice subscribed for BCAST service using her broadcast-only device (as defined in [DRMXBS 1.1]). She buys a new device and would like to continue enjoing broadcast contents but on that new device. For that, she inserts her SRM card to the old device and moves BCAST service associated rights (i.e. Broadcast Rights Objects, BCRO) to the card. Then Alice inserts this card to the new device, accesses rights stored on the card and starts consuming BCAST service on her new device.
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