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1 Reason for Change

This CR addresses the following comments:
D001, D007, D013
Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: There are no test requirements for direct provisioning.

Proposed Change: Add test requirements for direct provisioning.
D002, D008, D014

Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: There are no test requirements for S2S Rights Move.

Proposed Change: Add test requirements for S2S Rights Move.

D003, D009, D015

Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: There are no test requirements for BCRO Move.

Proposed Change: Add test requirements for BCRO Move.

D004, D010, D016

Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: There are no test requirements for SRM Rights Upgrade.

Proposed Change: Add test requirements for SRM Rights Upgrade.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR, and close associated comments (except D015, D009, D003).

6 Detailed Change Proposal

Change 1:  Add test requirements for DRM Agent
5.1.1.1 Mandatory Client Test Requirements

Table 1 specifies client test requirements that are tested in DRM Agents.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	CRT01
	Asymmetric Encryption Algorithms: RSA-OAEP
	Required to test whether RSA-OAEP is utilized properly for Asymmetric Encryption Algorithm

	
	CRT02
	Signature Algorithms: RSA-PSS
	Required to test whether RSA-PSS and is utilized properly for Signature Algorithm

	
	HEL01
	Device – SRM Hello
	Required to test whether Device-SRM Hello occurs properly

	
	SAC01
	Mutual Authentication and Key Exchange: MAKE
	Required to test whether MAKE occurs properly

	
	SAC02
	Key Derivation Function
	Required to test whether Session Key and MAC Key  are generated properly at the end of MAKE process

	
	SAC03
	Replay protection using MAC Key update
	Required to test whether MAC Key is not replayed, i.e. properly updated while transferring messages within a secure authenticated channel

	
	CRL01
	CRL Number Exchange between Device and SRM
	Required to test whether CRL number in Device is transferred to SRM properly, and CRL number in SRM is transferred to Device properly

	
	CRL02
	CRL Delivery from Device to SRM
	Required to test whether DRM Agent properly requests SRM Agent to store CRL from Device in SRM

	
	CRL03
	CRL Delivery from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to read CRL from SRM and transfer it to Device, and the CRL is processed and validated by DRM Agent properly

	
	CRL04
	Certificate revocation status checking using CRL
	Required to test whether CRL is utilized properly

	
	MOV01
	Device to SRM Move
	Required to test whether Rights is Moved from Device to SRM properly

	
	MOV02
	SRM to Device Move
	Required to test whether Rights is Moved from SRM to Device properly

	
	MOV03
	Move permission support
	Required to test whether Move permission is parsed from Rights Object and utilized properly

	
	MOV09
	S2S Rights Move
	Required to test whether the DRM Agent can correctly participate in the S2S Rights Move protocol.

	
	LRC01
	REK transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to read REK from SRM

	
	LRC02
	State Information Update
	Required to test whether DRM Agent properly requests SRM Agent to update State Information in SRM

	
	DPV03
	RO verification in Device
	Required to test that during a Direct Provisioning Transaction, the DRM Agent rejects invalid ROs.

	
	DPV04
	RO removal in Device
	Required to test that after a successful Direct Provisioning Transaction, the RO is removed from the Device.

	
	DPV05
	Direct Provisioning of Rights to the SRM
	Required to test whether the DRM Agent can correctly participate in the Direct Provisioning transaction.

	
	SRU02
	SRM Rights Upgrade
	Required to test that the DRM Agent can correctly participate in the SRM Rights Upgrade protocol.

	
	UTL01
	Handle List transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to generate Handle List and transfer it to Device

	
	UTL02
	Handle Removal from SRM
	Required to test whether DRM Agent properly requests SRM Agent to remove Handle from SRM

	
	UTL03
	Rights Enablement
	Required to test whether DRM Agent properly requests SRM Agent to enable Rigths in SRM

	
	UTL04
	Rights Removal from SRM
	Required to test whether DRM Agent properly requests SRM Agent to remove Rights from SRM

	
	UTL05
	Rights Information Transfer to Device
	Required to test whether DRM Agent properly requests SRM Agent to read Rights Information from SRM

	
	RICER01
	RI Certificate Chain processing and validation for Move
	Required to test whether RI Certificate Chain is processed and validated properly during Move transaction

	
	LOG01
	Operation Log
	Required to test whether Operation Log is updated properly during Move and Local Rights Consumption transaction

	
	CAC01
	Move Cache
	Required to test whether Move Cache is validated properly for all Stateless ROs moved to an SRM

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Error Flow
	EXP01
	Exception Recovery for Device to SRM Move
	Required to test whether error is reported and recovered properly if any exception occurs during Device to SRM Move

	
	EXP02
	Exception Recovery for SRM to Device Move
	Required to test whether error is reported and recovered properly if any exception occurs during SRM to Device Move

	
	EXP03
	Exception Recovery for REK Transfer to Device
	Required to test whether error is reported and recovered properly if any exception occurs during transferring REK to Device

	
	EXP04
	Exception Recovery for State Information Update
	Required to test whether error is reported and recovered properly if any exception occurs during updating State Information in SRM

	
	EXP05
	Exception Recovery for Provisioing Setup
	Required to test whether error is reported and recovered properly if any exception occurs during Provisioning Setup.

	
	EXP06
	Exception Recovery for Rights Provisioning
	Required to test whether error is reported and recovered properly if any exception occurs during Rights Provisioning.

	
	EXP07
	Exception Recovery for SRM Rights Upgrade
	Required to test whether error is reported and recovered properly if any exception occurs during SRM Rights Upgrade.

	
	EXP08
	Exception Recovery for S2S Move
	Required to test whether error is reported and recovered properly if any exception occurs during S2S Move.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Table 1: Applicability Table for Enabler Specific Mandatory Client Test Requirements
Change 2:  Add test requirements for SRM Agent
5.1.1.2 Mandatory Server Test Requirements for SRM Agents

Table 2 specifies server test requirements that are tested in SRM Agents.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	CRT03
	Hash Algorithms: SHA-1
	Required to test whether SHA-1 is utilized properly for Hash Algorithm in SRM

	
	CRT04
	MAC Algorithms: HMAC-SHA1
	Required to test whether HMAC-SHA1 is utilized properly for MAC Algorithm in SRM

	
	CRT05
	Symmetirc Encryption Algorithms: AES-128-CBC
	Required to test whether AES-128-CBC is utilized properly for Symmetric Encryption Algorithm in SRM

	
	CRT06
	Asymmetric Encryption Algorithms: RSA-OAEP
	Required to test whether RSA-OAEP is utilized properly for Asymmetric Encryption Algorithm in SRM

	
	CRT07
	Signature Algorithms: RSA-PSS
	Required to test whether RSA-PSS and is utilized properly for Signature Algorithm in SRM

	
	HEL02
	Device – SRM Hello
	Required to test whether SRM Agent properly responses for messages in Device – SRM Hello processing

	
	SAC04
	Mutual Authentication and Key Exchange: MAKE
	Required to test whether SRM Agent properly responses for messages in MAKE processing

	
	SAC05
	Key Derivation Function
	Required to test whether Session Key and MAC Key  are generated properly in SRM at the end of MAKE process

	
	SAC06
	Replay protection using MAC Key update
	Required to test whether MAC Key is not replayed, i.e. properly updated in SRM while transferring messages within a secure authenticated channel

	
	CRL05
	CRL Number Exchange between Device and SRM
	Required to test whether CRL number in Device is transferred to SRM properly, and CRL number in SRM is transferred to Device properly

	
	CRL06
	CRL Store
	Required to test whether CRL is properly stored in SRM as requested by DRM Agent, and the CRL is processed and validated by SRM Agent properly

	
	CRL07
	CRL Query
	Required to test whether CRL in SRM is properly queried as requested by DRM Agent

	
	CRL08
	Certificate revocation status checking using CRL
	Required to test whether SRM Agent checks the revocation status of Device certificates by using cached CRL properly

	
	MOV04
	Rights Installation Setup
	Required to test whether SRM Agent properly stores Handle in SRM

	
	MOV05
	Rights Installation
	Required to test whether SRM Agent properly stores Rights in SRM

	
	MOV06
	Rights Query
	Required to test whether SRM Agent properly reads Rights from SRM

	
	MOV07
	S2S Rights Move
	Required to test whether Rights can be Moved from one SRM to another using the S2S Rights Move protocol.

	
	MOV08
	Move Count Decrease
	Required to test that if an RO with a <move> permission with a <count> constraint is moved using the S2S Rights Move protocol, the Move count is decreased only by one.

	
	LRC03
	REK Query
	Required to test whether REK is transferred from SRM to Device properly

	
	LRC04
	State Information Update
	Required to test whether State Information in SRM is updated properly

	
	DPV01
	Direct Provisioning of Rights to the SRM
	Required to test whether the the SRM can correctly receive an RO using Direct Provisioning.

	
	DPV02
	Signature Query
	Required to test wether the SRM Agent correctly processes the Signature Query Response, and that the SRM Agent generates a correct signature.

	
	SRU01
	SRM Rights Upgrade
	Required to test that Rights in an SRM can be upgraded using the SRM Rights Upgrade protocol.

	
	UTL06
	Handle List Generation
	Required to test whether SRM Agent properly generates Handle List from SRM

	
	UTL07
	Rights Information Query
	Required to test whether SRM Agent properly reads Rights Information from SRM

	
	UTL08
	Handle Removal
	Required to test whether SRM Agent properly removes Handle from SRM

	
	UTL09
	Rights Enablement
	Required to test whether SRM Agent properly enables Rights in SRM

	
	UTL10
	Rights Removal
	Required to test whether SRM Agent properly removes Rights from SRM

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Error Flow
	
	n/a
	


Table 2: Applicability Table for Enabler Specific Mandatory Server Test Requirements for SRM Agents
Change 3:  Add test requirements for RI
5.1.1.3 Mandatory Server Test Requirements for RI

Table 3 specifies client test requirements that are tested in RI.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	MPRI
	Move permission support
	Required to test whether Rights Object with Move permission is generated properly

	
	DPV06
	Direct Provisioning of Rights to the SRM
	Required to test whether the the RI can correctly deliver an RO to an SRM using Direct Provisioning.

	
	DPV07
	Signature Query
	Required to test wether the RI can correctly verify the signature as generated by the SRM Agent during the Direct Provisioning transaction.

	
	DPV08
	Direct Provisioning of Rights to the SRM
	Required to test whether the RI can correctly deliver an RO to the SRM Agent using the Direct Provisioning transaction.

	
	SRU03
	SRM Rights Upgrade
	Required to test that the RI can correctly participate in the SRM Rights Upgrade protocol.

	Error Flow
	
	n/a
	


Table 3: Applicability Table for Enabler Specific Mandatory Server Test Requirements for RI
Change 4:  Add optional test requirement for DRM Agent
5.1.2.1 Optional Client Test Requirements

Table 4 specifies client test requirements that are tested in DRM Agents.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	
	SAC07
	Changing Secure Authenticated Channel
	Required to test whether DRM Agent properly changes the Secure Authenticated Channel

	Normal Flow
	OCSP01
	OCSP Nonce transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to generate Nonce and transfers it to Device

	
	OCSP02
	OCSP Response transfer from Device to SRM
	Required to test whether DRM Agent properly requests SRM Agent to generate OCSP Response and transfers it to Device, and whether the response is processed and validated properly

	
	OCSP03
	OCSP Request generation
	Required to test whether OCSP Request is generated properly

	
	RICER02
	RI Certificate Transfer from Device to SRM
	Required to test whether DRM Agent properly requests SRM Agent to store RI Certificate Chain in SRM

	
	RICER03
	RI Certificate Transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to read RI Certificate Chain from SRM

	
	RICER04
	RI Certificate Removal from SRM
	Required to test whether DRM Agent properly requests SRM Agent to remove RI Certificate Chain from SRM

	
	RICER05
	RI Certificate Chain processing and validation for Local Rights Consumption
	Required to test whether RI Certificate Chain is processed and validated properly during Local Rights Consumption transaction

	
	IOP01
	OMA DRM version 2.0 Backward Compatibility
	Requires to verify interoperability between DRM 2.0 RIs and SRM 1.1 enabled DRM 2.0 clients for each of the following cases:

- 4-Pass Registration

- 2-Pass RO Acquisition

	
	UTL11
	Rights Information List Query Request Generation
	Required to test whether DRM Agent requests SRM Agent to generate Rights Information List and transfer it to Device.

	
	CAC02
	Move Cache
	Required to test whether Move Cache is validated properly for all BCRO Assets moved to an SRM

	Error Flow
	SRMRMV
	SRM removal detection
	Required to test whether SRM removal event is reported properly if SRM is disconnected from Device
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