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1 Reason for Change

This CR is to close following comments concerning the section 6.9 in CONRR of SRM1.1:
	C048
	2009.11.03
	T
	6.9
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The reference 
[SCE DRM TS] is not defined.

Proposed Change: Change to: 
[SCE-DRM]

	Status: OPEN


	C049

	2009.11.12
	T
	6.9.1
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: When a DRM Agent receives the RO Upgrade Trigger with the roID element, how can the DRM Agent check the RO specified by the roID element is installed in the Device or SRM?

Proposed Change: 

	Status: OPEN



	C050
	2009.11.12
	T
	6.9.1
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: “If the RO Upgrade Trigger received by DRM Agent does not contain the roID element, DRM Agent continues to execute the ROUpgrade protocol defined in [SCE DRM TS].”
It needs to clarify.



Proposed Change: 

	Status: OPEN



	C051
	2009.11.03
	T
	6.9.2
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The sentence "The selected rights will be set disabled" should be made normative.

Proposed Change: Change to: "The selected rights MUST be disabled"

	Status: OPEN

	C052
	2009.11.03
	T
	6.9.2
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The status "Storage reservation Failed" should be changed to "Storage Reservation Field
".

Proposed Change: Perform the change.
	Status: OPEN

	C053
	2009.11.10
	E
	6.9.2
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

There’s a typo in the first sentence of the 4th paragraph.

Proposed Change:

Replace “proposing” with “processing” 

	Status: OPEN 

	C054
	2009.11.12
	T
	6.9.2
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: The message pair of the Upgrade Rights Retrieval is same as the Rights Retrieval’s message pair. 

Do we need to use new message pair for the Upgrade Rights Retrieval? 



Proposed Change: 

	Status: OPEN



	C055
	2009.11.12
	T
	6.9.2
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: Upon receiving the Upgrade Rights Retrieval request message, SRM Agent shall reserve the 65,536
 bytes for upgrading Rights. If the SRM’s remaining storage is smaller than the 65,536 bytes, the Upgrade Rights Retrieval transaction shall be failed.

Proposed Change: 
The storage reservation shall be executed dynamically.
	Status: OPEN



	C056
	2009.11.03
	T
	6.9.3
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: " In the trigger of RO Upgrade, the <roID> element should equal to the RO Id that DRM Agent gets from SRM via parsing the Rights Information. And the ‘roRequested’ attribute for the RO Upgrade request message should be set as ‘true’, so DRM Agent will send the whole protected RO with its state Information to RI to request the upgrade Rights for the SRM." seems to be normative text.
Proposed Change: Rephrase as follows: "In the RO Upgrade Trigger, the <roID> element MUST be equal to the RO Id that the DRM Agent gets from the SRM via parsing the Rights Information. The ‘roRequested’ attribute for the RO Upgrade request message SHALL be set to ‘true’. The DRM Agent MUST send the whole protected RO with its state Information to RI to request the upgrade Rights for the SRM."

	Status: OPEN

	C057
	2009.11.10
	T
	6.9.3,

6.9.4
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

6.9.3 states that the new (upgraded) RO is issued towards the SRM and the symmetric-key material encapsulated in the RO is protected under SRM’s RSA public key. Then it’s impossible for the DRM Agent to extract REK and send it in the RightsUpgradeRequest to SRM.
Proposed Change:

 
	Status: OPEN 

	C058
	2009.11.12
	T
	6.9.4
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: Upon receiving the upgraded RO in RO Upgrade response message, the symmetric-key material encapsulated in the RO is protected under SRM’s RSA public key.

And then how can the DRM Agent send the REK to SRM Agent in the Rights Upgrade Request.

Proposed Change: 


	Status: OPEN



	C059
	2009.11.12
	T
	6.9.4.2
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The binary definition of EncryptedThirdHandle() says it is specified in appendix E.2.4. However, in E.2.4 only Handle is specified.

Proposed Change: Specify that EncryptedThirdHandle() has the same format as Handle() or EncryptedHandle(). Update the cross reference.

	Status: OPEN

	C060
	2009.11.03
	T
	6.9.4.3

	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: "If no errors or exceptions (Status = Success), the DRM Agent should remove the Rights Information that is saved in local context and set in transfer state when executing the RightsUpgradeRetrieval session in this transaction." seems to be normative. If it is, use normative language. Also, it is unclear what the last part "and set in ..." is means.
Proposed Change:
 Change to: "If no errors or exceptions occur (Status = Success), the DRM Agent MUST remove the Rights Information that was saved in the local context."
	Status: OPEN


R01: some modifications in the CC.
R02: Remove the part of section 6.9 and 6.9.1 from R01. 
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Changes to Section 6.9 as follows:
6.9 





6.9.2 




6.9.3 Upgrade Rights Retrieval 
 Before DRM Agent executes the 2-pass RO Upgrade protocol, DRM Agent SHALL retrieve the Rights installed in SRM Agent through the Upgrade Rights Retrieval message pair, and then select the Rights that need to be upgraded.
The selected rights MUST be set disabled (i.e. the Rights in SRM Agent stay in a disabled state. The disabled Rights cannot be used for the other purposes except the current SRM Rights Upgrade transaction.)
Through the UpgradeRightsRetrievalResponse message, the DRM Agent will get the necessary information for RO Upgrade service from the “RightsInformation” field. All the Rights information received from the UpgradeRightsRetrievalResponse will be stored in local context and set in the transfer state. (The information in transfer state cannot be used or deleted for the other purposes except the current SRM Rights Upgrade transaction.)
On processing the UpgradeRightsRetrieval request message, SRM SHALL reserve the storage space for the upgraded rights. Since in SRM specification, the length of “length” element in StateInformation () datastructure is 16 bits, the reserved storage for upgraded rights is set as 65536 bytes.

Generally the message format of Upgrade Rights Retrieval protocol is same to Rights Retrieval protocol except that when the SRM fails to reserve enough storage space for the upgraded rights the Status value of Upgrade Rights Retrieval response message SHALL be set as “Storage Reservation Failed”.  The value of status of UpgradeRightsRetrieval Response is defined in Table 1.
Table 1: Status of Upgrade Rights Retrieval Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Storage Reservation Failed
	SRM can not reserve enough storage space for the upgraded rights.

	Unknown Error
	Other errors


 If the status value of Rights Retrieval Response is not equal to ‘Success’, the transaction is terminated.
For details of Rights Retrieval protocol, refer to section 6.6.1.

6.9.4 RO Upgrade
DRM Agent executes 2-pass RO Upgrade protocol defined in [SCE-DRM] to request upgraded Rights for the Rights of SRM. Based on the “Rights Information” field received in Rights Upgrade Retrieval session, DRM Agent sends RI the necessary information of the SRM Rights and the additional rights wanted  via the RO Upgrade request message; DRM Agent gets the upgraded Rights   via the RO Upgrade Response message (i.e. the <newRO> element in the RO Upgrade Response message). As for details of 2-pass RO Upgrade protocol, please refer to [SCE-DRM] specification.

To create the RO Upgrade request message, the DRM Agent SHALL perform as follows:

1. DRM Agent parses the “Rights Information” field received in the RightsUpgradeRetrieval response message to create the <existingRights> element for RO Upgrade request message. 
2. DRM Agent creates the <ROUpgradeInfo> element according to the User’s desire of additional rights for that SRM Rights.

The SRM Rights Upgrade can be initiated via the RO Upgrade Trigger issued by RI.

In the RO Upgrade Trigger, the <roID> element MUST be equal to the RO Id that the DRM Agent gets from the SRM via parsing the Rights Information. The ‘roRequested’ attribute for the RO Upgrade request message SHALL be set to ‘true’. The DRM Agent MUST send the whole protected RO with its state Information to RI to request the upgrade Rights for the SRM
If no errors or exceptions in the RO Upgrade session (Status = Success), DRM Agent will receive the RO that contains the upgraded permissions and/or constraints from the RI for the SRM. Especially, the RO is issued towards the SRM and the symmetric-key material encapsulated in the RO is protected under SRM’s RSA public key. Then DRM Agent continues with section 6.9.4.

If the RO Upgrade operation fails for some reason (Status does not equal to Success), the DRM Agent can terminate the transaction or re-execute the 2-pass RO Upgrade protocol again in terms of the error reason of RO Upgrade Response.
6.9.5 Rights Upgrade
6.9.5.1 Description of Messages

The DRM Agent sends the RightsUpgradeRequest to SRM to upgrade the Rights in SRM Agent using the upgraded Rights (the <newRO> element) received in RO Upgrade response. The fields of the request are defined in Table 2.
Table 2: Fields of RightsUpgradeRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the New Handle transmitted by the UpgradeRightsRetrievalRequest message. 

	Third Handle
	Integrity & Confidentiality
	Third Handle is a 10 byte random value generated by the DRM Agent for this Rights Upgrade session.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs the SRM Agent the size of Rights that will be installed in the SRM .

Size of Rights = Length of RightsInformation. .

	REK
	Integrity & Confidentiality
	Refer to section 5.1.1.4

	LAID
	Integrity
	Refer to section 5.1.7. This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 5.1.6.


Before sending RightsUpgradeRequest, DRM Agent parses the protected RO received in RO Upgrade response, gets the information to compose the Rights Object Container, State Information, and  REK  that to be delivered to SRM in RightsUpgradeRequest message for SRM Rights Upgrade.

Upon receiving the RightsUpgradeRequest , SRM Agent installs the Rights in the SRM at the storage space that is reserved in the Upgrade Rights Retrieval session. For the installation, SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle with the current Session Key
3. Compare the Handle with the New Handle in the UpgradeRightsRetrievalRequest
4. Decrypt the Third Handle with the current Session Key
5. Install the Rights at the reserved a space described in the Upgrade Rights Retrieval session. Since the reserved storage space MAY be larger than the actual occupied space, the vacant part of the reserved storage SHALL be released and the occupied storage by the installation SHALL be associated with the Third Handle.
6. Remove the disabled Rights Information that is associated with the Handle from SRM
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 3.

Table 3: Field of RightsUpgradeResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsUpgradeRequest message. The Status values are specified inTable 4.


Table 4: Status of Rights Upgrade Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent.

	Handles In-consistent
	The Handle in this request is different from the Handle in the UpgradeRightsRetrievalRequest.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions occur (Status = Success), the DRM Agent MUST remove the Rights Information that was saved in the local context."
6.9.5.2 Format of Messages

The message format (MessageBody) of the RightsUpgradeRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

EncryptedHandle()

// Defined in E.2.4 

EncryptedThirdHandle()

//EncryptedThirdHandle() has the same format as 
                                //EncryptedHandle().  Defined in E.2.4 

EncryptedREK()    

// 
sizeOfRights

// 16 uimsbf
    RightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· Handle – Handle fields in Table 2
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· EncryptedThirdHandle – Encrypted ThirdHandle with the current Session Key (SK)
· EncryptedREK–  Encrypted Rek with the current Session Key 
· sizeOfRights –Size Of Rights field in Table 2
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table 2 (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsUgradeResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 3
6.9.5.3 Exception Handling

Refer to section 6.5.3.3.
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�see the rewording


�see the rewording.
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And replace some ‘should’ with ‘SHALL’.


�big “R” for reservation.
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�Accepted.


�Not totally the same. This section has addressed the difference to be fulfilled against the Rights Retrieval.


�Further discussions in next meeting
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�Invite Yi to join the CC.


�REK does not need be parsed by DRM Agent.
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�6.9.4.1?


�Accepted.





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 8)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

_1309070717.vsd
�

�

DRM Agent


SRM Agent


UpgradeRightsRetrievalRequest


UpgradeRightsRetrievalResponse


Rights Issuer


ROUpgradeResponse


ROUpgradeRequest


RightsUpgradeRequest


RightsUpgradeResponse


UpgradeRightsRetrievalinSRM


RightsUpgradeInSRM


RO Upgrade Trigger



