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1 Reason for Change

This CRs aims at resolving the CONRR comment C007:
Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: "Token" is not defined.

Proposed Change: Add a definition in the definitions table. Depending on the definition, change to plural wherever needed.
It defines "Token" as the payment unit, and "Token Container" as the data structure that is used to Move Tokens trhough an SRM.

R01 changes "Token" to "BCAST Token", and updates the "BCAST Token" definition. To remain consistent with the XBS TS (section 9.2.3, figure 28), the following fields have not been renamed: "Token Delivery ID", "Token Quantity" "Token Reporting URL", "Latest Token Consumption Time"
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Add definition of Token and Token Container

3.2 Definitions

	Broadcast Rights Object
	This is a Rights Object used by the DRM profile of the Service and Content Protection specification [OMA-BCAST-SCP]. BCRO is delivered over a broadcast channel. Encoding of the BCRO is specified in Section 8 of the XBS specification [DRMXBS].

	Broadcast RO Move
	To Move the Broadcast RO between SRM and Device.

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion. (From [OMADRMv2])

	Device
	A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications. The Device may include a smartcard module (e.g. a SIM) or not depending upon implementation.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device. (From [OMADRMv2])

	Local Rights Consumption
	Operations in which Rights stored in SRMs are transferred for use by the recipient Device for a limited period of time for rendering purposes.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object (From [OMADRMv2])

	Move
	To make Rights existing initially on a source Device or SRM fully or partially available for use by a recipient Device or SRM, such that the Rights or parts thereof that become usable on the recipient Device or SRM can no longer be used on the source Device or SRM.

	Generalised Rights Object
	This term is used in this document as a more generic term whenever an RO or a BCRO is meant.

	Handle
	A random number generated by the DRM Agent, which is stored in the SRM and in the Operation Log (kept in the Device) used for associating the DRM Agent to specific Rights for the Move or Local Rights Consumption operation.

	Operation Log
	A secure file, kept in a Device, in which entries containing transaction information (e.g. ROID, Handle) are stored until corresponding transactions are completed. The information in an entry is relevant for the recovery procedures used by a DRM Agent when a transaction is not completed.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content. (From [OMADRMv2.1])

	Provisioning
	To provision Rights directly to an SRM.

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object. (From [OMADRMv2.1])

	Rights
	Rights are the collection of permissions and constraints defining under which circumstances access is granted to DRM Content. For the purposes of this document, Rights consist of a Rights Object, its associated state, and other related information.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM conformant Devices. (From [OMADRMv2.1])

	Rights Move between SRM and Device
	To Move the Rights between SRM and Device.

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content. (From [OMADRMv2.1]) An RO is delivered over an interaction channel. The encoding of the RO is specified in [DRMDRMv2.1].

	Secure Authenticated Channel
	A logical channel that provides message integrity and confidentiality.

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent. (e.g. secure memory card, smart card)

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights Objects in Secure Removable Media, for delivering Rights Objects from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM Agent is a part of Secure Removable Media.

	SRM Rights Upgrade
	To upgrade Rights on an SRM with additional permissions and constraints.

	SRM to SRM Rights Move
	To Move the Rights directly from one SRM to another SRM.

	BCAST Token
	A virtual currency used for token based consumption of BCAST content. It is the same as the token from [DRMXBSv1.1].

	BCAST Token Container
	A collection of BCAST Tokens, that can be transferred from one Device to another.

	User
	The human user of a Device.  The User does not necessarily own the Device. (From [OMADRMv2.1])


Change 2:  Modify section 5.1.10

5.1.10 BCAST Tokens

The BCAST Token Container contains BCAST Tokens and is represented by a collection of metadata consisting of the following attributes: 
· RI ID: Rights Issuer identifier which identifies Token issuer (authorizing RI). Appendix E.2.5 specifies data structure of this attribute.

· Service ID/Program IDs: one or more identifiers of services and/or programs for which the BCAST Tokens can be used.

· Movable: indicates whether BCAST Token can be moved or not. 

· [TBD needs consideration: “Domain IDs: indicates that whether BCAST Token can be shared among members of the specific Broadcast Domain(s) defined in [DRMXBS 1.1].”]

· Token Delivery ID: identifies the BCAST Token in a similar fashion to the way an RO ID identifies a RO. 

· Reporting Information is the compound attribute which consist of

· Token Reporting URL: the presence of this parameter indicates that consumption of this BCAST Token must be reported. The parameter defines the URL to which the ROAPTokenConsumptionReport message should be sent.

· Latest Token Consumption Time: after the date/time indicated in this parameter, the device SHALL NOT use any BCAST Tokens which have been received after the last ROAP-TokenDeliveryResponse message which includes a token reporting URL. If reports are being made on time by the device, this date is constantly being updated and therefore consumption should never be blocked. This field should only be defined when a token reporting URL is defined.

· Earliest Reporting Time: the device should report consumption after this time and before the latest reporting time.

· Latest Reporting Time: the device should report consumption before this time and after the earliest reporting time.

· Token Quantity: contains the number of BCAST Tokens in the BCAST Token Container.

Appendix E.2.10 specifies the data structures of the BCAST Token Container attributes.

Change 3:  Modify section 5.5.3

5.5.3 Operation Log Extensions for BCAST

The operations described in section 5.5.2 apply to SRM extensions for BCAST. This section defines necessary extensions to support the following transactions and procedures:

· Movement of BCAST Tokens from Device to SRM (section 6.11.1)

· Movement of BCAST Tokens from SRM to Device (section 6.11.2)

· Local BCAST Token Consumption (section 6.11.3)
· BCAST Token Upgrade on the SRM procedure (section 6.11.6)
The DRM Agent MUST create an Extended Operation Log entry upon starting any of these transactions. When a transaction is successfully completed, the DRM Agent SHOULD remove the entry.

An entry in the Extended Operation Log is specified in Table 2.
Table 2: Extended Operation Log Entry
	Log
	Description

	Entry Type
	This indicates a type of log entry. Two types are currently defined:

· Rights Object Transaction Log Entry

· BCAST Token Transaction Log Entry

	Entry Contents
	If Entry Type field indicates “Rights Object Transaction Log Entry” contents of this field will be operation log entry defined in section 5.5.2.

If Entry Type field indicates “BCAST Token Transaction Log Entry” contents of this field are defined in Table 3.


Table 3: BCAST Token Transaction Log Entry
	Log
	Description

	SRM ID
	This identifies an SRM that the Device is interacting with.

	RI ID
	This identifies the Rights Issuer that issued the BCAST Tokens under consideration

	Token Delivery ID
	This together with RI ID uniquely identifies BCAST Tokens/BCAST Token Container stored on the SRM.

	Transaction Identifier
	This identifies the transaction that the DRM Agent and SRM Agent are performing. This field is fixed for the duration of the transaction. It SHALL be possible to use this field to determine which entry is the oldest in the Operation Log.

	Current Step 
	This represents the current execution step of a transaction as identified by the function identifier and also records whether the transaction is successfully completed or not. 
If the function identifier refers to “Movement of BCAST Tokens from Device to SRM”, then the DRM Agent makes a record after starting one of the following steps: 

· BCAST Token Disablement in Device
· BCAST Token Installation Request
· BCAST Token Installation Response
If the function identifier refers to “Movement of BCAST Tokens from SRM to Device”, then the DRM Agent makes a record after starting one of the following steps: 

· BCAST Token Retrieval Request
· BCAST Token Installation in Device 

· BCAST Token Removal Request
If the function identifier refers to “Local BCAST Token Consumption”, then the DRM Agent makes a record after starting one of the following steps:

· BCAST Token Consumption Request
· BCAST Token Enablement Request

If the function identifier refers to “BCAST Token Upgrade”, then the DRM Agent makes a record after starting one of the following steps:

· BCAST Token Upgrade Request
· BCAST Token Disablement in Device


Change 4:  Modify section 6.11.1-6.11.6

6.11.1 Movement of BCAST Tokens from Device to SRM
BCAST Tokens are moved from a Device to an SRM via the Device to SRM BCAST Token Move transaction as illustrated in Figure 19. Transaction is comprised of a single request-response pair: BCASTTokenInstallationRequest conveys the BCAST Token Container (specified in section 5.1.10) to be installed in the SRM; BCASTTokenInstallationResponse contains status of BCAST Token Installation in the SRM.
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Figure 19: Sequence Diagram – BCAST Token Move from a Device to SRM

BCAST Token Move from a Device to SRM transaction is defined as follows:

1. Before sending BCASTTokenInstallationRequest, the DRM Agent SHALL perform the following actions:

a. Check if Movable attribute defined in section 5.10 allows BCAST Token Move for the selected BCAST Tokens. The Movable attribute SHALL be processed as defined in [DRMXBSv1.1].

b. If the BCAST Tokens can be moved then perform BCAST Token Disablement in the Device as defined in section 6.11.1.1. Otherwise the DRM Agent MUST NOT perform BCAST Token Move.

2. The DRM Agent sends BCASTTokenInstallationRequest to the SRM Agent.

3. Upon reception of BCASTTokenInstallationRequest, the SRM Agent performs BCAST Token Installation in the SRM.

4. The SRM Agent sends BCASTTokenInstallationResponse to the DRM Agent.
5. Upon reception of BCASTTokenInstallationResponse, the DRM performs BCAST Token Removal in the Device.
7.1.1.1 BCAST Token Disablement in the Device

7.1.1.1.1 Action Description

The DRM Agent disables the BCAST Tokens. The disabled BCAST Tokens cannot be used for the other purposes except the current BCAST Token Move transaction. After disabling the BCAST Tokens, the DRM Agent continues with section 6.11.1.2 (BCAST Token Installation in the SRM).
7.1.1.1.2 Exception Handling

If the BCAST Tokens cannot be disabled, the Device SHALL abandon BCAST Token Move.

7.1.1.2 BCAST Token Installation in the SRM
7.1.1.2.1 Description of Messages

The DRM Agent sends BCASTTokenInstallationRequest to install the BCAST Tokens in the SRM. The fields of the request are defined in Table 67.

Table 67: Fields of BCASTTokenInstallationRequest
	Fields
	Protection Requirement
	Description

	BCASTTokenContainer
	Integrity
	Refer to section 5.1.10


Upon receiving the BCASTTokenInstallationRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in BCASTTokenInstallationRequest.
2. Install the BCAST Tokens and related attributes from the BCAST Token Container of the BCASTTokenInstallationRequest in the SRM.
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 68.

Table 68: Fields of BCASTTokenInstallationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCASTTokenInstallationRequest. The Status values are specified in Table 69.


Table 69: Values of Status field of the BCASTTokenInstallationResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Enough Space
	There is not enough space to store the transferred BCAST Tokens.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response. If no errors (Status = Success) or exceptions occur, the DRM Agent SHALL perform BCAST Token Removal in the Device as defined in section 6.11.1.3.
In the case value of the Status field in BCASTTokenInstallationResponse message processing differs from “Success”, the DRM Agent MAY generate new BCASTTokenInstallationRequest. If Token Installation in the SRM cannot be completed successfully, the DRM Agent SHALL perform BCAST Token Enablement in the Device and abandon BCAST Token Move Transaction.

7.1.1.2.2 Format of Messages

The message format (MessageBody) of the BCASTTokenInstallationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {
    BCASTTokenContainer()

// Defined in Appendix E.2.10.7
}

The message format (MessageBody) of the RightsInstallationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

7.1.1.2.3 Exception Handling

There may be unexpected exceptions during the BCAST Token Installation in the SRM. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
 [Recovery Procedure –BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel BCAST Token Move transaction. In that case, the DRM Agent SHALL use BCAST Token Information Retrieval procedure to check if the BCAST Tokens were succesfully installed in the SRM. 

· If the BCAST Tokens are not found on the SRM, the DRM Agent MUST enable the BCAST Tokens on the Device. 

· Otherwise, the DRM Agent MUST perform BCAST Token Removal in the SRM and re-enable the BCAST Tokens on the Device.

7.1.1.3 BCAST Token Removal in the Device

7.1.1.3.1 Action Description

The DRM Agent removes the BCAST Tokens from the source Device permanently.
7.1.1.3.2 Exception Handling

There may be unexpected exceptions during BCAST Token Removal in Device. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed. 

[Recovery Procedure – BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel BCAST Token Move transaction. In that case, the DRM Agent MUST perform BCAST Token Removal in the SRM and re-enable the BCAST Tokens on the Device.

7.1.2 Movement of BCAST Tokens from SRM to Device
BCAST Tokens are moved from a Device to an SRM via SRM to Device BCAST Token Move transaction as illustrated in Figure 20. It is comprised of two protocols: BCAST Token Retrieval from the SRM and BCAST Token Removal from the SRM. 

The BCAST Token Retrieval Protocol consists of a message pair: BCASTTokenRetrievalRequest identifies the BCAST Tokens to be Moved; BCASTTokenRetrievalResponse contains the BCAST Tokens (in a BCAST Token Container) and the status of BCASTTokenRetrievalRequest processing.
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Figure 20: Sequence Diagram –BCAST Token Move from SRM to Device
BCAST Token Move from a SRM to Device transaction is defined as follows:

1. The DRM Agent sends BCASTTokenRetrievalRequest to the SRM Agent.

2. Upon reception of BCASTTokenRetrievalRequest, the SRM Agent SHALL perform the following actions:

a. Locate the BCAST Tokens on the SRM.

b. Disable the BCAST Tokens on the SRM (see section 6.11.2.2).

3. The SRM Agent sends BCASTTokenRetrievalResponse to the DRM Agent.

4. Upon reception of BCASTTokenRetrievalResponse, the DRM Agent SHALL perform the following actions:

a. Check if Movable attribute defined in section 5.1.10 allows BCAST Token Move for retrieved the BCAST Tokens.

b. If the BCAST Tokens can be moved, then initiate the BCAST Token Removal from the SRM protocol (as defined in section 6.11.5). Otherwise restore the BCAST Token Move transaction as defined in section 5.5.3.

5. If BCAST Token Removal in the SRM protocol cannot be completed succesfully (i.e. unexpected exceptions occur), the DRM Agent SHALL rollback BCAST Token Move transaction as defined in section 5.5.3.

7.1.2.1 BCAST Token Retrieval from the SRM
7.1.2.1.1 Description of Messages

The DRM Agent sends BCASTTokenRetrievalRequest to the SRM Agent to request BCAST Token Move from SRM to Device. The fields of the request are defined in Table 70.

Table 70: Fields of BCASTTokenRetrievalRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10

	Token Delivery ID
	Integrity
	Refer to section 5.1.10


Upon receiving the BCASTTokenRetrievalRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in BCASTTokenRetrievalRequest.
2. Locate the BCAST Tokens on the SRM using RI ID and Token Delivery ID from BCASTTokenRetrievalRequest.
3. Disable the BCAST Tokens on the SRM as defined in section 6.11.2.2.
The SRM Agent sends the BCASTTokenRetrievalResponse to carry the result of the procedure. The fields of the response are defined in Table 71.

Table 71: Fields of BCASTTokenRetrievalResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCASTTokenRetrievalRequest. The Status values are specified in Table 72.

	BCAST Token Container
	Integrity
	Refer to section 5.1.10


Table 72: Values of Status field of the BCASTTokenRetrievalResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Found
	The BCAST Tokens are not found on SRM.

	Disablement Failed
	The SRM Agent failed to disable the BCAST Tokens on SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response. If no errors (Status = Success) or exceptions occur, the DRM Agent SHALL perform BCAST Token Installation in the Device.

In the case value of the Status field in BCASTTokenInstallationResponse message processing differs from “Success”, the DRM Agent MAY generate new BCASTTokenInstallationRequest. 

7.1.2.1.2 Format of Messages

The message format (MessageBody) of the BCASTTokenRetrievalRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

    RiId()

// Defined in Appendix E.2.5

    TokenDeliveryId()

// Defined in Appendix E.2.10.4
}

The message format (MessageBody) of the BCASTTokenRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {
    Status()


// Defined in Appendix E.2.2

if ( Status == 0 ) {

    BCASTTokenContainer()


// Defined in Appendix E.2.10.7
}

}

7.1.2.1.3 Exception Handling

There may be unexpected exceptions during the BCAST Token Retrieval messages processing. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
[Recovery Procedure –BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel BCAST Token Move transaction. In that case, the DRM Agent MUST re-enable the associated BCAST Tokens in the SRM (if disabled) using BCAST Token Enablement procedure specified in section 6.11.3.3 and abandon BCAST Token Move transaction.

7.1.2.2 BCAST Token Disablement in the SRM

7.1.2.2.1 Action Description

The SRM Agent disables the BCAST Tokens. The disabled BCAST Tokens cannot be used for the other purposes except the current BCAST Token Move from SRM to Device transaction. The disabled BCAST Tokens can only be enabled by the Device which induced BCAST Token disablement.
7.1.2.2.2 Exception Handling

If the BCAST Tokens cannot be disabled, the SRM Agent SHALL generate relevant error code. 

7.1.2.3 BCAST Token Installation in the Device
7.1.2.3.1 Action Description

The DRM Agent installs the BCAST Tokens in the Device. Upon completing of BCAST Token Installation in the Device, the DRM Agent SHALL perform BCAST Token Removal from the SRM.
7.1.2.3.2 Exception Handling

There may be unexpected exceptions during the BCAST Token Installation in the Device or BCAST Token Removal from the SRM. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
[Recovery Procedure –BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel the BCAST Token Move transaction. In that case, the DRM Agent MUST re-enable the BCAST Tokens in the SRM using BCAST Token Enablement procedure specified in section 6.11.3.3 and abandon BCAST Token Move transaction.

7.1.3 Local BCAST Token Consumption by the Device
This section defines a mechanism which allows a Device to consume BCAST Tokens that are stored on SRM without Moving BCAST Tokens to a Device (e.g. BCAST Token Move transaction may be prohibited by Movable attribute).  

Local BCAST Token Consumption transaction is comprised of two phases:

1. Retrieval of the selected BCAST Tokens from the SRM and BCAST Token consumption by the Device:
· BCASTTokenConsumptionRequest identifies the BCAST Tokens to be transferred from SRM to Device

· BCASTTokenConsumptionResponse transfers the BCAST Tokens to Device

2. Update of the BCAST Token data and BCAST Token Enablement in SRM

· BCASTTokenEnablementRequest transfers the updated BCAST Token Container to the SRM Agent

· BCASTTokenEnablementResponse conveys status of BCAST Token update and enablement in SRM
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Figure 21: Sequence Diagram – Local BCAST Token Consumption

Local BCAST Token Consumption transaction is defined as follows:

2. The DRM Agent selects the BCAST Tokens for consumption. If information about the BCAST Tokens stored on the SRM is not available on the device, it SHALL be retrieved from the SRM using BCAST Token Information Retrieval protocol (refer to section 6.11.4).

3. The DRM Agent sends BCASTTokenConsumptionRequest to the SRM Agent.

4. Before sending BCASTTokenConsumptionResponse, the SRM Agent SHALL perform BCAST Token Disablement in SRM.

5. The SRM Agent sends BCASTTokenConsumptionResponse.

6. The BCAST Tokens are used by the DRM Agent for token-based contents consumption.

7. After BCAST Token consumption is completed sends BCASTTokenEnablementRequest to the SRM Agent.

8. Upon reception of BCASTTokenEnablementRequest, the SRM Agent updates the BCAST Token Container stored on the SRM and performs BCAST Token Enablement in the SRM.

9. The SRM Agent sends BCASTTokenEnablementResponse.

7.1.3.1 BCAST Token Consumption Request
7.1.3.1.1 Description of Messages

The DRM Agent sends BCASTTokenConsumptionRequest to the SRM Agent to request BCAST Tokens for consumption by the Device. The fields of the request are defined in Table 73.

Table 73: Fields of BCASTTokenConsumptionRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10

	Token Delivery ID
	Integrity
	Refer to section 5.1.10

	Requested Amount of BCAST Tokens
	Integrity
	Contains the requested amount of BCAST Tokens.


Upon receiving the BCASTTokenRemovalRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in BCASTTokenRetrievalRequest.
2. Locate the BCAST Tokens on the SRM using RI ID and Token Delivery ID.
3. Check if stored value of Token Quantity attribute is more than or equals value of the Requested Amount of BCAST Tokens in the BCASTTokenConsumptionRequest.
4. If Requested Amount of BCAST Tokens successfully validates against Token Quantity value stored on the SRM, the SRM Agent SHALL disable the requested amount of BCAST Tokens on the SRM as defined in section 6.11.3.2.
The SRM Agent sends the BCASTTokenConsumptionResponse carrying the result of the procedure to the DRM Agent. The fields of the response are defined in Table 74.

Table 74: Fields of BCASTTokenConsumptionResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCASTTokenConsumptionRequest. The Status values are specified in Table 75.

	RI ID
	Integrity
	Refer to section 5.1.10

	Service ID/Program IDs
	Integrity
	Refer to section 5.1.10

	Domain IDs
	Integrity
	Refer to section 5.1.10

	Movable
	Integrity
	Refer to section 5.1.10

	Reporting Information
	Integrity
	Refer to section 5.1.10

	Token Quantity
	Integrity
	Granted amount of BCAST Tokens which equals to Requested Amount of BCAST Tokens in the BCASTTokenConsumptionRequest.


Table 75: Values of Status field of the BCASTTokenConsumptionResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Found
	The Token Delivery ID is not found on SRM.

	Insufficient Amount of BCAST Tokens
	Value of the stored Amount parameter for requested BCAST Tokens is less than Requested Amount of BCAST Tokens in the BCASTTokenConsumptionRequest.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response. If no errors or exceptions occur (Status = Success), the Device can consume the BCAST Tokens. After BCAST Token consumption is completed, the Device shall perform BCAST Token Enablement in the SRM.

In the case value of the Status field in BCASTTokenConsumptionResponse message processing differs from “Success”, the DRM Agent MAY send another BCASTTokenConsumptionRequest or abandon Local BCAST Token Consumption transaction.

7.1.3.1.2 Format of Messages

The message format (MessageBody) of the BCASTTokenRetrievalRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

   RiId()

// Defined in Appendix E.2.5

   TokenDeliveryId()

// Defined in Appendix E.2.10.4

   TokenQuantity()

// Defined in Appendix E.2.10.6
}
The fields are defined as follows:

· TokenQuantity – Request Amount of BCAST Tokens field in Table 74.
The message format (MessageBody) of the BCASTTokenRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {
   Status()

// Defined in Appendix E.2.2

   RiId()

// Defined in Appendix E.2.5

   TokenDeliveryId()

// Defined in Appendix E.2.10.4

   ServiceProgramIds()

// Defined in Appendix E.2.10.1

   Movable()

// Defined in Appendix E.2.10.2

   DomainIds()

// Defined in Appendix E.2.10.3

   ReportingInformation()

// Defined in Appendix E.2.10.5

   TokenQuantity()

// Defined in Appendix E.2.10.6
}

7.1.3.1.3 Exception Handling

There may be unexpected exceptions during the BCAST Token Consumption messages processing. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
[Recovery Procedure –BCAST Token Move Cancellation]

The DRM Agent SHOULD attempt to cancel Local BCAST Token Consumption transaction. In that case, the DRM Agent MUST re-enable the BCAST Tokens in the SRM (if disabled) using BCAST Token Enablement procedure specified in section 6.11.3.3 and abandon Local BCAST Token Consumption transaction.

7.1.3.2 Disablement of BCAST Tokens in the SRM

7.1.3.2.1 Action Description

The SRM Agent disables the amount of BCAST Tokens which is currently in use by Local BCAST Token Consumption transaction. The disabled amount of BCAST Tokens is stored in the Token Quantity in Use attribute, and cannot be used for the other purposes except the current Local BCAST Token Consumption transaction. The disabled amount of Tokens can only be enabled during transaction with the Device which induced BCAST Token disablement.

BCAST Tokens which are in use by Local BCAST Token Consumption transaction can only be used by another Local BCAST Token Consumption transaction. BCAST Token Move is not possible, however BCAST Token Removal is allowed.
7.1.3.2.2 Exception Handling

If BCAST Tokens cannot be disabled, the SRM Agent SHALL generate a relevant error code.

7.1.3.3 BCAST Token Enablement in the SRM
7.1.3.3.1 Description of Messages

The DRM Agent sends BCASTTokenEnablementRequest to the SRM Agent to enable BCAST Tokens in the SRM. The fields of the request are defined in Table 76.

Table 76: Fields of BCASTTokenEnablementRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10

	Token Delivery ID
	Integrity
	Refer to section 5.1.10

	Reporting Information
	Integrity
	Refer to section 5.1.10

	Remaining Amount of BCAST Tokens
	Integrity
	Contains the amount of BCAST Tokens remaining after consumption.


Upon receiving the BCASTTokenConsumptionRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in BCASTTokenRetrievalRequest.
2. Locate the BCAST Tokens in the SRM using RI ID and Token Delivery ID.
3. Check if value of the Token Quantity in Use attribute for the current transaction is more than or equals value of the Remaining Amount of BCAST Token field in the BCASTTokenEnablementRequest.
4. If Requested Amount of BCAST Token successfully validates against Token  Quantity value stored on the SRM, the SRM Agent SHALL update Token Quantity, Token Quantity in Use and Reporting Information attributes in the SRM. Otherwise it terminates BCASTTokenEnablement request processing and generates BCASTTokenEnablementResponse indicating “Invalid BCAST Token Amount” in the Status field.
The SRM Agent sends the BCASTTokenEnablementResponse to carry the result of the procedure. The fields of the response are defined in Table 77.

Table 77: Fields of BCASTTokenEnablementResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCASTTokenConsumptionRequest. The Status values are specified in Table 78.


Table 78: Values of Status field of the BCASTTokenConsumptionResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Found
	The Token Delivery ID is not found on SRM.

	Invalid BCAST Token Amount
	Remaining Amount of BCAST Tokens in the BCASTTokenEnablementRequest does not appear to be valid.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response. If no errors (Status = Success) or exceptions occur, Local BCAST Token Consumption transaction is completed.

In the case value of the Status field in BCASTTokenEnablementResponse message processing differs from “Success”, the DRM Agent MAY send another BCASTTokenEnablementRequest or abandon Local BCAST Token Consumption.

7.1.3.3.2 Format of Messages

The message format (MessageBody) of the BCASTTokenEnablementRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {
   RiId()

// Defined in Appendix E.2.5

   TokenDeliveryId()

// Defined in Appendix E.2.10.4

   ReportingInformation()

// Defined in Appendix E.2.10.5

   TokenQuantity()

// Defined in Appendix E.2.10.6
}

The fields are defined as follows:

· TokenQuantity – Remaining Amount of BCAST Tokens field in Table Table 74.
The message format (MessageBody) of the BCASTTokenEnablementResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {
   Status()

// Defined in Appendix E.2.2

}

7.1.3.3.3 Exception Handling

There may be unexpected exceptions during the BCAST Token Enablement messages processing. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
[Recovery Procedure – Local BCAST Token Consumption Recovery]

The DRM Agent SHOULD re-attempt to perform BCAST Token Enablement procedure.

7.1.4 Retrieval of BCAST Token Information from the SRM

The DRM Agent can obtain information about the BCAST Tokens stored on the SRM using the BCAST Token Information Retrieval procedure illustrated in Figure 22. This protocol is intended for use in conjunction with BCAST Token Move from the SRM to Device and Local BCAST Token Consumption transactions.
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Figure 22: Sequence Diagram –BCAST Token Information Retrieval from SRM

7.1.4.1 Description of Messages

The DRM Agent sends BCASTTokenInformationRequest to the SRM Agent to request BCAST Token Information from SRM. The fields of the request are defined in Table 79.

Table 79: Fields of BCASTTokenInformationRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10. If this element is present, only information on BCAST Tokens issued from this RI is returned.

	Service/Program IDs
	Integrity
	Refer to section 5.1.10. If this element is present, only information on BCAST Tokens issued for this Service/Program is returned.


Upon receiving the BCASTTokenInformationRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in BCASTTokenInformationRequest.
2. Retrieve requested information from the SRM based on the search criteria defined in BCASTTokenInformationRequest.
The SRM Agent sends the BCASTTokenInformationResponse to carry the result of the procedure. The fields of the response are defined in Table 80.

Table 80: Fields of BCASTTokenInformationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCASTTokenRetrievalRequest. The Status values are specified in Table 81.

	RI ID
	Integrity
	Refer to section 5.1.10

	Token Delivery ID
	Integrity
	Refer to section 5.1.10

	Service ID/Program IDs
	Integrity
	Refer to section 5.1.10

	Movable
	Integrity
	Refer to section 5.1.10

	Domain IDs
	Integrity
	Refer to section 5.1.10

	Latest Token Consumption Time
	Integrity
	Refer to section 5.1.10

	Token Quantity
	Integrity
	Refer to section 5.1.10


Table 81: Values of Status field of the BCASTTokenInformationResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Found
	The Token Delivery ID is not found on SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.
7.1.4.2 Format of Messages

The message format (MessageBody) of the BCASTTokenInformationRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

    RiId()

// Defined in Appendix E.2.5

    ServiceProgramIds()

// Defined in Appendix E.2.10.1
}

The message format (MessageBody) of the BCASTTokenInformationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {
    Status()

// Defined in Appendix E.x

if ( Status == 0 ) {

nbrOfBCASTTokens 
8 
uimsbf

for (i = 0; i < nbrOfBCASTTokens; i++)

{

RiId()


// Defined in Appendix E.2.5

TokenDeliveryId()


// Defined in Appendix E.2.10.4
ServiceProgramIds()

// Defined in Appendix E.2.10.1
Movable()


// Defined in Appendix E.2.10.2

DomainIds()


// Defined in Appendix E.2.10.3

LatestTokenConsumptionTime
// Defined in Appendix E.2.10.4
TokenQuantity()


// Defined in Appendix E.2.10.6

}
}

The fields are defined as follows:

· nbrOfBCASTTokens is the number of BCAST Tokens retrieved from the SRM based on the search criteria specified in BCASTTokenInformationRequest.

7.1.5 BCAST Token Removal from the SRM

The DRM Agent can request the SRM Agent to delete certain ROs using the BCAST Token Removal from the SRM procedure illustrated in Figure 23. BCAST Token Removal can be initiated upon the request from user. The DRM Agent uses this procedure within BCAST Token Move from the Device to SRM transaction.
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Figure 23: Sequence Diagram –BCAST Token Removal from the SRM

7.1.5.1 Description of Messages

The DRM Agent sends BCASTTokenRemovalRequest to the SRM Agent to request BCAST Token Removal from SRM. The fields of the request are defined in Table 82.

Table 82: Fields of BCASTTokenRemovalRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10

	Token Delivery ID
	Integrity
	Refer to section 5.1.10


Upon receiving the BCASTTokenRemovalRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in BCASTTokenRetrievalRequest.
2. Locate BCAST Token on the SRM using RI ID and Token Delivery ID from the BCASTTokenRemovalRequest.
3. Perform BCAST Token Removal by the SRM.
The SRM Agent sends the BCASTTokenRemovalResponse to carry the result of the procedure. The fields of the response are defined in Table 83.

Table 83: Fields of TokenRemovalResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCASTTokenRetrievalRequest. The Status values are specified in Table 84.


Table 84:Values of Status field of the BCASTTokenRemovalResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Found
	The BCAST Tokens are not found on SRM.

	Remove Failed
	The SRM Agent failed to Remove the BCAST Tokens on SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.
7.1.5.2 Format of Messages

The message format (MessageBody) of the BCASTTokenRetrievalRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {
    RiIds()

// Defined in Appendix E.2.5
    TokenDeliveryID()

// Defined in Appendix E.2.10.4
}

The message format (MessageBody) of the BCASTTokenRetrievalResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {
    Status()

// Defined in Appendix E.x

}

7.1.5.3 BCAST Token Removal by the SRM
7.1.5.3.1 Action Description

The SRM Agent removes the BCAST Tokens from the source SRM permanently. 
7.1.5.3.2 Exception Handling

If the BCAST Tokens cannot be removed from the SRM, the SRM Agent SHALL generate relevant error code.

7.1.6 BCAST Token Upgrade

The DRM Agent can upgrade BCAST Tokens stored on the SRM using the BCAST Token Upgrade procedure illustrated in Figure 24.
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Figure 24: Sequence Diagram –BCAST Token Upgrade

7.1.6.1 Description of Messages

The DRM Agent sends BCASTTokenUpgradeRequest to the SRM Agent to request BCAST Token Upgrade in the SRM. The fields of the request are defined in Table 85.

Table 85: Fields of BCASTTokenUpgradeRequest
	Fields
	Protection Requirement
	Description

	RI ID
	Integrity
	Refer to section 5.1.10.

	Token Delivery ID
	Integrity
	This Token Delivery ID is used to identify BCAST Tokens stored on the SRM. Token Delivery ID is defined in section 5.1.10.

	New Token Delivery ID
	Integrity
	Specifies new Token Delivery ID to be set instead of the value stored in SRM. Token Delivery ID is defined in section 5.1.10.

	Reporting Information
	Integrity
	Specifies new Reporting Information (e.g. Latest  Consumption Time) to be set instead of the value stored in SRM. Reporting Information is defined in section 5.1.10.

	Token Quantity
	Integrity
	Specifies new Token Quantity to be set instead of the value stored in SRM. Token Quantity is defined in section 5.1.10.

Note: If this field is present in the request, the DRM Agent MUST disable the BCAST Tokens in the Device prior to sending BCASTTokenUpgradeRequest.


Upon receiving the BCASTTokenInformationRequest, the SRM Agent SHALL perform the following actions:

1. Verify the integrity of the fields in BCASTTokenUpgradeRequest.
2. Upgrade BCAST Tokens stored on the SRM based on new values given in BCASTTokenUpgradeRequest.
The SRM Agent sends the BCASTTokenUpgradeResponse to carry the result of the procedure. The fields of the response are defined in Table 86.

Table 86: Fields of BCASTTokenInformationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the BCASTTokenRetrievalRequest. The Status values are specified in Table 87.


Table 87: Values of Status field of the BCASTTokenInformationResponse
	Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Not Found
	The Token Delivery ID is not found on SRM.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response. If no errors or exceptions occur (Status = Success), the DRM Agent continues with section X (BCAST Token Consumption).
7.1.6.2 Format of Messages

The message format (MessageBody) of the BCASTTokenUgradeRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {
    TokenQuantityPresent
1
uimsbf

    RiId()

// Defined in Appendix E.2.5

    TokenDeliveryId()

// Defined in Appendix E.2.10.4

    NewTokenDeliveryId()

// Defined in Appendix E.2.10.4

    ReportingInformation()
// Defined in Appendix E.2.10.5

    if ( TokenQuantityPresent )

    {

        TokenQuantity()

// Defined in Appendix E.2.10.6

    }

}
NewTokenDeliveryID()

{

    TokenDeliveryID()

// Defined in Appendix E.2.10.4

}

The fields are defined as follows:
· TokenQuantityPresent – this flag incdicates presense of Token Quantity attribute in this data structure. If it is present, this flag is set to ‘1’.
The message format (MessageBody) of the BCASTTokenInformationResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {
    Status()

// Defined in Appendix E.2.2

}
7.1.6.2.1 Exception Handling

There may be unexpected exceptions during the BCAST Token Upgrade messages processing. The DRM SHOULD attempt to recover from the exception. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to Operation Log when a new MAKE process is executed.
[Recovery Procedure –BCAST Token Upgrade Recovery]

The DRM Agent SHOULD attempt to recover BCAST Token Upgrade transaction. In that case, the DRM Agent MAY check if BCAST Token Upgrade was succesfully performed in the SRM by using BCAST Token Information Retrieval procedure. If BCAST Token Upgrade was successful, the DRM Agent MUST re-enable the BCAST Tokens in the Device. Otherwise, the DRM Agent MAY restart or cancel BCAST Token Upgrade procedure.

After recovering the BCAST Token Upgrade transaction, the DRM MUST remove operational log entry for this procedure.

Change 5:  Modify section E.2.10.7

E.2.10.7 BCAST Token Container
A data structure for the BCAST Token Container (BCASTTokenContainer) is described as follows:

BCASTTokenContainer() {

RiId()


// Defined in Appendix E.2.5

TokenDeliveryId()


// Defined in Appendix E.2.10.4
ServiceProgramIds()


// Defined in Appendix E.2.10.1

Movable()


// Defined in Appendix E.2.10.2

DomainIds()


// Defined in Appendix E.2.10.3

ReportingInformation()


// Defined in Appendix E.2.10.5

TokenQuantity()


// Defined in Appendix E.2.10.6

}
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