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	Source:
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1 Reason for Change

This CR addresses the following consistency review comment:
	C032
	2009.11.10
	E
	6.8.3.2
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

SignatureScheme is not defined.

Proposed Change:

 
	Status: OPEN 


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

6.8.3.2 Format of Messages

The message format (MessageBody) of the SignatureQueryRequest is specified as follows. The messageType is set to ’0’ and the message is not protected by an HMAC.

RORequest(){

    OctetString16()

// Defined in Appendix E.1
}
SignatureScheme(){

    Algorithm()



//  Defined in Appendix E.1

}
MessageBody() {
    RORequest()
    SignatureScheme()
}

The fields are defined as follows:

· RORequest – RO Request field in Table 45.
· SignatureScheme – negotiated Signature Scheme field in Table 45 between the RI and the Device.
The message format (MessageBody) of the SignatureResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.

SignatureOfRORequest(){

    OctetString16()

// Defined in Appendix E.1
}

MessageBody() {

    Status()

// Defined in Appendix E.2.2
    if ( Status == 0 ) {

        SignatureOfRORequest()
    }

}

The fields are defined as follows:

· status - Status field in Table 46.

· SignatureOfRORequest – Signature of RO Request field in Table 46.
Appendix E. Data Format (Normative)

E.1 Common Data Structure

An OctetString8 contains a variable length octet string. The minimum length is 0 octets and the maximum length is 255 octets. 

OctetString8(){

    length
8
uimsbf

    for( i = 0; i < length; i++ ){

        octet
8
uimsbf

    }

}

The fields are defined as follows:

· length – Length of the octet string
· octet – An octet (byte)
An OctetString16 contains a variable length octet string. The minimum length is 0 octets and the maximum length is 65535 octets.

OctetString16(){

    length
16
uimsbf

    for( i = 0; i < length; i++ ){

        octet
8
uimsbf

    }

}

The fields are defined as follows:

· length – Length of the octet string
· octet – An octet (byte)
A RandomNumber contains a string of random octets.

RandomNumber(){

    OctetString8()

}

A list of the algorithms is allowed by this specification.

Algorithm(){

    // The following algorithms are defined:

    // 0    SHA-1

    // 1    HMAC-SHA1

    // 2    AES-128-CBC

    // 3    RSA-OAEP

// 4    DRMV2-KDF
// 5    RSA-PSS
    algorithmId
8
uimsbf

}
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