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1 Reason for Change

This CR addresses the following consistency review comments:

	C057
	2009.11.10
	T
	6.9.3,

6.9.4
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

6.9.3 states that the new (upgraded) RO is issued towards the SRM and the symmetric-key material encapsulated in the RO is protected under SRM’s RSA public key. Then it’s impossible for the DRM Agent to extract REK and send it in the RightsUpgradeRequest to SRM.
Proposed Change:

 
	Status: OPEN
AP 1096: Yi, Zhipeng and Youn-Sung to create a CR for resolving C057 and C058.

	C058
	2009.11.12
	T
	6.9.4
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: Upon receiving the upgraded RO in RO Upgrade response message, the symmetric-key material encapsulated in the RO is protected under SRM’s RSA public key.

And then how can the DRM Agent send the REK to SRM Agent in the Rights Upgrade Request.

Proposed Change: 

	Status: OPEN

Related to AP 1096.


R01: modifications on the Conference Call.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Changes to Section 6.9.4 as follows:
6.9.1 Rights Upgrade
6.9.1.1 Description of Messages

The DRM Agent sends the RightsUpgradeRequest to SRM to upgrade the Rights in SRM Agent using the upgraded Rights (the <newRO> element) received in RO Upgrade response. The fields of the request are defined in Table 2.
Table 55: Fields of RightsUpgradeRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the New Handle transmitted by the UpgradeRightsRetrievalRequest message. 

	Third Handle
	Integrity & Confidentiality
	Third Handle is a 10 byte random value generated by the DRM Agent for this Rights Upgrade session.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs the SRM Agent the size of Rights that will be installed in the SRM .

Size of Rights = Length of RightsInformation. .

	Signed part of the RO
	Integrity
	The part corresponds to the canonicalized RO element from the protected RO that will be verified for integrity using the MAC value.

	Wrapped Key Material
	Integrity 
	The Wrappted Key Material consists of a wrapped concatenation of a MAC key, KMAC and an RO encryption key, KREK. The Wrapped Key Material is same as the C value as specified in DRM v2.1 [OMADRMv2.1] section 7.2.1 while the independent random value Z is RSA encrypted by the SRM’s public key. 

	MAC Value
	Integrity 
	The MAC value from the protected RO.

	LAID
	Integrity
	Refer to section 5.1.7. This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 5.1.6.


Before sending RightsUpgradeRequest, DRM Agent parses the protected RO received in RO Upgrade response, gets the information to compose the Rights Object Container, State Information, and  REK  that to be delivered to SRM in RightsUpgradeRequest message for SRM Rights Upgrade.

Upon receiving the RightsUpgradeRequest , SRM Agent installs the Rights in the SRM at the storage space that is reserved in the Upgrade Rights Retrieval session. For the installation, SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle with the current Session Key
3. Compare the Handle with the New Handle in the UpgradeRightsRetrievalRequest
4. Decrypt the Third Handle with the current Session Key
5. Decrypt and extract the KMAC and KREK from the Wrapped Key Material. 
6. Verify the MAC value on the <Signed part of the RO> element using the KMAC got in step 5. 
7. Install the Rights Information and REK at the reserved a space described in the Upgrade Rights Retrieval session. Since the reserved storage space MAY be larger than the actual occupied space, the vacant part of the reserved storage SHALL be released and the occupied storage by the installation SHALL be associated with the Third Handle.
8. Remove the disabled Rights Information that is associated with the Handle from SRM.
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 3.

Table 56: Field of RightsUpgradeResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsUpgradeRequest message. The Status values are specified inTable 4.


Table 57: Status of Rights Upgrade Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in SRM Agent.

	Handles In-consistent
	The Handle in this request is different from the Handle in the UpgradeRightsRetrievalRequest.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	MAC verification failed
	The integrity verification of the RO is not successful through verifying the MAC value.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions occur (Status = Success), the DRM Agent MUST remove the Rights Information that was saved in the local context."
6.9.1.2 Format of Messages

The message format (MessageBody) of the RightsUpgradeRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

MessageBody() {

EncryptedHandle()

// Defined in E.2.4 

EncryptedThirdHandle()

//EncryptedThirdHandle() has the same format as 
                                //EncryptedHandle().  Defined in E.2.4 

SignedPart               
 
WrappedKeyMaterial        

MACValue                  
sizeOfRights

// 16 uimsbf
    RightsInformation()

// Defined in Appendix E.2.5.4
}
SignedPart               () {

    // Length of SignedPart element             
    length

16
uimsbf
    OctetString8()


// Defined in Appendix E.1
}
WrappedKeyMaterial       () {
    // Length of WrappedKeyMaterial element            
    length

16
uimsbf
    OctetString8()


// Defined in Appendix E.1
}

MACValue       () {

    // Length of MACValue element            
    length

16
uimsbf
    OctetString8()


// Defined in Appendix E.1
}

The fields are defined as follows:

· Handle – Handle fields in Table 55
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· EncryptedThirdHandle – Encrypted ThirdHandle with the current Session Key (SK)
· SignedPart–  The signed part of RO to be verified for integrity by SRM
· WrappedKeyMaterial–  The Wrapped Key Material is same as the C value as specified in DRM v2.1 [OMADRMv2.1] section 7.2.1
· MACValue–  The MAC value from the protected RO.
· sizeOfRights –Size Of Rights field in Table 55
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table 55 (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsUgradeResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 56
6.9.1.3 Exception Handling

Refer to section 6.5.3.3.
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