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1 Reason for Change

This CR aims at resolving the following CONR comments:
	C127
	2009.11.03
	T
	7.1
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: There is a TBD: " the name for extended RO Acquisition Trigger need to be changed to prevent the backward compatibility issue.".

Proposed Change: Evaluate if the TBD is still valid, and if so, rename the extended RO Acquisition Trigger.
	Status: OPEN

	C128
	2009.11.12
	T
	7.1
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: The name for extended RO Acquisition Trigger should be considered.

Proposed Change: 
RO Acquisition Trigger is suitable. So the TBD shall be removed.
	Status: OPEN



	C129
	2009.11.03
	T
	7.1
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The meaning of the sentence " The <trustAnchorAndsrmIDPair> element identifies the SRM under a trust model to be downloaded and installed the Rights Object." is unclear.

Proposed Change: Rephrase the sentence.
	Status: OPEN

	C130
	2009.11.03
	T
	7.1
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: It is unclear how the RI knows the SRM supports multiple trust models.

Proposed Change: Specify how it knows.
	Status: OPEN

	C131
	2009.11.10
	E
	7.1
	Source: Ericsson

Form: OMA-CONR-2009-0063

Comment: 

The first sentence below the RO Acquistion Trigger schema is not clear.

Proposed Change: 

Modify the sentence as follows:

The <trustAnchorAndsrmIDPair> element identifies the SRM under a trust model to which the Rights Object is to be downloaded and installed the Rights Object.
	Status: OPEN 


The CR proposes the following solutions:
· The Direct Provisioning transaction is not initiated by a RO Acquisition trigger, but by a Direct Provisioning trigger instead. This Direct Provisioning trigger is defined as an extended ROAP trigger, ensuring backward compatibility with OMA DRM v2.1 implementations.

· The RI only includes the <trustAnchorAndSrmIdPair> elements from SRMs for which it already possesses the certificate. The RI can also chose not to include any <trustAnchorAndSrmIdPair>, such that the Direct Provisioning transaction can be executed with any (but only one) SRM that shares a trust anchor with the RI and DRM Agent.

· It is specified that the RI can cache the SRM certificate chain for further direct provisioning transactions. Also, it is specified that the RI can acquire the SRM certificate chain through out-of-band methods, i.e. methods not specified in the SRM specification.

· The RI has to verify the signature/certificate chain in the Rights Acquisition Request before sending the Rights Acquisition Response.

2 Impact on Backward Compatibility

As the current direct provisioning transaction is specified, the RO Acquisition trigger leads to compatibility problems with both DRM v2.0 and DRM v2.1 implementations that do not support direct provisioning. In the worst case, the DRM v2.0/DRM v2.1 starts the RO Acquisition protocol for itself, leading to a mismatched RO delivery.
When this CR is agreed, the compatibility issue with DRM v2.1 is resolved, since the DRM v2.1 device will simply ignore the Direct Provisioning trigger.

For a DRM v2.0 device that does not support SRM v1.1, it is unspecified how it responds to an unknown trigger. However, it is expected that the agent will recognise that it does not understand the trigger, and will either give an error or ignore the trigger. Since the new trigger is not an RO Acquisition Trigger, the DRM v2.0 Device will certainly not respond by initiating the RO Acquisition protocol.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Specify Direct Provisioning Trigger and usage of <trustAnchorAndSrmIDPair>
6.8 Direct Provisioning of Rights to the SRM
The protocols specified in this section provide necessary functions that are used for Direct Provisioning of Rights to the SRM transaction.

The Figure 16 describes overall flow for how Rights are downloaded and installed to the SRM. As shown in Figure 16, this transaction is comprised of the 2-pass ROAP with trigger between RI and DRM Agent and three request/response message pairs between DRM Agent and SRM Agent: Signature Query message pair, Provisioning Setup and Rights Provisioning message pair.
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Figure 16: Sequence Diagram – Direct Provisioning of Rights to the SRM
The description for overall flow is as follows:

1. The transaction starts from RI sends an ROAP Direct Provisioning Trigger to a DRM Agent. If the DRM Agent receives the Direct Provisioning Trigger, it processes the trigger message, as specified in the section 6.8.1.

2. The DRM Agent SHALL generate the RO Request message, as specified in the section 6.8.2.

3. The DRM Agent SHALL execute the SignatureQuery protocol with the SRM Agent, as specified in the section 6.8.3.

4. The DRM Agent SHALL execute ROAP RO Acquisition protocol with the RI, as specified in the section 6.8.4.

5. The DRM Agent SHALL execute ProvisioningSetup protocol with the SRM Agent, as specified in the section 6.8.5.

6. The DRM Agent SHALL verify the RO for the SRM Agent, as specified in the section 6.8.6.

7. The DRM Agent SHALL execute RightsProvisioning protocol with the SRM Agent, as specified in the section 6.8.7.

8. The DRM Agent SHALL remove corresponding RO, as specified in the section 6.8.8.

6.8.1 Direct Provisioning Trigger

6.8.1.1 Action Description
When the DRM Agent receives an Direct Provisioning Trigger, it processes the trigger message as follows:

1.
If one or more <trustAnchorAndSrmIDPair> elements are included, 
the DRM Agent SHALL compare the <trustAnchor> elements and <srmID> elements in the <trustAnchorAndsrmIDPair> elements with the Trust Anchor and SRMID pair of the SAC Context in an SRM attached Device. There are two possible outcomes of this comparison:
A. If the <trustAnchor> element and the <srmID> element pair in a <trustAnchorAndSrmIDPair> element matches with any Trust Anchor and SRMID pair of the SAC Context in the DRM Agent, continues with section 6.8.2. 

B. If none of the <trustAnchor> and <srmID> elements match any Trust Anchor and SRMID pair of the SAC Context in the DRM Agent, the DRM Agent SHALL perform the following procedure:

i. If the DRM Agent supports any of the Trust Anchors in the trigger, the DRM Agent SHALL initiate the MAKE procedure. The Authentication Request SHALL include the Trust Anchor that was supported by DRM Agent and included in the trigger. After receiving the Authentication Request, the SRM Agent SHALL check the Trust Anchor in the Authentication Request.

1 If the SRM Agent supports the Trust Anchor, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the ‘Success’ status and continues with section 6.8.2. 

2 If the SRM Agent does not support the Trust Anchor, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the error (‘Trust Anchor Not Supported’) status. Upon receiving Authentication Response with error status, the DRM Agent determines this transaction as failure and terminates the Direct Provisioning transaction.

ii. If the DRM Agent does not support any of the Trust Anchors in the trigger, the DRM Agent determines this transaction as failure and terminates the Direct Provisioning transaction.
2.
If no <trustAnchorAndSrmIDPair> element is included, the DRM Agent can perform the Direct Provisioning transaction with at most one SRM that shares a trust anchor with the DRM Agent and the RI. The DRM Agent can determine this from the list of trusted Device anchors in the RI Hello message during the registration with the RI and the MAKE procedure between the DRM Agent and the SRM Agent. If no appropriate trust anchor can be found, the transaction has failed and the DRM Agent terminates the Direct Provisioning transaction.
6.8.2 Generate RO Request

6.8.2.1 Action Description

The DRM agent SHALL generate the RO Request message as follows:

1. The request message SHALL include the SRM ID instead of a Device ID. The SRM ID SHALL correspond with the selected Trust Anchor in the section 6.8.1.
2. The request message SHALL NOT include the signature, so that the SRM will generate the signature over the request message without DRM Agent’s signature.
3. If the Direct Provisioning transaction was not initiated by a Direct Provisioning Trigger, or it was initiated by a Direct Provisioning Trigger without a <trustAnchorAndSrmIDPair> element, the request message SHALL include a <certificateChain> element, which contains the SRM’s certificate chain corresponding to the selected Trust Anchor.
4. The request message SHALL include a Trust Anchor in the extension element, where the Trust Anchor is selected between the DRM Agent and the SRM Agent according to the section 6.8.1.

5. The DRM Agent SHALL store the generated RO Request message until the DRM Agent sends the RO Request message to the RI as specified in the section 6.8.4.
Change 2:  Specify that the RI verifies the signature and certificate chain.
6.8.4 RO Acquisition between RI and DRM Agent
6.8.4.1 Action Description

Upon receiving the SignatureQueryResponse, the DRM Agent SHALL insert the received signature on RO Request message into the RO Request message that was stored in the Device and send the resulting RO Request message to the RI.

Upon receiving the RO Request message, the RI SHALL verify the SRM signature and certificate chain. If the verification fails, the RI SHALL send an RO Response with the Status set to “SignatureError” or “InvalidCertificateChain”. Otherwise, the RI SHALL generate the RO Response message and send it to the DRM Agent as follows: 

1. The response message SHALL include the SRMID instead of a Device ID.
2. The Rights Objects (in the form of <ProtectedRO> elements) in response message SHALL be cryptographically bound to the SRM Agent, so that the concatenation of KMAC and KREK in the <ProtectedRO> element is encrypted with the SRM Agent’s public key.

If the DRM Agent receives an RO Response message with "Success" as the status, the DRM Agent MUST perform the following procedure:

1. Verify the signature of the RO Response message
2. If the signature is valid, the DRM Agent SHALL check the device ID in the RO Response message. If the device ID matches an SRM ID inserted in the Device, then the DRM Agent SHALL extract the Rights from the protected RO in the RO Response message and the DRM Agent continues with section 6.8.5. If the Rights are stateful, the State Information SHALL be generated by the DRM Agent and it SHALL be included within the Rights Information in RightsProvisioningRequest. (For information of the RightsProvisioningReqeust, see the section 6.8.7.)
The format of the RO Request message and the RO Response message is same as specified in DRM 2.0 [OMADRMv2.0].

Change 3:  Update text and XML schema for the Direct Provisioning Trigger
7 ROAP Extension

These sections define the extension to OMA DRM v2.0 ROAP protocol messages.
7.8 ROAP Trigger
This specification extends the XML Schema with a ROAP Direct Provisioning Trigger for Direct Provisioning of Rights to the SRM procedure as shown in Figure 16. The ROAP Direct Provisioning Trigger is similar to the ROAP RO Acquisition Trigger, but adds an additional <trustAnchorAndSrmIDPair> element. The ROAP Direct Provisioning Trigger MAY be delivered from an RI to a DRM Agent to initiate the RO Acquisition protocol for Direct Provisioning of Rights to SRM. Rights Issuer has to indicate to the DRM Agent in host device that the Rights Object is to be downloaded and installed to the SRM Agent. The ROAP Direct Provisioning Trigger MAY include one or more <trustAnchorAndsrmIDPair> element(s) for Direct Provisioning of Rights to the SRM procedure. In case of Direct Provisioning of Rights to the SRM, a DRM Agent on receiving ROAP Direct Provisioning Trigger with <trustAnchorAndSrmIDPair> element MUST interact with a SRM that have identifier matching with <srmID> element under the trust anchor identified trust model, to extract the necessary information used to generate the ROAP RO Request message, and consequently send the built ROAP RO Request message to the Rights Issuer. This holds also when the DRM Agent receives a Direct Provisioning Trigger without <trustAnchorAndSrmIDPair> element, except that in this case the DRM Agent can perform the direct provisioning transaction with any (but only one) SRM Agent that shared a common trust anchor with the DRM Agent and the RI.
The Direct Provisioning Trigger is stored in a <roapTrigger> element as specified in [OMADRMv2.1]. The XML representation of the Direct Provisioning Trigger is an <extendedTrigger> element of type “roap:ExtendedRoapTrigger” and of which the type attribute SHALL be assigned the fixed value “directProvisioning”. A <trgDirectProvisioning> element MUST be included in the <extendedTrigger> element after the <roapURL> element.

The schema below depicts the additional element to the RO Direct Provisioning schema.
<element name="trgDirectProvisioning">

  <complexContent>

    <extension base="roap: BasicRoapTrigger">

      <sequence>

        <element name="domainID" type="roap:DomainIdentifier" minOccurs="0"/>

        <element name="domainAlias" type="string" minOccurs="0"/>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID"/>

          <element name="roAlias" type="roap:String80" minOccurs="0"/>

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>
          <element name="trustAnchorAndSrmIDPair" type="roap:trustAnchorAndSrmIdentifierPair" minOccurs="0" maxOccurs="unbounded"/>
</sequence>
       <any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </sequence>

    </extension>

  </complexContent>

</complexType>
The RI MAY include one or more <trustAnchorAndSrmIDPair> element(s). If the RI does not possess the certificate chain of the SRM, it MUST not include the corresponding <trustAnchorAndSrmIDPair> element.
· If the <trustAnchorAndSrmIDPair> is included, it identifies the SRM ID and associated trust anchor. The direct provisioning transaction SHALL only be performed with the SRM associated with the SRM ID and trust anchor. If the SRM supports multiple trust models, the RI MAY send several <trustAnchorAndSrmIDPair> elements. In this case, the DRM agent chooses one SRM ID and trust anchor and performs the direct provisioning transaction with the associated SRM.

· If the <trustAnchorAndSrmIDPair> is not included, the DRM Agent can perform the direct provisioning transaction with any but only one SRM Agent, which shares a trust anchor with the RI and the DRM Agent.
NOTE: the RI could have acquired the SRM certificate chain during a previous Direct Provisioning transaction, but it could also have acquired the SRM certificate chain through other means.
The following schema fragment defines the trustAnchorAndsrmIDPair type.

<complex Type name="trustAnchorAndSrmIdentifierPair">
<sequence>

<element name="trustAnchor" type="roap:Identifier"/>
<element name="srmID" type="roap:Identifier"/>
</sequence>

</complexType>
The <trustAnchor> element identifies the trust model. The identifier equals the hash of the root CA's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the root CA's certificate). The default hash algorithm is SHA-1.
The <srmID> element identifies the SRM. The identifier equals the hash of the SRM's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the SRM's certificate under the Trust Anchor). The default hash algorithm is SHA-1.
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