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1 Reason for Change

This CR addresses the following consistency review comment:
	C106
	2009.11.10
	T
	6.11.8.3.1
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

In addition to what has been described in 1 and 2, the DRM Agent should also check the system constraint, the current count value, the state info.

Proposed Change:
 
	Status: OPEN 
Issue with the count value check is already resolved in CR0234R03. This CR proposes to add checking of the system constraint.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

Change 1:  Add new bullet in 6.11.8.3.1 (Note: CR234R03 must be implemented first)
6.11.8.3.1 Action Description

The DRM Agent performs the following procedure:

1. The RI signature over the Broadcast Rights SHOULD be verified if present (note that signature verification MAY not be required under certain trust models as described in section 5.1.2). If the verification fails, the DRM Agent MUST re-enable the Broadcast Rights on the SRM as described in section 6.11.10.4 and terminate the Move transaction.

2. Per each asset delivered in BroadcastRightsRetrievalResponse, check if the move action count constraint is present in the OMADRMAction() object. If it is present, do the following:

A. If in the state information, the Move Count associated with the action is non-zero, it is decremented by one.
B. Otherwise (the Move Count is zero), the DRM Agent MUST re-enable Broadcast Rights on the SRM as described in section 6.11.10.4 and terminate the Move transaction.
3. Per each move action check if the system constraint is present in the OMADRMAction() object. If it is present, check the value of the system_id attribute. If system_id subfield indicates a protocol other than the SRM protocol,  the constraint is not met, and therefore the DRM agent cannot use this action to perform BCRO Move. If no action is available that either has no system constraint or has a system constraint with a system_id indicating the SRM protocol, the DRM Agent MUST re-enable the Broadcast Rights on the SRM as described in section 6.11.10.4 and terminate the Move transaction.
4. Install the Broadcast Rights with the following conditions:

A. Broadcast Rights received via the Move protocol SHALL NOT be rejected based on the content of any DRM V2.0 replay cache. The replay cache is specified in section 9.4 of [OMADRMv2].

B. The Broadcast Rights SHALL NOT be installed if a BCRO with the same enabled asset(s) in the OMADRMAsset() object (see [DRMXBS]) is already installed on the device. If so, then the DRM Agent MUST re-enable the Broadcast Rights on the SRM as described in section 6.11.10.4. and terminate the Move transaction.
C. If a BCRO with the same asset(s) is already installed but the asset is disabled in the Device, the DRM Agent MUST enable the Broadcast Rights on the Device and update asset state information based on the data received from the SRM.
After the Broadcast Rights installation, the DRM Agent MAY continue with section 6.11.9.
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