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1 Reason for Change

This CR addresses the following Action Point for resolving the rights information related issues for SRM Rights Upgrade in SRM 1.1 Consistency Review:
AP 1114
Youn-Sung to create a CR to resolve the duplicate functionality issue in RO Upgrade.

In the R01, the message tables for the UpgradeRightsInfoListQuery protocol were deleted because the message format is same to RightsInformationListQuery protocol.
In the R02, the description in the section 6.9.3 was clarified.
In the R03, the proposal for the duplicate functionality issue for SRM Rights Upgrade was withdrawn except the srmFlag in the trigger related issue.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to review and agree the CR.

6 Detailed Change Proposal

Change 1:  Add the definition of the BCAST Rights
6.9    SRM Rights Upgrade
The protocols specified in this section provide necessary functions that are used for SRM Rights Upgrade.

To upgrade the Rights in SRM, DRM Agent should request RI to issue the upgrade rights for SRM. As shown in Figure 17, this transaction is comprised of OMA SCE-DRM RO Upgrade protocol and two SRM request / response message pairs: Upgrade RightsRetrieval message pair and Rights Upgrade message pair. In this transaction when using the RO Upgrade protocol, the <newRO> element in the RO Upgrade response message contains the RO with the upgraded permissions and/or constraints from the RI for the SRM.
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Figure 17: Sequence Diagram – SRM Rights Upgrade

6.9.1    RO Upgrade Trigger

The SRM Rights Upgrade transaction MAY be initiated by the RO Upgrade Trigger sent from RI. The definition of RO Upgrade Trigger refers to [SCE-DRM].

In the RO Upgrade Trigger, it SHALL contain the roID and assetID element that contains the Hash Of assetID. The assetID element can be used by DRM Agent to retrieve the Rights Information(s) and Handle(s) from SRM through the protocol of “Rights Information List Query”. The DRM Agent SHALL check the Rights Information(s) contained in the “Rights Information List Query” Response with the roID element in the RO Upgrade Trigger.

When a DRM Agent receives the ROUpgradeTrigger, the DRM Agent SHALL check the presence of the <srmFlag> element. If the Trigger has the srmFlag element and the srmFlag element is true, the DRM Agent SHALL execute the UpgradeRightsInfoListQuery using the assetID in the trigger, read a Rights Information(s) in the SRM and find a Rights Information that has a same roID in the trigger. If the Trigger doesn’t have the srmFlag element or the srmFlag is not true, the DRM Agent SHALL find the Rights whether the RO specified by the roID is installed locally in Device. If DRM Agent fails to find the Rights indicated by the roID element, DRM Agent just ignores the trigger without any further operation. If the Rights is installed in SRM, DRM Agent SHALL conduct SRM Rights Upgrade transaction; else if the RO is installed in Device, DRM Agent SHALL conduct the 2-pass RO Upgrade protocol defined in [SCE-DRM]. And if the RO Upgrade Trigger received by DRM Agent does not contain the roID element, DRM Agent SHALL execute the 2-pass RO Upgrade protocol defined in [SCE-DRM] as well.
The format definition of RO Upgrade Trigger is given in section 7.2.

6.9.2    Upgrade Rights Retrieval 
Before a DRM Agent executes the RO Upgrade protocol, the DRM Agent SHALL retrieve the Rights installed in SRM Agent through the Upgrade Rights Retrieval message pair, and then select the Rights that need to be upgraded.
The selected Rights will be set disabled (i.e. the Rights in SRM Agent stay in a disabled state. The disabled Rights cannot be used for the other purposes except the current SRM Rights Upgrade transaction.)
Through the UpgradeRightsRetrievalResponse message, the DRM Agent will get the necessary information for RO Upgrade service from the “RightsInformation” field. All the Rights information received from the UpgradeRights Retrieval Response will be stored in local context and set in the transfer state. (The information in transfer state cannot be used or deleted for the other purposes except the current SRM Rights Upgrade transaction.)
On proposing the UpgradeRightsRetrieval request message, SRM SHALL reserve the storage space for the upgraded rights. Since in SRM specification, the length of “length” element in StateInformation () datastructure is 16 bits, the reserved storage for upgraded rights is set as 65536 bytes.

Generally the message format of UpgradeRights Retrieval protocol is same to Rights Retrieval protocol except that when the SRM fails to reserve enough storage space for the upgraded rights the Status value of Upgrade Rights Retrieval response message SHALL be set as “Storage reservation Failed”.  The value of status of UpgradeRightsRetrieval Response is defined in Table 54.
Table 54: Status of Upgrade Rights Retrieval Message
	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Duplicate Handle
	The SRM already has the New Handle and its corresponding Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Storage reservation Failed
	SRM can not reserve enough storage space for the upgraded rights.

	Unknown Error
	Other errors


 If the status value of Rights Retrieval Response is not equal to ‘Success’, the transaction is terminated.
For details of Rights Retrieval protocol, refer to section 6.6.1.

Change 2:  Add the element to the section 7.2
7.9 Extension to SCE ROAP-ROUpgrade Trigger

The RO Upgrade Trigger format is extension of SCE ROAP-ROUpgradeTrigger. In this trigger, the element of assetID SHALL be carried under the TriggerInformation element as specified in [SCE-GEN].
<complexType name="TriggerInformation">


<sequence>


<element name="assetID" type="ID" />


<element name="srmFlag" type=" xsd:boolean" minOccurs=”0” maxOccurs=”1”/>


<any minOccurs="0" maxOccurs="unbounded" processContents="lax" namespace="##any"/>


</sequence>

</complexType>

The assetID specifies the content that has associated RO needed to be updated.

The srmFlag specifies that Rights in the SRM will be upgraded. If a DRM Agent receives the RO Upgrade Trigger that contains srmFlag with ‘true’ value, the DRM Agent SHALL directly find Rights in the SRM and skip to find Rights in the Device.
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