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1 Reason for Change

In this CR, the AES_128_BYTE_CTR encryption method from Adapted PDCF is introduced in OMA DRM v2.2 PDCF and DCF. The AES_128_BYTE_CTR encryption method was introduced in BCAST to increase compatibility with ISMACryp, and is introduced here to increase compatibility of OMA DRM v2.2 with BCAST and ISMACryp.
R01 changes the numbering in the SCR table.
2 Impact on Backward Compatibility

In general, the AES_128_BYTE_CTR algorithm is not supported by OMA DRM v2.0 and v2.1 devices. However, the algorithm is supported by devices that support the BCAST Adapted PDCF file format.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Add normative reference to XBS
2.1 Normative References

	[AES]
	“Recommendation of Block Cipher Modes of Operation”, NIST, NIST Special Publication 800-38A, 
URL:http://www.nist.gov/ 

	[DRMCF-v2.0]
	“DRM Content Format V2,0”, Open Mobile Alliance(, OMA-TS-DRM-DCF-V2_0, 
URL:http://www.openmobilealliance.org/

	[DRMCF-v2.1]
	“DRM Content Format V2,1”, Open Mobile Alliance(, OMA-TS-DRM-DCF-V2_1, 
URL:http://www.openmobilealliance.org/

	[DRMREL-v2.0]
	“DRM Rights Expression Language V2.0”, Open Mobile Alliance™, OMA-TS-DRM-REL-V2_0, 
URL:http://www.openmobilealliance.org/

	[DRMREL-v2.1]
	“DRM Rights Expression Language V2.1”, Open Mobile Alliance™, OMA-TS-DRM-REL-V2_1, 
URL:http://www.openmobilealliance.org/

	[DRM-v2.0]
	“Digital Rights Management V2.0”, Open Mobile Alliance™, OMA-TS-DRM-DRM-V2_0, 
URL:http://www.openmobilealliance.org/

	[DRM-v2.1]
	“Digital Rights Management V2.1”, Open Mobile Alliance™, OMA-TS-DRM-DRM-V2_1, 
URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance(tm), OMA-IOP-Process-V1_1, 
URL:http://www.openmobilealliance.org/

	[ISO14496-12]
	“Information technology — Coding of audio-visual objects – Part 12: ISO Base Media File Format”, International Organisation for Standardisation, ISO/IEC 14496-12, Second Edition, April 2005

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”, D. Crocker, Ed., P. Overell, 
November 1997, 
URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC2326]
	“Real Time Streaming Protocol (RTSP)”, Schulzrinne H., Rao A. and Lanphier R., April 1998

	[RFC2327]
	“SDP: Session Description Protocol”, IETF RFC 2327, Handley M. and Jacobson V., April 1998

	[RFC2392]
	“Content-ID and Message-ID Uniform Resource Locators”, E. Levinson, August 1998, 
URL:http://www.ietf.org/rfc/rfc2392.txt

	[RFC2396]
	”Uniform Resource Identifiers (URI): Generic Syntax”, T. Berners-Lee et al, August 1998, 
URL:http://www.ietf.org/rfc/rfc2396.txt

	[RFC2616] 


	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding, et al, June 1999, 
URL:http://www.ietf.org/rfc/rfc2616.txt 

	[RFC2630]
	“Cryptographic Message Syntax”, R. Housley, June 1999, 
URL:http://www.ietf.org/rfc/rfc2630.txt

	[RFC3550]
	“RTP: A Transport Protocol for Real-Time Applications”, Schulzrinne H. et al., July 2003

	[TS26.244]
	“Transparent end-to-end Packet-switched Streaming Service (PSS); File Format”, The Third Generation Partnership Project, Release 6, TS 26.244, Version 6.4.0, 
URL:http://www.3gpp.org/

	[XBS-v1.0]
	“OMA DRM v2.0 Extensions for Broadcast Support”. Version 1.1. Open Mobile Alliance™. OMA-TS-DRM_XBS-V1_1.
URL: http://www.openmobilealliance.org/


Change 2:  Add AES_128_BYTE_CTR encryption method
5.2.1.2 EncryptionMethod Field

The EncryptionMethod field defines how the encrypted content can be decrypted. Values for the field are defined in the table below.

Table 1: Algorithm-id values
	Algorithm-id
	Value
	Semantics

	NULL
	0x00
	No encryption for this object. NULL encrypted Content Objects may be used without acquiring a Rights Object. Value of the PaddingScheme field MUST be 0.

In the OMADRMAUFormatBox, the values of SelectiveEncryption field and IVLength field MUST be 0.

	AES_128_CBC
	0x01
	AES symmetric encryption as defined by NIST [AES]

128 bit keys

Cipher block chaining mode (CBC)

For the first block a 128-bit initialisation vector (IV) is used.

For DCF files, the IV is included in the OMADRMData as a prefix of the encrypted data.

For non-streamable PDCF files, the IV is included in the IV field of the OMADRMAUHeader and the IVLength field in the OMADRMAUFormatBox MUST be set to 16.

Padding according to RFC 2630

	AES_128_CTR
	0x02
	AES symmetric encryption as defined by NIST [AES]

128 bit keys

Counter mode (CTR)

The counter block has a length of 128 bits.

For DCF files, the initial counter value is included in the OMADRMData as a prefix of the encrypted data.

For non-streamable PDCF files, the initial counter value is included in the IV field of the OMADRMAUHeader and the IVLength field in the OMADRMAUFormatBox MUST be set to 16.
For each cipherblock the counter is incremented by 1 (modulo 2128).

No padding.

	AES_128_BYTE_CTR
	0x03
	AES symmetric encryption as defined by NIST [AES] and [XBS-v1.0].
128 bit keys
Counter mode (CTR)
For DCF files, the initial counter value is included in the OMADRMData as a prefix of the encrypted data, and it MUST have a length of 16 bits.
For non-streamable PDCF files, the initial counter value of minimal 8 bits and maximal 64 bits is included in the IV field of the OMADRMAUHeader. The IVLength field in the OMADRMAUFormatBox MUST contain the length of the initial counter value in bytes, e.g. for an 64 bit initial counter the value in IVLength equals 8. For this encryption method, the ExtendedHeaders field in the OMADRMCommonHeaders box MUST contain one instance of the OMADRMSalt box (see section 7.1.5.2).
For each byte of ciphertext the counter is incremented by 1.
No padding.


Change 3:  Add text about OMADRMSalt box
7.1.5.1 Common Headers

The OMADRMCommonHeaders box is the same as defined in section 5.2.1. However, in case of encryption using the AES_128_BYTE_CTR method, the ExtendedHeaders field in the OMADRMCommonHeaders box MUST include one instance of the OMADRMSalt box.

7.1.5.2 OMADRMSalt box

If the AES_128_BYTE_CTR encryption method is used, the ExtendedHeaders field in the OMADRMCommonHeaders box includes one instance of the OMADRMSalt box:
aligned (8) class OMADRMSalt extends Box('oslt') {


unsigned int(8) SaltLength;

// Length of the Salt field in bits. MUST be 64


unsigned int(SaltLength) Salt;

// Salt needed for AES_128_BYTE_CTR

}

The OMADRMSalt box contains the Salt, which is needed for AES_128_BYTE_CTR encryption method.

For the NULL, AES_128_CBC and AES_128_CTR encryption methods, the OMADRMSaltBox SHOULD NOT be included and has no meaning.
The Salt and IV MUST be used to encrypt the content as defined in [XBS-v1.0], section 13.4.1.2.
Change 4:  Add AES_128_BYTE_CTR to SCR tables
B.1 Client Conformance Requirements 

	Item
	Function
	Reference
	Status
	Requirement

	DRM--CLI-001
	DCF support
	6
	M
	

	DRM--CLI-002
	PDCF support
	7
	O
	(DRM--CLI-103 AND DRM--CLI-104 AND DRM--CLI-105 AND DRM--CLI-106 AND DRM--CLI-107 AND DRM--CLI-108 AND DRM--CLI-109 AND DRM--CLI-110 AND DRM--CLI-111 AND DRM--CLI-112 AND DRM--CLI-114)

AND 

(DRM--CLI-101 OR

DRM--CLI-102) 



	DRM--CLI-003
	AES_128_CBC encryption algorithm
	5.2.1.2
	M
	

	DRM--CLI-004
	AES_128_CTR mode encryption algorithm
	5.2.1.2
	O
	

	DRM--CLI-005
	Ignore unsupported boxes 
	5.1
	M
	

	DRM--CLI-006
	Common headers
	5.2.1
	M
	

	DRM--CLI-007
	Textual headers
	5.2.2
	M
	

	DRM--CLI-008
	GroupID
	5.2.3.1
	M
	

	DRM--CLI-009
	Mutable DRM Information box
	5.2.4
	M
	

	DRM--CLI-010
	Transaction Tracking box
	5.2.4.1
	M
	

	DRM--CLI-011
	Rights Object box
	5.2.4.2
	M
	

	DRM--CLI-012
	ISO format constraints
	6.2.1
	M
	

	
	
	
	
	

	DRM--CLI-013
	FullBox version
	6.2.1
	M
	

	DRM--CLI-014
	DCF header
	6.2.2
	M
	

	DRM--CLI-015
	OMA DRM container box
	6.3.1
	M
	

	DRM--CLI-016
	Discrete headers box
	6.3.2
	M
	

	DRM--CLI-017
	User-Data box in Discrete headers box
	6.3.2.3
	M
	

	DRM--CLI-018
	Content Object box
	6.3.2.3.4
	M
	

	DRM--CLI-019
	Multipart DCF
	6.4
	M
	

	DRM--CLI-020
	Extension boxes
	6.3.4
	O
	

	DRM--CLI-021
	UTF-8 character encoding for 3GPP asset information
	6.3.2.3
	M
	

	DRM--CLI-022
	UTF-16 character encoding for 3GPP asset information
	6.3.2.3
	O
	

	DRM--CLI-023

	User-Data box in Mutable DRM Information box
	5.2.4.3
	O
	

	DRM-CLI-024
	AES_128_BYTE_CTR mode encryption algorithm
	5.2.1.2
	O
	


B.2 Client Conformance Requirements For The PDCF Format

	Item
	Function
	Reference
	Status
	Requirement

	DRM--CLI-101
	3GPP conformance
	7
	O
	Conform to [TS26.244] 

	DRM--CLI-102
	3GPP2 conformance
	7
	O
	Conform to [C.S0050] 

	DRM--CLI-103
	OMA DRM key management
	7.1.5
	O
	

	DRM--CLI-104
	OMA DRM scheme
	7.1.3
	O
	

	DRM--CLI-105
	Common headers
	5.2.1
	O
	

	DRM--CLI-106
	AES_128_CTR mode encryption algorithm
	5.2.1.2
	O
	

	DRM--CLI-107
	Textual headers
	5.2.2
	O
	

	DRM--CLI-108
	GroupID
	5.2.3.1
	O
	

	DRM--CLI-109
	Mutable DRM Information box
	5.2.4
	O
	

	DRM--CLI-110
	Transaction Tracking box
	5.2.4.1
	O
	

	DRM--CLI-111
	Rights Object box
	5.2.4.2
	O
	

	DRM--CLI-112
	OMA DRM access unit format
	7.1.6
	O
	

	DRM--CLI-113
	User-Data box in Mutable DRM Information box
	5.2.4.3
	O
	

	DRM--CLI-114
	AES_128_BYTE_CTR mode encryption algorithm
	5.2.1.2
	O
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