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1 Reason for Change

Current OMA practice for RDs is to require a small number of informative use cases in Appendix B, giving a short description and market benefits.   This is defined via an RD template and RD best practices, managed by REQ WG.

The version of the DRM2.2 RD sent for formal review had 35 usage scenarios in the core part of the document, many of which covered very similar topics, and which didn’t explicitly highlight market 

This CR maps the new usage scenarios for DRM2.2 into Use cases, thereby aligning with current OMA RD practice, and closing the Vodafone comment to the RD formal review.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM group is kindly asked to agree the CR.
6 Detailed Change Proposal
Change 1: Usage scenarios are removed from the core specification.
Change 2: Legacy usage scenarios (prior to DRM2.2) are not changed and are brought into Appendix C.

Change 3: New Usage scenarios are merged into a smaller number of use cases in Appendix B.

No functionality is lost.  The functionality covered by the Usage scenarios is mapped to the new Use cases as follows:

	Usage scenario
	Covers
	Maps to

	23  (Advertisements management)
	- can't skip advertisements
	Use case B.1

	24  (Advertisement issuing under the users choice)
	- Price paid is affected by Ad options selected on purchase
- personalised content based on user preference

- positioning of ads relative to content

- Ads provided by SP

- can't skip advertisements
	Use case B.1

	25 (Personalised Advertisements)
	- link to purchase from advertisement

- different ad profiles for different people, based on personal interests, demographics, previously consumed content

- dynamic updates to the profile
	Use case B.1

	26  (Personalized advertisement for user)
	- cost linked to amount of adverts

- different ad profiles for different people
	Use case B.1 and alternative (a)

	27  (Personalized advertisement for domain user)
	- link to domain ROs
	Use case B.1 alternative (b)

	28  (Dynamic Advertisement Update by the advertiser)
	- dynamic update to ad content
	Use case B.1

	29  (Level Purchase within an application)
	- request for update comes from within application

- application triggers license delivery
	Use case B.2

	30  (Feature Purchase within an application)
	- request for update comes from within application

- application triggers license delivery
	Use case B.2

	31  (Support for variable bitrates in changing network conditions)
	Directly mapped to new use case
	Use case B.3

	32  (Definition of maximum resolution in rights object)
	- streaming to PC and handset

- enforcement of max resolution

- enforcement of encrypted digital output
	Use case B.4

and alternative (a)

	33  (Definition of secure path in rights object)
	- streaming to PC and handset

- enforcement of secure path
	Use case B.4 alternative (b)

	34  (Advertisement of Download model)
	- application of ad funded model to game, e.g.  watching ads once allows play 5 times
	Use case B.1 alternative (d)

	35  (Restriction on the Number of the Player Devices)
	Directly mapped to new use case
	Use case B.5


Change 1:  Change to section 5.3.    Usage scenarios are taken from core specification and subsequently mapped to Appendix B and C.
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Change 2:  Introduction of new section:  Appendix B.   
This contains the information from usage scenarios 23 through 35, which represent new functionality for DRM2.2.
Appendix B.  Use cases
(Informative)

This section describes the new use cases enabled by DRM2.2.   For a description of the legacy usage scenarios covered by DRM2.1, please see Appendix C.

B.1  Enforced advertisement playback

B.1.1   ASK  \* MERGEFORMAT Short Description

Miss Li is an undergraduate student. When she goes to purchase a season of her favourite comedy show, two options show up in the webpage. One option is for the show without advertisement at a higher price; the other one is for the show with advertisements at a lower price.  

The Advertisements are provided by the SP.   The type of advertisements to be shown can depend on Miss Li’s profile which can be based on her personal preferences, or on previous content consumed, or on the demographic of Miss Li such as age.  In this case, Miss Li is a sports fan, and chooses to buy the season of the show at a lower cost with sports related advertisements.  She is shown an advertisement about an important game coming up, and decides to buy tickets to watch the game.

The content and/or the Rights Object may contain the information to indicate the terminal to play the selected advertisements before the content play or at a middle slot during the content play and the enforced advertisements can not be skipped, so viewing of the rest of the contents is not possible until advertisement is played out.  The advertisement content may be subsequently dynamically updated by the advertising agency, for example to be seen on subsequent viewings.
Alternative cases

(a) Miss Li can be given the option to select the amount of advertisements to view, which will affect the cost.  For example, she selects the show which has a cost of $20 without advertisements.  If she selects 3 advertisements, the price of the show is $15. If she selects 1 advertisement, the price is $19.

(b) Miss Li may buy the show with 3 advertisements which has rights extending across a domain of users, including herself and her friend Bob.   In this case, the restriction (i.e. watch 3 advertisements) applies across all users in the domain, however the advertisements to be shown will be personalised differently for Miss Li and Bob.

(c) Miss Li has previously agreed with the content provider that she always wants adverts, so she is not shown the options on the webpage.

(d) Miss Li purchases a game service, where she can play a game 5 times once the advertisements associated to the game are watched.
(e) In some cases, the rendering of selected advertisements may even replace the need for Miss Li to pay for the associated content.
B.1.2   Market benefits

Benefit to customer is reduced cost of content.

Benefit to advertising agency is more opportunities to reach the customer.

B.2  Purchase within an application

B.2.1   ASK  \* MERGEFORMAT Short Description

Tom buys a new handset that was offered as a Game Bundle. The handset already contains a set of games that can be played in trial mode.    Tom starts playing a Tetris game. 
He can play for free until he reaches level 3. The application asks him if he wants to purchase a full license for 1$ so that  he can continue. Tom confirms.  The Games backend triggers license delivery e.g. by sending a WAP Push Trigger. Tom’s handset downloads the rights object. Tom‘s handset receives a rights object allowing Tom to play the game he has selected without any further restrictions.   Tom can now continue to play the game
Alternative cases:

2. (a) The application asks Tom if he would like to purchase the option to play online against other players, if he purchases the multiplayer mode for an additional 1$.
B.2.2 Market benefits

Benefit to customer to trial a limited version of game for low cost.

Benefit to game provider of option of additional revenue streams.

Benefit to operator to enable pre-installation of games, with subsequent revenue streams but minimal network load for downloads.

B.3 Variable bitrates streaming

B.3.1  ASK  \* MERGEFORMAT Short Description

Jo has a subscription for a Video on Demand service that offers “streaming” of movies to PC and handset. The subscription service uses OMA DRM to ensure that no unprotected streamed content can be captured but can only be viewed during a valid subscription. Jo starts watching a movie on her smart phone while sitting in a train. Jo starts watching the movie in the native resolution of her smartphone. 

As the train passes the countryside, the available bandwidth decreases and does not support the bandwidth required for native resolution any more. Still, the movie goes on playing on Jo’s smartphone without frame drops or pauses as the smartphone now uses a version of the movie encoded with lower resolution.

Passing an area with better network coverage, the available bandwidth increases. Without any interaction, the smartphone now uses a version of the movie encoded in the optimal resolution for her phone.

B.3.2 Market benefits

Improved experience for customer, as their movie is watched uninterrupted. 

B.4   Video streaming:  maximum resolution & secure path

B.4.1    ASK  \* MERGEFORMAT Short Description

Jo has a subscription for a Video on Demand service that offers “streaming” of movies to PC and handset. She has signed a subscription for standard definition content.

Jo is using a PC as a video server for her home entertainment system. She chooses a movie from the subscription service.  Despite the fact that the movie is available in HD, the DRM license on her PC only allows for standard definition, so the movie is downloaded from the subscription service in an SD encoding.

Alternative use cases:

(a) the DRM license only allows encrypted digital output, but no unprotected analogue output.  Hence Jo can watch the move on her TV which is connected using the HDMI port, but is not able to record the content onto DVD since the DVD recorder is connected via a SCART connector providing an analogue RGB signal.

(b) the rights object requires that the content is only sent to the digital output via a secured path.  Hence Jo can watch the content on her TV via her PC, as her PC fulfils this requirement.  However a day later Jo is taking her Linux based Netbook with her. The Netbook is in the same DRM domain as her PC, therefore she is entitled to watch the movie. Jo can watch the movie on the built-in display of her Netbook, but she cannot watch it on a HD TV set attached to the Netbook, because it does not provide a secure path to the TV set.

B.4.2   Market benefits

Supports differential charging models for SD and HD content.

Protects against indiscriminate copying of content via unprotected outputs.

B.5   Restriction on number of Player devices

B.5.1    ASK  \* MERGEFORMAT Short Description

The SP provides a service option for the content consuming that the number of Player Devices be considered in the price of content.

Mr. Tan only has two personal devices, so he purchases a piece of content with the restriction within two Player Devices and with 10 times Move permission.

Once Mr. Tan has ever played the content in his two devices, the content will not be able to be played in another third device. If still remains some Move count permissions, the content can only be played between these two devices.
B.5.2   Market benefits

Enables price plans based on allowed number of player devices.
Change 3:  Introduction of new section:  Appendix C.   
This contains unchanged the scenarios 1 through 22, which represent the legacy functionality from DRM2.1.
Appendix C.  DRM 2.1 usage scenarios
(Informative)

This section describes the usage scenarios (a precursor to use cases) covered by DRM2.1.   For the new use cases covered by DRM2.2, please see Appendix B,

Jo is an active teenager in 2003. She has many friends both in her real and virtual worlds. She belongs to several virtual communities and likes to share experiences with them. Her friends in her real world enjoy interacting socially when they meet and also using other messaging techniques such as email, instant messaging and even short messaging when they cannot talk.

Jo owns a range of different electronic Devices including a digital camera that can take still pictures and short video clips. She has in effect become a Content Provider herself and would like to be able to control the content which she sends both to her friends and that she places onto a personalised web site. 

The other Devices that she owns have a range of communications mechanisms including Bluetooth and wireless LAN. Her iMac has Bluetooth connectivity, her PDA is Bluetooth enabled, her tablet PC which she uses to take notes in lectures is connected with 802.11 technology. Some Devices MAY have network connectivity built into them (e.g. mobile phone), some MAY have intermittent connectivity (e.g. a PDA with Bluetooth) and some MAY never have any connectivity with the network (e.g. an MP3 player).

She owns a number of CDs and DVDs with content from well-known record and film companies.

She has subscriptions with several Content Providers, both her mobile operator and Internet-based Content Providers, which enables her to download and stream songs to her PC and mobile Devices.  

Note:  Discussions regarding content types are for example only. Other content types MAY be considered.

In the user cases described below, it is important to note that the facilities offered to Jo and her friends are made only if appropriate Rights Objects have been specified by the Content Provider, allowing her to do this. 

Scenario 1: Using content on multiple devices

Jo purchases and downloads a protected music track to her mobile phone. She sends a copy of the track to her DRM compliant portable music player by:

a. using a Bluetooth connection with the player, or

b. copying the track to a removable memory card, and moving the card to her music player.

Jo can listen to the track on both her phone and on the music player. She can do this because when she bought the track, she agreed to a purchase agreement on the transaction, which explicitly allows her to use the track on another, specified OMA DRM Conformant Device.  However, depending on the purchase agreement, she may only be able to listen to the track on one of devices at one time, or may be able to listen to the tracks on both devices at the same time.
Scenario 2 – Buying Rights Objects for another user

Jo hears about a great song and wants to send it to her mother. She uses a service from her Rights Issuer to buy the Rights Object to the song for her mother and enables her mother to receive the content (and Rights Object) on her Device and play the song.

Scenario 3 – Restoration of Rights Object and content using a secure portable user identity

Jo drops her mobile Device resulting in a catastrophic failure, she calls her Network Service Provider who replaces the Device (under her insurance agreement). The embedded portable smartcard Device carries her identity in a secure way. The smartcard has not been damaged and she is able to insert it in the replacement Device and use this as an authenticated identity which allows her to download the DRM Content and Rights Object previously purchased from the Content Providers. 

Scenario 4 –Backup of DRM Content and Rights Object from a Service Provider

Jo loses her mobile Device which contains many DRM Content files and related Rights Object. She calls her Network Service Provider who replaces the Device (under her insurance agreement). The Device is only set up to her default subscription. Luckily, her Content Provider maintains a record of the content which Jo owns, and she is able to login to her Content Provider who automatically downloads the DRM Content and related Rights Object which she has previously purchased to her new Device.  

There is no specified method of storing information relating to the state of stateful Rights Objects outside the Device to which the Rights Objects apply. 

The Rights Issuer can Revoke the old Device (preventing it from future access to OMA DRM services) to prevent possible fraud.

Scenario 5 – Local Device Backup of content and Rights Object

Jo has a mobile Device with a removable media slot. She makes a Backup of her Media Objects and stateless Rights Objects , which she has previously purchased, on a removable media, and leaves it at home. Then Jo drops her mobile Device resulting in a catastrophic failure, she calls her Network Service Provider who replaces the Device (under her insurance agreement). The removable media is safe, so she is able to insert it in the replacement Device, restore all the objects to the Device and continue to use the Media Objects once new Rights Objects have been re-issued to the replacement Device.  She cannot restore the stateless Rights Objects on the new Device, as the Rights Objects could only have been restored to the old Device.

The Rights Issuer can Revoke the old Device (preventing it from future access to OMA DRM services) to prevent possible fraud.

Scenario 6 – Protecting user generated content

Jo would like to create content (photo etc.) and send it to her friend. However, she does not wish her friend to forward it to anybody else. Her Device provides the capability to give her content a “forward lock”.  The transport for her content is unspecified, but could be MMS. 

Scenario 7 – Export of DRM Content and Rights Objects to other DRM systems and/or transfer to copy-protected storage medium/transport

Jo purchases and downloads an OMA DRM protected music track to her mobile phone. She plays the music on her mobile phone for several days, and then decides she would prefer to play it on another music player that has a different DRM protection format.  

Jo can choose between the following mechanisms to render the track on a different player.  In all cases, the Content Provider can specify whether the alternative rendering mechanism is allowed or not.

4. She exports the music and its Rights Object (or its equivalent in the exported-to DRM) to the other player using a Bluetooth connection or via removable media.  Now she cannot play the music on her mobile phone but can play it on the other DRM-compliant music player.

5. She transfers the music track to a copy protected storage medium.  Jo can now play the track on any player that supports this storage medium.  The copy protection mechanism of the storage medium prevents copying of the tracks from the medium.

6. She streams the music tracks from her mobile phone to a rendering device for immediate playback.  An example of such a rendering device is a headphone.  The transmission protocol between her mobile phone and the rendering device incorporates copy protection so that the track cannot be copied.

Scenario 8 - Multiple Contents Scenario

Jo subscribes to a music service where she can download favourite songs for karaoke.  Each karaoke song is delivered as a package that includes the music and lyrics for the song as well as associated images and links to related content.  She can play and sing the songs with her mobile karaoke player.  A single Rights Object for this package can specify different Permissions for the individual components.  The content provider wants to promote the song so it allows the lyrics, images, and other information to be copied for free so Jo can share them with her friends. Through this promotion, the content provider hopes to stimulate sales of the music.

The package of music, lyrics and pictures might be sent by MMS. 

Although the package contains several parts, Jo may only have a single Rights Object associated with that content package.
Scenario 9 - Basic download

Jo browses a content provider’s portal and decides to acquire downloadable content. She completes the required browsing, ordering and payment transactions. She downloads the content object to her Device and receives the Rights Object that is sent to her Device, and is subsequently able to play the content subject to the terms described in the Rights Object. The content is protected against use or misuse that does not comply with the Rights Object set by the Content Provider.

The types of Permission she may have are:

· Time based Rights Object allowing her to listen to the song until a particular date.

· Metered usage time based rights allowing her to listen to the song as long as the metered usage time is less than a specified time, whilst ensuring that she cannot alter the accumulated time to give herself additional usage.

Scenario 10 - Subscription

Jo has subscribed to an Internet music service that she accesses through her mobile Device. The mobile Device has removable storage and music playing capability. The service allows Jo:

· Music streaming to her mobile Device for on-demand listening with play control (pause, resume, etc.).

· Music download to her mobile Device. The music can be listened to, as long as the subscription is active (even when the Device is out of coverage), either when the Device is connected to or disconnected from the Internet site.

Scenario 11 - Basic streaming

Jo browses a Content Provider’s portal and decides to see an audiovisual stream showing a concert of her favourite group. She completes the required browsing, ordering and payment transactions. She downloads some information for the streaming player to her Device and receives the Rights Object. The Rights Object describes Jo’s Permissions concerning setting up, receiving and playing the streams. She is subsequently able to set up the audio and video streams and play them subject to the terms described in the Rights Object.

Scenario 12 - Multicast streaming under subscription

Jo has a paid subscription with an Internet radio service that she accesses through her mobile Device. The service allows Jo to select one of number of multicast radio channels and listen to the multicast stream on that channel. The music can be listened month after month, as long as the membership is active when the Device is connected to the Internet site.

Scenario 13 - Backwards compatibility

Jo receives many forms of content from various service providers. When her new Device receives content from service providers only utilising the Version 1 DRM mechanism, her new Device handles these requests according to the requirements specified for Version 1 compliant Devices, without causing Jo any problems.

Scenario 14 - Preview Rights Object

Jo receives a music clip of a band she has never heard of before by superdistribution. She is issued preview Rights Object allowing her to listen once to the music, or allowing unlimited playback of a small section of the music before she decides to buy the full set of rights.  In the case of allowing unlimited playback of a segment of the file, Jo is able to preview while the remainder of the file is being downloaded. This type of Rights Object may also apply to a clip at the start of streamed data.

The types of possible permissions within the Rights Object that Jo may receive either:

· state that the Media Object can only be played once, or

· describe the starting and finishing times of the free preview clip

Scenario 15 - Superdistribution 

Jo has received DRM Content via a local link (e.g. Bluetooth, IrDA ...) from her friend. She wants to acquire Rights Object to get access to that content and follows the appropriate reference provided for that purpose in the DRM Content. Jo explores the offer to obtain new Rights Object. Before Jo is charged for the new Rights Object she expects that

· the integrity of the DRM Content is verified to avoid buying Rights Object for content that isn't usable,

· the properties of the DRM Content are validated to be suitable for Jo's Device,

· the process of acquiring new Rights Object provides the same user experience as the process of purchasing new DRM Content with associated Rights Object.
· the Rights Object issuer has been authenticated.

Scenario 16 – Revoke Device

The Content Provider wishes to prevent Jo from being able to acquire new content for her Device, for example, because Jo has illegally shared her content with friends in the past.  The Content Provider therefore revokes Jo’s Device and Jo no longer receives DRM Content or Rights Objects from that Content Provider.

Scenario 17 – Binding Rights Objects to User Identity 

Jo has two phones but only one SIM – she puts her SIM in the phone she wants to use.  Jo has a game that she wants to be able to play on both her phones but does not want to buy it twice.  Jo’s Rights Issuer therefore issues both of Jo’s phones with a Rights Object for the game.  The Rights Object is tied to the presence of Jo’s SIM so she can only play the game on the phone with her SIM in.  When she lends one of her phones to Bob, who puts his SIM in, the Rights Object cannot be used.

Scenario 18 – Basic (silent) auto-renewal of Right Objects

A Rights Object on Jo’s mobile phone expires.  Jo goes to play the associated DRM Content.  Instead of immediately notifying Jo that her Rights Object have expired, the DRM Agent on the phone first contacts to the DRM service provider to request renewal.  Only if the Content Provider refuses does the DRM Agent alert Jo that she needs to go and re-acquire Rights Object.

Scenario 19 – Redirection to Rights Issuers from Content Provider 

Jo’s Rights Object have expired.  Jo’s mobile Devices attempted to acquire Rights Object from the Content Provider.  The Content Provider refuses but returns a message stating that Rights Object can be bought from a named (set of) alternative Rights Issuers.  Jo can select the link to initiate a browser connection to one of the Rights Issuers.  Jo re-purchases the Rights Object.  The chosen Rights Issuer updates the Content Provider of the newly acquired Rights Object.

Scenario 20 – Hacked DRM Solution

OMA DRM solution becomes a very widely adopted DRM standard, and hence becomes the focus of attention for an attempt at cracking the cryptographic implementation.

The Rights Issuer identifies that the Device is insecure, notifies Jo and adds the Device identity (DRM agent, SW version, Device equipment number…) to a black list for DRM Content download. 

Scenario 21 –Operation with Varying Cryptographic Strengths

Jo is using a Device which is legally prohibited from using the highest strength ciphers supported by OMA DRM.  Content Providers and Rights Issuers are able to discover which ciphers are supported by Jo's Device before sending encrypted data to it.

Scenario 22 – Metered Subscription

A Metered Subscription is a subscription service where the Device returns detailed usage information to the RI for the purpose of Royalty collection. Information has to include the number of times that a specific Media Object has been consumed.

In order to access a wide variety of premium content Jo subscribe to a Metered Subscrtiption service. Once subscribed Jo has access to any content item in the subscription catalogue (while the subscription is still valid). If the content item is metered the rendering action (play, display, execute, print) and number of plays, time rendered or other consumption parameters are recorded by the DRM Agent within the Device. Towards the end of the subscription period the aggregated metering usage information is reported back to the RI by the DRM agent. 
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