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1 Reason for Change

In DRM 2.2, the DRM system supports the advertisements. Description of some entities in the DRM should be changed. So the purpose of this CR is to add some changes in the relation session.
2 Impact on Backward Compatibility

None 

3 Impact on Other Specifications

None 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Implement the requested changes

6 Detailed Change Proposal

Change 1:  Change the session 4.1 as follows
5.1 Actors and Functional Entities

An actor is defined here as an external entity involved in carrying out use cases. There exist a large number of possible actors in a DRM system. Examples range from content owners, content developers and content distributors, via network service providers and billing service providers, to manufacturers of network equipment and devices, and finally consumers of content. Depending on deployment scenario, different actors can play different roles in the system. 

In the OMA DRM architecture, functional entities are used to embody specific roles in the DRM system. This makes it possible to decompose the tasks involved in digital rights management, separately from what actors perform each task in a certain deployment. 

The functional entities are logical and need not represent physical network nodes (servers, etc). Depending on configuration, different functional entities may be implemented by the same or different physical nodes, and be operated by the same or different actors. Different deployments may incorporate some or all of the functional entities depending on the required functionality in each deployment setting. 

From the point of view of digital rights management, the following functional entities have been identified in the architecture:

· DRM Agent

A DRM Agent embodies a trusted entity in a Device. This trusted entity is responsible for enforcing permissions and constraints associated with DRM Content, controlling access to DRM Content, etc. 
· Content Issuer

The content issuer is an entity that delivers DRM Content and the advertisement. OMA DRM defines the format of DRM Content delivered to DRM Agents, and the way DRM Content and the advertisement can be transported from a content issuer to a DRM Agent using different transport mechanisms. The advertisement can be delivered with DRM together or separately. The content issuer may do the actual packaging of DRM Content itself, or it may receive pre-packaged content from some other source.

· Rights Issuer

The Rights Issuer is an entity that assigns permissions and constraints to DRM Content, and generates Rights Objects. A Rights Object is an XML document expressing permissions and constraints associated with a piece of DRM Content. Rights Objects govern how DRM Content may be used – DRM Content cannot be used without an associated Rights Object, and may only be used as specified by the Rights Object.
In DRM 2.2, Rights Issuer can assign permissions and constraints to the DRM Content based on the selection of advertisement content that must be played out by the Device to enable access to this DRM Content. It can also collect the Metering Information of the advertisements playout in order to support various advertisment-based subscription models.

Note that the RI implementing advertisement management functionality may be different from the RI managing Rights for normal DRM Content.

· User

A user is the human user of DRM Content. Users can only access DRM Content through a DRM Agent.

· Off-device Storage

DRM Content is inherently secure, and may be stored by users off-device - for example in a network store, a PC, on removable media or similar. This may be used for backup purposes, to free up memory in a Device, and so on. Similarly, Rights Objects that only contain stateless permissions may be stored off-device.
Change 2:  Change session 4.2 as follows
5.1 Functional Architecture
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Figure 1: Functional architecture.

Before content is delivered, it is packaged to protect it from unauthorized access. A content issuer delivers DRM Content and advertisement, the advertisement can be delivered with DRM together or separately. The advertisements are played out before, in between or as part of rendering the DRM Content. A rights issuer generates a Rights Object. The content issuer and rights issuer embody roles in the system. Depending on deployment they may be provided by the same or different actors, and implemented by the same or different network nodes. For example, in one deployment, content owners may pre-package DRM Content, which is then distributed by a content distributor acting as both content issuer and rights issuer. 

A Rights Object governs how DRM Content may be used. It is an XML document specifying permissions and constraints associated with a piece of DRM Content. DRM Content cannot be used without an associated Rights Object, and may only be used according to the permissions and constraints specified in a Rights Object. 

OMA DRM makes a logical separation of DRM Content from Rights Objects. DRM Content and Rights Objects may be requested separately or together, and they may be delivered separately or at the same time. For example, a user can select a piece of content, pay for it, and receive DRM Content and a Rights Object in the same transaction. Later, if the Rights Object expires, the user can go back and acquire a new Rights Object, without having to download the DRM Content again. 

Rights Objects associated with DRM Content have to be enforced at the point of consumption. This is modelled in the OMA DRM specifications by the introduction of a DRM Agent. The DRM Agent embodies a trusted component of a Device, responsible for enforcing permissions and constraints for DRM Content on the Device, controlling access to DRM Content on the Device, and so on. 

A Rights Object is cryptographically bound to a specific DRM Agent, so only that DRM Agent can access it. DRM Content can only be accessed with a valid Rights Object, and so can be freely distributed. This enables, for example, superdistribution, as users can freely pass DRM Content between them. To access DRM Content on the new Device, a new Rights Object has to be requested and delivered to a DRM Agent on that Device.

If rights issuers support it, a Rights Object may optionally be bound to a group of DRM Agents. This is known in the OMA DRM specifications as a Domain. DRM Content and Rights Objects distributed to a domain can be shared and accessed off-line on all DRM Agents belonging to that domain. For example, a user may purchase DRM Content for use on both her phone and her PDA. 
If the DRM Agent play out the relation advertisement, the users can download the DRM content freely or cheaper. For example, a user may purchase DRM content freely, as long as he played out the advertisement 3 times.
The OMA DRM specifications define the format and the protection mechanism for DRM Content, the format (expression language) and the protection mechanism for the Rights Object, and the security model for management of encryption keys. The OMA DRM specifications also define how DRM Content and Rights Objects may be transported to Devices using a range of transport mechanisms, including pull (HTTP Pull, OMA Download), push (WAP Push, MMS) and streaming. Any interaction between network entities, e.g. between rights issuer and content issuer, is out of scope.
The DRM Agent is applicable on the PC, Mobile or Cable terminals. And the DRM Content can be of various types of formats in the applications. 
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