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1 Reason for Change

This change request proposes technical solution for one of the advertisement management scenarios. The addressed use case includes enforced playout of advertisement content before normal (non-advertisement) content can be played.
Change 1-2: The new element <playout> is added under requirements model to indicate that a specific content (e.g. advertisement) must be played before the associated (parent) permission can be obtained. The specific content is reffered using elements defined in the agreement and context models. Rights for accessing this content can be specified in the same <rights> element or defined separately.

It is possible to include several references to a specific content within the <playout> element.

Change 3-4: The new child element <enforcement-duration> of <playout> element is added to specify some of the playout enforcement rules. First of all, it shall be possible to indicate how long the specific content is to be shown to the user (change 3). Given that the DRM Agent will be aware of the minimum time that must elapse before parent permission can be granted. Then it is also necessary to specify that prior to the completion of specific content playout, a new attempt to obtain parent permission shall be made by the requestor (e.g. media player, change 4). This will enable tracking of the continuous playout of advertisements. 
Change 5: Example is added in the appendix section.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Add new element <playout> under requirements model (section 5.5.1)
5.5.1 Element <requirement>

	Element
	<!ELEMENT o-ex:requirement (o-dd:tracked?, o-dd:playout?)>

	Semantics
	The <requirements> element contains optional <tracked> and <playout> elements.

Requirements are associated with one permission element at a time. For a permission to be granted all its requirements MUST be fulfilled. If a requirement is not understood or cannot be enforced by the consuming Device the associated permission is invalid and MUST NOT be granted. 

If present, a <requirement> element SHOULD contain the <tracked> element. 
If a <requirement> element does not contain any element, it does not require any specific pre-condition to be fulfilled.

The <requirement> element MUST only be present as a child element to other permission elements such as <play> and <display>, it MUST NOT be present as a top-level requirement.  If a DRM Agent receives an RO with a top-level requirement it MUST ignore this requirement. 


Change 2:  Add <playout> element definition in new section 5.5.3
5.5.2 Element <playout>
	Element
	<!ELEMENT o-dd:playout (o-dd:enforcement-duration, o-ex:asset+)>

	Semantics
	The <playout> elements indicates that a specific DRM content (e.g. advertisement content) MUST be played before its parent permission can be excercised.
It contains mandatory <enforcement-duration> element.

The <asset> elements specified within the <playout> element allow linking of this requirement to the DRM content that must be played.

It is possible to link <playout> element and its sibling elements to DRM Content referenced by <asset> elements contained in an <agreement> element. The link is established through the use of the “id” and ”idref” attributes specified in sections 5.2.2.1 and 5.2.2.2.


Change 3:  Add <enforcement-period> element definition in new section 5.5.3.1

5.5.2.1 Element <enforcement-duration>

	Element
	<!ELEMENT o-dd:enforcement-duration (#PCDATA)>

	Semantics
	The <enforcement-duration> element specifies the number of seconds associated content MUST be played.


Change 4:  Add “grace-time” attribute definition in new section 5.5.3.1.3

5.5.2.1.1 Attribute <grace-time>

	Element
	<!ATTLIST o-dd:enforcement-duration o-dd:grace-time CDATA #REQUIRED>

	Semantics
	The attribute contains a positive integer value. It specifies the minimum period of time (in seconds) before enforcement-duration ends, when a new request to obtain parent permission SHALL be made by the Device. If the request is not made, associated permission MUST NOT be granted.


Change 5:  Add example Rights in appendix C.10

C.10 Example – Mandating playout of advertisements

The rights depicted in this example show how to mandate playout of advertisments before normal (non-advertisement) content can be played.

<o-ex:rights

 xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"

 xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"

 xmlns:oma-dd="http://www.openmobilealliance.com/oma-dd"

 xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

 xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"

 o-ex:id="example.1">

 <o-ex:context>

  <o-dd:version>2.2</o-dd:version>

  <o-dd:uid>RightsObjectID</o-dd:uid>

 </o-ex:context>

 <o-ex:agreement>

  <o-ex:asset o-ex:id=”Normal Content”>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>
     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>
  <o-ex:asset o-ex:id=”Advertisement Content”>

   <o-ex:context>

    <o-dd:uid>ContentID</o-dd:uid>

   </o-ex:context>

   <o-ex:digest>

    <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/>

    <ds:DigestValue>DCFHash</ds:DigestValue>

   </o-ex:digest>

   <ds:KeyInfo>

    <xenc:EncryptedKey>

     <xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/>
     <ds:KeyInfo>
      <ds:RetrievalMethod URI="REKReference"/>
     </ds:KeyInfo>
     <xenc:CipherData>

      <xenc:CipherValue>EncryptedCEK</xenc:CipherValue>

     </xenc:CipherData>

    </xenc:EncryptedKey>

   </ds:KeyInfo>

  </o-ex:asset>

  <o-ex:permission>
   <o-ex:asset o-ex:idref=”Normal Content”/>
   <o-dd:play>
     <o-ex:requirement>

       <o-dd:playout>

         <o-ex:asset o-ex:idref=”Advertisement Content”/>

         <o-dd:enforcement-duration oma-dd:grace-time=10>180</o-dd:enforcement-duration>
       </o-dd:playout>

     </o-ex:requirement>
   </o-dd:play>
  </o-ex:permission>

 </o-ex:agreement>

</o-ex:rights>
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