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1 Reason for Change

This CR along with CR0148 proposes technical solution to address the following DRM 2.2 requirements:

	REQ-STREAM-7
	It SHALL be possible for the RI to restrict access of the Device to an arbitrary chunk of DRM protected multicast media stream.
	DRM 2.2

	REQ-STREAM-8
	It SHALL be possible to protect the confidentiality of a single multicast media stream with multiple encryption keys that are changed sequentially.
	DRM 2.2


This CR specifies how group key material and its associated parameters are provisioned to the DRM Agent using Rights.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Modify section 5.2.2 as follows
5.8.3 Element <asset>

	Element
	<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?, o-ex:multicastConfData)>

	Semantics
	The <asset> element specifies the identity of the DRM Content governed by the containing <agreement> element via the <context> child element.

The optional <inherit> element instructs the DRM Agent to apply the rights from the inherited Rights Object, specified in the <inherit> element context, to this asset. Note that the <KeyInfo> element SHOULD be omitted if the Rights Object functions as a parent Rights Object in the inheritance case.

The optional <digest> element provides integrity protection for the reference to the DRM Content.

The optional <KeyInfo> element provides the functionality to access the DRM content if granted the rights to do so.
The option <multicastConfData> element provides functionality to access the multicast DRM content that is protected with the multicast key management mechanism specified in section 5.8.3.
The <asset> element enables expression linking via its “id” and “idref” attributes. This enables reuse of Permissions defined for one asset, for other assets inside the same Rights Object. When the <asset> element is contained in a <permission> element, it MUST contain an “idref” attribute, and MUST be empty, i.e., all its optional child elements MUST be omitted.




Change 2:  Add new section 5.8.3

5.8.4 Multicast Content Confidentiality

This section extends key management schema described in section 5.8.1 to support variety of multicast content protection mechanisms (not limited to PDCF).

Multicast DRM content is typically encrypted with multiple encryption keys, called Traffic Encryption Keys (TEKs) that are changed sequentially. Lifetime of a single TEK may span from hundreds of milliseconds to several hours. 

In OMA DRM, TEKs are generated from secret seed values – KSP or AVP (see section 7.4 and 7.5 of [DRM-v2.2]). KSP or AVP MUST be delivered and protected within the Rights as defined for CEK but with the following adaptation:

· Key material to be encrypted is a concatenation of seed values and MAY contain more that one seed pair (e.g. for encryption and authentication keys).

· The corresponding configuration data is delivered in the <multicastConfData> element defined below.
5.8.4.1 Element <multicastConfData>

	Element
	<!ELEMENT o-ex:multicastConfData (#PCDATA)>

	Semantics
	The <multicastConfData> element contains the base64 encoded value of the configuration data that enables generation and use of TEKs. Encoding of this data is defined in section 7.4 of [DRM-v2.2].
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