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1 Reason for Change

This change request proposes IEC 62455 ECM as a means of carrying encryption key material in MPEG2DCF. This method is widely accepted by other standards bodies (e.g. DVB and Marlin DRM).
R01: Minor editorial fix in change 1.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Change section 8.2.4.1
8.2.4.1 Key Stream Message ECM 


Key Stream Message (KSM) defined in section 7.2 of [IEC62455] SHALL be used to carry MPEG2DCF encryption key material. KSM MUST be carried in MPEG2DCF KSM section defined in Table X1
.
Table X1 
– MPEG2DCF KSM_section

	Syntax
	No. of bits
	Mnemonic
	Value

	MPEG2DCF_KSM_section() {
	
	
	

	
table_id
	8
	uimsbf
	0x80 or 0x81

	
section_syntax_indicator
	1
	bslbf
	0

	
OMA_reserved
	1
	bslbf
	

	
MPEG2_reserved
	2
	bslbf
	

	
section_length

for (i=0; i<N; i++) {
	12
	uimsbf
	

	

ksm_data_byte

}
	8
	uimsbf
	

	}
	
	
	


table_id, identifies the section as MPEG2DCF KSM.

section_syntax_indicator, set to 0 to signal the use of the short section header ([ISO/IEC 13818-1], section 2.4.4.11).
OMA_reserved, bit reserved for future use by OMA. 

MPEG2_reserved, bits reserved by [ISO/IEC 13818-1]. 

section_length, specifies number of bytes that follow the section_length field up to the end of the section.

ksm_data_byte, KSM defined in section 7.2 of [IEC62455] with the restrictions defined below.
The following restrictions SHALL apply to IEC 622455 KSM:
· traffic protection protocol SHALL be set to KSM_ALGO_MPEG2DCF_TS_CRYPT defined in this specification
· semantics of KSM_ALGO_MPEG2DCF_TS_CRYPT is identical to the KSM_ALGO_MPEG2_TS_CRYPT defined in [IEC62455]

· value of the KSM_ALGO_MPEG2_TS_CRYPT MUST be ‘7’ if this specification is implemented

· value of the KSM_ALGO_MPEG2DCF_TS_CRYPT MUST be ‘10’
· the syntax of KSM_ALGO_MPEG2DCF_TS_CRYPT specific fields defined in Table X2
 SHALL be used
· traffic_authentication_flag is set to KSM_FLAG_FALSE
· two kinds of encryption algorithms are supported in MPEG2DCF: 128bits AES and 64bit DVB-CSA (see below)
· encrypted_traffic_key_material_length is set to 16 (128bits)

· permissions_flag is set to 0

· access_criteria_descriptor loop MAY contain an access criteria descriptors, however the DRM Agent MAY ignore them. If any of the semantics of an available access criteria descriptor overlap with one or more permissions or constraints defined in [DRMREL-v2.2], this access criteria descriptor SHALL be ignored by the DRM Agent.
Table X2
 – Syntax of KSM_ALGO_MPEG2DCF_TS_CRYPT specific fields of IEC 62455 KSM
	Syntax
	No. of bits
	Mnemonic

	if (traffic_protection_protocol == KSM_ALGO_MPEG2DCF_TS_CRYPT) {
	
	

	

content_key_index
	4
	uimsbf

	

odd_even_flag
	1
	bslbf

	

cipher mode
	3
	uimsbf

	

reserved_for_future_use
	8
	bslbf

	

if (cipher_mode == 0x1) {



initial_vector_length



initial_vector


    if (next_traffic_key_flag == KSM_FLAG_TRUE) {
	8
8*initial_vector_length
	uimsbf
bslbf

	



next_initial_vector



}
	8*initial_vector_length
	bslbf

	}
	
	


The semantics of the above attributes is defined in [IEC62455], however the values of the attributes are set as follows:
For 128bit AES encryption (if selected)
content_key_index, set to ‘0x5’.
cipher_mode, set to 0x1 (CBC mode).
initial_vector_length, set to 16 (128bits).
initial_vector, carries initial encryption vector.
For 64bit DVB-CSA encryption (if selected):
content_key_index, set to ‘0x0’.

cipher_mode, set to 0x2 (CSA mode).
Change 2:  Add new normative reference in section 4.2

	[IEC62455]
	“Internet Protocol (IP) and Transport Stream (TS) based Service Access”, International Electrotechnical Commission, IEC 62455 ed1.0, June 2007
URL:http://www.iec.ch/


Change 3:  Fix section 8.2.4

8.2.4 Usage of Private Sections in MPEG2DCF
The following sub-sections specify ECM messages for usage in MPEG2DCF. ECMs are formatted as so-called private sections defined in [ISO/IEC 13818-1]. A stream of such private sections may be used to transport a number of logical data structures, called tables, with a certain frequency. Each ECM contributes to a certain table, as identified by the table identifier (table_id) field in the ECM. Allocation of table identifiers for use in MPEG2DCF is done in Table 28
.



	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Table 28 – Allocation of ECM table identifiers in MPEG2DCF
	Table_id
	Table description

	0x80
	Key Stream Message ECM

	0x81
	Key Stream Message ECM

	0x82
	ContentID ECM

	0x83
	Rights URL ECM

	0x84
	Textual headers ECM

	0x85
	Extended headers ECM
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