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1 Reason for Change

This CR proposes some editorial additions for current DRM2.2 TS in section 3 and 4.
R1：some editorial changes.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

Huawei recommends that the DRM group approve this CR.

5 Detailed Change Proposal

Change 1:  Change  Section  3.2, 3.3  as follows:
3.2 Definitions
	Advertisement

Backup/Remote Storage
	Media Object of advertisement nature (e.g. video commercial) which is treated and processed equally to the general  Media Objects as defined by this specification. Essentially, Advertisement is consumed according to a set of Permissions in a Rights Object, i.e. it is represented as DRM Content in the scope of OMA DRM.
Transferring Rights Objects and Content Objects to another location with the intention of transferring them back to the original Device.

	Billing Service Provider
	The entity responsible for collecting payment from a User.

	Combined Delivery
	A Release 1 method for delivering DRM Content and Rights Object.  The Rights Object and DRM Content are delivered together in a single entity, the DRM Message.

	Composite Object
	A content object that contains one or more Media Objects by means of inclusion.

	Confidentiality
	The property that information is not made available or disclosed to unauthorised individuals, entities or processes. (From [ISO 7498-2])

	Connected Device
	A Connected Device is a Device that is capable of directly connecting to a Rights Issuer using an appropriate protocol over an appropriate transport/network layer interface. E,g, HTTP over TCP-IP.

	Content
	One or more Media Objects

	Content Issuer
	The entity making content available to the DRM Agent in a Device.

	Content Provider
	An entity that is either a Content Issuer or a Rights Issuer.

	Content subscription
	A subscription that a User has with a Content Provider for the purposes of paying for DRM Content purchased from that Content Provider and played on a Users Device. 

	Device
	A Device is the entity (hardware/software or combination thereof) within a user-equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.

In the case where functionality is specific to either Connected Devices or Unconnected Devices the explicit terminology (i.e. Unconnected Device or Connected Device) will be used, in all other cases the term Device generically applies to both Connected Devices and Unconnected Devices.

	Device Revocation
	The process of an RI indicating that a Device is no longer trusted to acquire ROs.

	Device Rights Object
	An RO dedicated for a particular Device by means of the Device Public Key.

	Disabled Rights Object
	A Rights Object that is indicated as unusable.

	Domain
	A set of Devices, which are able to share Domain Rights Objects. Devices in a Domain share a Domain Key. A Domain is defined and managed by an RI.

	Domain baseID
	The first (leading) characters that precede the Domain Generation Counter in the Domain Identifier.

	Domain Consume Expiry Time
	An absolute time after which the Device is not allowed to consume ROs for this Domain. 

	Domain Context
	The Domain Context consists of information necessary for the Device to install Domain Rights Objects, such as Domain Key, Domain Identifier and Expiry Time. 

	Domain Context Expiry Time
	An absolute time after which the Device is not allowed to install ROs for this Domain. Usage of ROs installed before the expiry time are not affected by the expiry.

	Domain Generation
	A Counter reflecting the number of times the Domain has been upgraded. The Domain Generation is a part of the Domain Identifier (the last three digits).

	Domain Identifier
	A unique string identifier of the Domain Key

	Domain Key
	A 128 bit symmetric cipher key

	Domain Revocation
	The process of an RI indicating that a Domain Key is not trusted for protection of Domain ROs.

	Domain Rights Object
	An RO that is dedicated to Devices in a particular Domain by means of a Domain Key.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device.

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object. 

	DRM Message
	An OMA DRM Release 1 term defined in [DRM]

	DRM Time
	A secure, non user-changeable time source. The DRM Time is measured in the UTC time scale.

	Enforced Advertising


	The mechanism on advertisement content to be enforced for rendering according to the rules contained in RO or DCF.

	Enabled Rights Object
	A Rights Object that is indicated as usable.

	Forward Lock
	An OMA DRM Release 1 term defined in [DRM]

	Hash Chains
	A Method of derivation of Domain Keys of different Domain Generations.

	Integrity
	The property that data has not been altered or destroyed in an unauthorised manner. (ISO 7498-2 )

	Join Domain
	The process of an RI including a Device in a Domain.

	Leave (De-Join) Domain
	The process of an RI excluding a non-revoked Device from a Domain.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

	Metered Content
	When DRM Content is accessed via an RO that contains the <tracked> element, the content is said to be Metered Content.

	Metering
	Recording of usage information (the number of times that the associated DRM Content has been consumed and the accumulated usage time) upon consumption of an RO which contains the <tracked> element. Metering enables a Rights Issuer to collect usage information from Devices for the purpose of royalty collection.

	Metering Information
	The information that is recorded for purposes of Metering

	Metering Report
	A generic term used to refer to the report containing aggregated Metering Information.  This may be used to refer to the Raw Metering Report or the XML encoded content of the <meteringReport> element of a ROAP-MeteringReportSubmit message.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content (From [ODRL]

	Play
	To create a transient, perceivable rendition of a resource (From [MPEG21 RDD])

	Raw Metering Report
	Metering Information in the ABNF format as defined in section 11.4.

	Restore
	Transferring the DRM Content and/or Rights Objects from an external location back to the Device from which they were backed up.

	Revoke
	Process of declaring a Device or Rights Issuer certificate as invalid.

	RI Context
	RI Context (Rights Issuer Context) consists of information that was negotiated with a given Rights Issuer, during the 4-pass Registration Protocol such as RI ID, RI certificate chain, version, algorithms and other information. This RI Context is necessary for a Device to successfully participate in all the protocols of the ROAP suite, except the Registration Protocol.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM Conformant Devices.

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content. 

	Rights Object Acquisition Protocol (ROAP)
	A protocol defined within this specification. This protocol enables Devices to request and acquire Rights Objects from a Rights Issuer.

	Rights Object Installation Confirmation
	Installation Confirmation occurs when the Device informs the RI from whom it received ROs of the success or failure of its attempts to install those ROs.

	ROAP Trigger
	An XML document including a URL that, when received by the Device, initiates the ROAP.

	ROAP URL
	A URL according to [RFC2396] that is specifically used by a Device for exchanging ROAP PDU’s with a Rights Issuer.

	Separate Delivery
	A Release 1 term defined in DRM

	Stateful Rights
	Stateful Rights are Rights Objects for which the Device has to explicitly maintain state information, so that the constraints and permissions expressed in the RO can be enforced correctly. An RO containing any of the following constraints is considered Stateful Rights: <interval>, <count>, <timed-count>, or <accumulated>. Additionally an RO with <export> permission and mode attribute of "move" is Stateful Rights.

	Stateless Rights
	Stateless Rights are Rights Objects for which the Device does not have to maintain state information. 

	Superdistribution
	A mechanism that (1) allows a User to distribute DRM Content to other Devices through potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for the superdistributed DRM Content.

	Unconnected Device
	An Unconnected Device is a Device that is capable of connecting to a Rights Issuer via a Connected Device using an appropriate protocol over a local connectivity technology. E.g. OBEX over IrDA, Bluetooth or USB.  An Unconnected Device may support DRM Time.

	User
	The human user of a Device.  The User does not necessarily own the Device.

	Well-intentioned Attempt
	A “well-intentioned attempt” means that a Device attempted to send a message under circumstances where the network connection is known (to the extent possible) to be present. If there is no network connection present then an attempt to send a message should not be regarded as well-intentioned.


3.3 Abbreviations

	3GPP
	3rd Generation Partnership Project

	3GPP PSS
	3rd Generation Partnership Project Packet-switched Streaming Service

	CA
	Certification Authority

	CBC
	Cipher Block Chaining

	CEK
	Content Encryption Key

	CI
	Content Issuer

	DCF
	DRM Content Format 

	DD
	Download Descriptor 

	DER
	Distinguished Encoding Rules

	DRM
	Digital Rights Management

	GUID
	Globally Unique Identifier

	HTTP
	HyperText Transfer Protocol

	IMSI
	International Mobile Subscriber Identity

	ISO
	International Standards Organisation

	LAN
	Local Area Network

	MAC
	Message Authentication Code

	ME
	Mobile Equipment

	MMS
	Multimedia Messaging Service

	MPEG
MPEG2DCF

	Moving Picture Expert Group
MPEG-2 Transport Stream DRM Content Format

	OCSP
	Online Certificate Status Protocol

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority (see http://www.openmobilealliance.org/tech/omna/index.htm) 

	OTA
	Over The Air (i.e. transfer over a wireless connection)

	PC
	Personal Computer

	PDA
	Personal Digital Assistant

	PDCF
	Packetized DRM Content Format

	PDU
	Protocol Data Unit

	PKC
	Public Key Certificate

	PKC-ID
	PKC Identifier: the hash of the Public Key Certificate

	PKI
	Public Key Infrastructure

	PSS
	Packet-Switched Streaming Service (see [3GPP PSS])

	REK
	Rights Object Encryption Key

	REL
	Rights Expression Language

	RFC
	Request For Comments

	RI
	Rights Issuer

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSA
	Rivest-Shamir-Adelman public key algorithm

	RSA-PSS
	RSA Probabilistic Signature Scheme (see [PKCS-1])

	SCR
	Static Conformance Requirement

	SHA-1
	Secure Hash Algorithm

	SIM
	Subscriber Identity Module

	SMIL
	Synchronised Multimedia Integration Language

	SMS
	Short Messaging Service

	TLS
	Transport Layer Security 

	UA
	User Agent

	URI
	Uniform Resource Indicator

	URL
	Uniform Resource Locator

	USIM
	Universal Subscriber Identity Module

	UTC
	Coordinated Universal Time

	WIM
	Wireless Identity Module

	WLAN
	Wireless Local Area Network


Change 2:  Change  Section  4.4  as follows:
4.4 Version 2.2


OMA DRM v2.2 has been developed as a result of market feedback. The main differences between OMA DRM v2.2 and OMA DRM v2.1 are the addition of the new features, including:

· Advertisement management that provides support for various advertisement-based content acquisition and consumption models (see [DRMARCH-v2.2]) and incorporates the following functionality:
· Enforced Advertising, a mechanism to enforce mandatory rendering of Advertisements while normal content is consumed. The advertisement content can be delivered along with the normal DRM content or separately from the advertising source. The rules of enforced rendering are contained either in the RO (see [DRMREL-v2.2]) or in DCF (see [DRMDCF-v2.2]).  
· Extension of metering for advertising, that specifies the metrics for advertisement content that can be collected and reported to the RI.
· Key management extension for multicast streaming protection support (see section 7.4).
· OMA DRM protection of MPEG2 Transport Streams as defined in [DRMDCF-v2.2].
· Extended support of games and executables as defined in [DRMREL-v2.2] 
The DRM 2.2 features have minimum impact on the DRM 2.1 architecture and are defined in a backward compatible manner. 
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