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1 Reason for Change

This section need to be updated given other changes in the specification. It should use the normative language. In addition, there is no need in user defined scrambling control bits. Values assigned by DVB are commonly used.
Please note, that the actual changes in this CR are minimal.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Modify section 8.2.2 as follows
8.2.2 MPEG-2 transport stream scrambling

[ISO/IEC 13818-1] enables two ways to protect a stream: “Transport Stream level scrambling” and “PES level scrambling”.
MPEG-2 transport stream packets consist of a 4-byte header and a 184 byte data field. The data field can be subdivided between an adaptation field and a payload field. Depending on the size of the adaptation field, the length of the payload varies between 1 and 184 bytes. If TS level scrambling is used, only the payload of the transport stream packet is scrambled.
The MPEG2 PES packet consists of a PES header indicating among other things a variable length PES packet data block that follows the header bytes. The PES packet data block is carrying the payload. If PES level scrambling is used, only the payload is scrambled.
Independent of TS or PES level descrambling, the descrambler SHALL use content keys for descrambling scrambled (TS or PES) packets and the keys MAY be changed regularly. An encrypted traffic key is extracted from a key stream message defined in section 8.2.4.1.
Change 2:  Modify section 8.2.2.1 as follows

8.2.2.1 Transport Stream level scrambling

To protect network broadcasts the broadcaster MAY "scramble" (a.k.a. encrypt) the transport stream (a.k.a. TS). In this case, scrambling takes place after multiplexing the payload of the transport packet. The receiving Device will have to "descramble" (a.k.a. decrypt) the TS so the audio and/or video and/or data parts can be consumed. This is typically done with a piece of hardware called the "descrambler". The descrambler is controlled by the Transport Stream Control (a.k.a. TSC) bits in the TS packet. These bits MUST be encoded as defined in Table 1. Limitations to TS level scrambling SHALL adhere to [ISO/IEC 13818-1].
Table 1– Definition of transport_scrambling_control bits
	· Transport Stream Control bits
	· Description

	00
	No descrambling (content not encrypted).

	01
	Reserved for use by broadcast applications

	10
	Scrambling by the EVEN content key

	11
	Scrambling by the ODD content key


The encryption algorithms used SHALL be 128bit AES-CBC and 64bit DVB-CSA as described in section 8.2.4.1
.
Change 3:  Remove section 8.2.2.1.1
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Change 4:  Modify section 8.2.2.2 as follows

8.2.2.2 PES level scrambling

Instead of scrambling all the content at the TS level, one or more of the packetized elementary streams (a.k.a. PES) MAY be scrambled. In this case, scrambling generally takes place at the source, before multiplexing. The descrambler is controlled by the 2 bit PES scrambling control field in the PES packet header. These bits MUST be encoded as defined in Table 2. Limitations to PES level scrambling SHALL adhere to [ISO/IEC 13818-1].
Table 2 – Definition of PES_scrambling_control field bits

	PES_scrambling_control field
	· Description

	00
	No descrambling (content not encrypted).

	01
	No descrambling.

	10
	Scrambling by the EVEN content key

	11
	Scrambling by the ODD content key


Change 5:  Remove section 8.2.2.2.
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Change 6:  Add section 8.2.2.3.

8.2.2.3 Descrambling MPEG-2 content (Informative)
There are two possible descrambler implementations: single key and dual key descramblers. 

· Single key descramblers have one register to store a descrambler key. To change the key they have to overwrite the key in the register. This cannot be done when the descrambler is in the middle of descrambling a packet. Therefore, the broadcaster usually alternates the scrambled transmission by transmitting packets in the clear a short interval (mostly 1 second). The descrambler’s register is then updated with the new key. After the clear interval expires, the broadcaster sends TS packet that are scrambled with the new key. This cycle can repeat itself endlessly.

· Dual key descramblers have two registers so they can store two keys: the first register can contain the key the descrambler is currently using and the second register can be updated with a new key for the next keying period. To distinguish the registers they are identified as the odd and even key register. The TSC bit in the TS packet indicates if the descrambler needs to use the key in the odd or even key register in order to descramble the TS packet and flips to corresponding register when necessary.
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Figure 1 – Single key vs. dual key TS over time

The odd_even_flag in Key Stream Message ECM (see section 8.2.4.1
) signals which content key is delivered. Because of the aforementioned behaviour, Table 3
, applies.

Table 3 – Descrambling possibility matrix

	· 
	· Single key descrambler
	· Dual key descrambler

	Single key TS
	De facto
	Possible a)

	Dual key TS
	Impossible b)
	De facto

	a) TSC bits in single key TS will be stationary odd or even. Two solutions possible:

1) detect TSC status and put key in correct register, or

2) put the existing key in both the odd and even register at the same time.

b) There is one second in the clear in dual key TS to change the key.














�Editor to make this link dynamic.


�Editor to make this link dynamic.


�Editor to make thi link dynamic.





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20090101-I]

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 3 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20090101-I]

_1242462992.vsd
clear


1s


Scrambled 
(using key A in odd register)


Scrambled 
(using key A)


X s


X s


clear


1s


Scrambled 
(using key B in even register)


Scrambled 
(using key B)


X s


X s


Scrambled 
(using key C in odd register)


X s


t


Dual key TS


Single key TS



