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1 Reason for Change

This CR resolves the following DRM v2.2 CONR comments:
	C007
	2010.11.15
	T
	5.4.4
	Source: Samsung Electronics 

Form: doc#0255 
Comment: The expected behavior of the DRM Agent and Rights Issuer should be described for the case of unsuccessful request.

Proposed Change: Provide clarifications. Also add new status code(s) in the response indicating error scenario(s).
	Status: OPEN

AP 1136: Youn-Sung to provide improvements on Ad Impression Data functionality.

	C008
	
	T
	5.4.4.1.1
	Source: Youn-Sung Chu, LGE 
Form: OMA-DRM-2010-0227
Comment: 

Advertisement Impression Data extension for RO Request message is introduced for Acquiring Rights for Enforced Advertisements. But the description for handling this extension was not clear.
Proposed Change:
The description for handling this extension should be added more clearly.
	Status: OPEN

Related to AP1136

	C026
	2010.11.15
	E
	21.2
	Source: Ericsson 

Form: doc#226

Comment: 

It’s unclear what this advertisement impression data is used for.

Proposed Change: 

Describe how the ad impression data is going to be used.
	Status: OPEN

Related to AP 1136

	C027
	2010.11.15
	T
	21.2
	Source: Samsung Electronics 

Form: doc#0255 
Comment: Before Ad Impression Data can be collected by the Device, it should be permitted by the Rights Issuer. First of all, RI may not trust a Device to handle Ad Impression Data. Secondly, there may be country regulations whether that kind of data can be collected.

Proposed Change: An indication in the Rights is required whether collecting Ad Impression Data is allowed or not.
	Status: OPEN

Related to AP 1136

	C028
	2010.11.15
	Q
	21.2
	Source: Samsung Electronics 

Form: doc#0255 
Comment: At the end, what is the difference between Ad Impression Data and Metering Data?

Proposed Change: If none, can we use only “Metering Data” term not to cause any confusion.
	Status: OPEN

Related to AP 1136

	C029
	2010.11.15
	T
	21.2
	Source: Youn-Sung Chu, LGE 
Form: OMA-DRM-2010-0227
Comment: 

The procedure for the Advertisement Impression Data is not clearly described in the section 21.2.
Proposed Change:
The clarification for the procedure is needed.
	Status: OPEN

Related to AP 1136

	C030
	2010.11.15
	T
	21.2
	Source: Youn-Sung Chu, LGE 
Form: OMA-DRM-2010-0227
Comment: 

The format for the Advertisement Impression Data is currently FFS. It needs more consideration.
Proposed Change:
More consideration on the format for the Advertisement Impression Data is needed.
	Status: OPEN

Related to AP 1136


2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Update the section 5.3.6
5.3.6 The Status type

The Status simple type enumerates all possible error messages.   

<simpleType name="Status">


<restriction base="string">



<enumeration value="Success"/>



<enumeration value=”Abort”/>



<enumeration value="NotSupported"/>



<enumeration value="AccessDenied"/>



<enumeration value="NotFound"/>



<enumeration value="MalformedRequest"/>



<enumeration value="UnknownCriticalExtension"/>



<enumeration value="UnsupportedVersion"/>



<enumeration value="UnsupportedAlgorithm"/>



<enumeration value="NoCertificateChain"/>



<enumeration value="InvalidCertificateChain"/>



<enumeration value="TrustedRootCertificateNotPresent"/>

                          <enumeration value=”SignatureError”/>



<enumeration value="DeviceTimeError"/>



<enumeration value="NotRegistered"/>



<enumeration value="InvalidDCFHash"/>



<enumeration value="InvalidDomain"/>



<enumeration value="DomainFull"/>



<enumeration value="DomainAccessDenied"/>



<enumeration value="RightsExpired"/>



<enumeration value=”TriggerExpiredOrInvalid”/>

<enumeration value="UnableToDecryptMeteringReport"/>

 

<enumeration value="UnableToValidateMeteringReportMAC"/>

<enumeration value="MalformedMeteringReport"/>

<enumeration value="UnknownUploadedRO"/>

<enumeration value="InvalidUploadedRO"/>


<enumeration value="UnableToDecryptAdvertisementImpressionData"/>



<enumeration value="UnableToValidateAdvertisementImpressionDataMAC"/>



<enumeration value="InconsistentAdvertisementImpressionData"/>


</restriction>

</simpleType>

Upon transmission or receipt of a message for which Status is not "Success", the default error handling, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

When possible, the Device SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section 5.3.5.

These error messages are valid in all ROAP-Response messages unless explicitly stated otherwise.

Abort indicates that the RI rejected the Device’s request for unspecified reasons.
NotSupported indicates that the Device made a request for a feature currently not supported by the RI.

AccessDenied indicates that the Device is not authorised to contact this RI.

NotFound indicates that the requested object was not found. This error is only valid in the ROAP-ROResponse message.

MalformedRequest indicates that the RI failed to parse the Device's request.

UnknownCriticalExtension indicates that a critical ROAP extension used by the Device was not supported or recognised by the RI.

UnsupportedVersion indicates that the Device used a ROAP protocol version not supported by the RI. This error is only valid in the ROAP-RIHello message and ROAP-IdentificationResponse message.

UnsupportedAlgorithm indicates that the Device suggested algorithms that are not supported by the RI (this error should not occur as long as all Devices and all RIs implement the mandatory algorithms, since any negotiation will successfully fall back on these). This error is only valid in the ROAP-RIHello message.

NoCertificateChain indicates that the RI could not verify the signature on a Device request due to not having access to the Device's certificate chain. This error is only valid in the following messages: ROAP-RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, ROAP-LeaveDomainResponse, ROAP-MeteringReportResponse and ROAP-ROUploadResponse.

InvalidCertificateChain indicates that the RI could not verify the signature on a Device request due to the certificate chain being invalid in some way (other than the absence of a trusted root certificate which could be used to verify the chain). This error is only valid in the following messages: ROAP-RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, ROAP-LeaveDomainResponse, ROAP-MeteringReportResponse and ROAP-ROUploadResponse.

TrustedRootCertificateNotPresent indicates that the RI could not verify the signature on a Device request due to the absence of a trusted root certificate which could be used to verify the chain. This error is only valid in the following messages: ROAP-RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, ROAP-LeaveDomainResponse, ROAP-MeteringReportResponse and ROAP-ROUploadResponse.

SignatureError indicates that the RI could not verify the Device's signature. This error is only valid in the following messages: ROAP-RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, ROAP-LeaveDomainResponse, ROAP-MeteringReportResponse and ROAP-ROUploadResponse.

DeviceTimeError indicates that a Device request was invalid due to the Device’s DRM Time being inaccurate as assessed by the Rights Issuer. This error is only valid in the following messages: ROAP-ROResponse, ROAP-JoinDomainResponse, ROAP-LeaveDomainResponse, ROAP-MeteringReportResponse and ROAP-ROUploadResponse. The Device SHOULD NOT perform the default error handling. Instead, the Device SHOULD initiate the 4-pass Registration protocol, using the same ROAP URL as from the ROAP Request that resulted in the error response. See also section 5.1.12. Upon successful completion of the 4-pass Registration protocol the Device SHOULD create and send a new instance of the original request (ROAP-RORequest, ROAP-JoinDomainRequest, ROAP-LeaveDomainRequest, ROAP-MeteringReponse or ROAP-ROUploadResponse) including the Device’s updated DRM Time, with all other parameters remaining the same as for the original request. If the Response message received after the resend of the original request contains a status attribute equal to “DeviceTimeError” or “NotRegistered”, the Device MUST handle this repeated error using the default error handling and MUST NOT again start a 4-pass Registration. If the Device is unable to successfully re-register with the RI then it SHOULD NOT resend the original request. The Device may have to obtain user consent to contact the RI, section 5.1.13 defines when explicit user consent is required.

NotRegistered indicates that the Device tried to contact an RI which does not have any registration information stored for the Device. This error is only valid in the following messages: ROAP-IdentificationResponse, ROAP-RIHello, ROAP-ROResponse, ROAP-ROConfirmResponse, ROAP-JoinDomainResponse, ROAP-LeaveDomainResponse , ROAP-MeteringReportResponse and ROAP-ROUploadResponse. 

If as part of responding to an Identification Trigger a Device receives an IdentificationResponse message with the status attribute equal to “NotRegistered” the Device SHOULD NOT initiate a 4-pass Registration protocol, but SHOULD perform the default error handling. In case of a ROAP-LeaveDomainResponse with the status attribute equal to "NotRegistered", the Device SHOULD NOT initiate the 4-pass Registration protocol, but SHOULD perform the default error handling.

For all other cases, when the Device receives a message with the status attribute equal to "NotRegistered", itSHOULD initiate the 4-pass Registration protocol, using the same ROAP URL as from the ROAP Request that resulted in the error response. See also section 5.1.12. Upon successful completion of the 4-pass Registration protocol the Device SHOULD create and send a new instance of the original request (ROAP-RORequest, ROAP-JoinDomainRequest, ROAP-LeaveDomainRequest , MeteringReportResponse or ROAP-ROUploadResponse) including the Device’s updated DRM Time, with all other parameters remaining the same as for the original request. If the Response message received after the resend of the original request contains a status attribute equal to “DeviceTimeError” or “NotRegistered”, the Device MUST handle this repeated error using the default error handling and MUST NOT again start a 4-pass Registration.The Device may have to obtain user consent to contact the RI, section 5.1.13 defines when explicit user consent is required.

InvalidDCFHash is sent when the RI detects an incorrect DCF hash value in a ROAP-RORequest message. This error is only valid in the ROAP- ROResponse message.

InvalidDomain indicates that the request was invalid due to an unrecognised Domain Identifier. This error is only valid in the following messages: ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse.

DomainFull indicates that no more Devices are allowed to join the Domain. This error is only valid in the ROAP-JoinDomainResponse message.

DomainAccessDenied indicates that the Rights Issuer does not allow the Device access to the Domain, or the Device identifier can not be authorised without more information. This error is only valid in the ROAP-JoinDomainResponse message.

RightsExpired indicates that the requested rights are no longer available (for this Device). It is only valid in a ROAP-RO-Response message. This response code indicates to the Device that it SHOULD NOT make further attempts to acquire these rights. If the session was initiated by a HTTP GET to a DCF Preview rights URL or a DCF Silent rights URL the DRM Agent SHOULD NOT attempt further requests to the initiating URL (for the current media object). The results of any implicit ROAP transactions MUST remain in effect. The Device MAY ignore this status code.
TriggerExpiredOrInvalid indicates that the ROAP Trigger, from which a ROAP session is initiated by the Device, is Expired or Invalid. When a ROAP session is initiated by a Device using a (stored) ROAP Trigger, RI may check if the ROAP Trigger is expired or modified. When a Device gets this Status code, the Device SHOULD delete the stored ROAP Trigger file on the Device. The Device may also show an error message to the user and indicate that the user needs to get the ROAP Trigger again.
UnableToDecryptMeteringReport indicates that the RI was unable to decrypt the Metering Report. This error is only valid in the ROAP-MeteringReportResponse message.

UnableToValidateMeteringReportMAC indicates that the RI was unable to validate the MAC on the Metering Report. This error is only valid in the ROAP-MeteringReportResponse message.

MalformedMeteringReport indicates that the Metering Report was not formatted properly. This error is only valid in the ROAP-MeteringReportResponse message.
UnknownUploadedRO indicates that at least one RO being uploaded was not issued by this RI. This error is only valid in the ROAP-ROUploadResponse message. 

InvalidUploadedRO indicates that at least one RO being uploaded is not eligible for backup. For example the RO may be an expired RO, or a Domain RO. This error is only valid in the ROAP-ROUploadResponse message.
UnableToDecryptAdvertisementImpressionData indicates that the RI was unable to decrypt the Advertisement Impression Data. This error is only valid in the ROAP-ROResponse message.
UnableToValidateAdvertisementImpressionDataMAC indicates that the RI was unable to validate the MAC on the Advertisement Impression Data. This error is only valid in the ROAP-ROResponse message.
InsufficientAdvertisementImpressionData indicates that the RI was unable to issue the Rights for the DRM Contents using the received Advertise Impression Data. This error is only valid in the ROAP-ROResponse message.
Change 2:  Update the section 5.4.4.1

5.4.4.1 Message description

	ROAP-RORequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	Domain ID
	O

	RI ID
	M

	Device Nonce
	M

	Request Time
	M

	RO Info
	M

	Certificate Chain
	O 

	Extensions
	O

	Signature
	M


Table 8: RO Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section 5.4.2.4.1.

Domain ID, when present, identifies the Domain for which the requested ROs shall be issued.

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in section 5.3.12.

Request Time is the current DRM Time, as seen by the Device.

RO Info identifies the requested Rights Object(s). The parameter consists of a (non-empty) set of Rights Object identifiers identifying the requested Rights Objects, and for each RO identifier an optional hash of the DCF associated with the requested RO. The DCF hash SHOULD be included when the Device is in possession of the associated DCF, unless its inclusion, as determined by some vendor-specific algorithm, would be impractical (e.g. due to the size of the DCF). If the 2-pass protocol is initiated by a ROAP Trigger, the Device SHOULD use the <contentID> elements of the ROAP Trigger to identify the associated DCF(s) over which a DCF hash should be calculated. The DCF hash, if computed, MUST be computed as specified in section 5.3 of [DRMDCF-v2.2] using the SHA-1 algorithm. 

If the RO refers to more than one (P)DCF, the DRM Agent MAY send multiple DCF Hashes (one per (P)DCF referred by the RO) by duplicating the <roID> in the <roInfo> element. Refer to Annex G.1.6 for an example of the multiple DCF Hashes case.

Certificate Chain: This parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-RORequest message:

Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored RI ID as specified in Section 5.4.2.4.1, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

Transaction Identifier: Allows a Device to provide the RI with information for tracking of transactions, for example relating to loyalty programs (an example of this could be reward scheme information from the DCF scheme). The Device SHOULD use the <contentID> elements of the ROAP Trigger, when present, to identify the associated DCF(s) from which the TransactionID should be extracted. If no <contentID> elements have been included in the trigger, then the Transaction Identifier SHOULD not be used.

Advertisement Impression Data: contains the encrypted Advertisements Impression Data. If the request contains this extension, the RI SHOULD check the received Advertisement Impression Data. If the Advertisement Impression Data is sufficient to issue Rights for DRM Content, the Rights Issuer SHOULD issue the Rights to the DRM Agent based on the Advertisement Impression Data and RI's policy. If the Advertisement Impression Data is not sufficient to issue Rights for DRM Content, the Rights Issuer SHOULD send the RO Response message with the error code.
Change 3:  Update the section 21.2
21.2 Advertisement Impression Data

Advertisement Impression Data SHALL include information about the completed advertisement consumption by the user. The Advertisement Impression Data SHALL be stored in the DRM Agent. If the DRM Agent plays out Advertisements, the DRM Agent SHALL update the Advertisement Impression Data in the DRM Agent.
If the DRM Agent downloads the DRM Content with the payment optoin that is related to the play information of the Advertisements, the DRM Agent SHOULD request the Rights for the DRM Content using the Advertisement Impression Data to the Rights Issuer. If the Advertisement Impression Data is sufficient to issue Rights for DRM Content, the Rights Issuer SHOULD issue the Rights to the DRM Agent based on the Advertisement Impression Data and RI's policy. If the Advertisement Impression Data is not sufficient to issue Rights for DRM Content, the Rights Issuer SHOULD send the RO Response message with the error code.
The format of Advertisement Impression Data can be the rawMeteringReportData for Metering Report as defined in section 11.4.
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