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1. Scope
(Informative)

The scope of this document is to define the architecture for enhancements to the OMA Digital Rights Management (DRM) specifications to enable the secure exchange of DRM -protected content among multiple devices.  These enhancements include the following:

· The definition of a centralized domain management function, such that users do not have to manage domains for each source of Protected Content for a domain

· The definition of an Import function that will allow content protected by non-OMA DRM mechanisms to be consumed by OMA DRM devices.  Together with the Export function defined in OMA DRM V2.0, the Import function will make it possible for OMA DRM devices to securely exchange content with non-OMA DRM devices.

· The definition of a Move function that will allow Rights to be moved from one DRM Agent to another DRM Agent, either directly between two Devices or via a Rights Issuer. Move can be the complete Rights or a subset of the remaining Rights (Partial Rights).

· The concept of Ad Hoc Sharing that allows Users to exchange Content in an ad hoc manner (as permitted by the Rights Issuer).

· Allow a Device to request from the Rights Issuer the permission to Share Rights, in the case where the User's existing Rights do not explicitly permit Sharing.
2. References

2.1 Normative References

None

2.2 Informative References

	[DRM-v2]
	OMA DRM V2 Enabler, Open Mobile Alliance™, OMA-ERP-DRM-V2_0-20060303-A, http://www.openmobilealliance.org/

	[DRMAD20]
	“DRM Architecture”, Open Mobile Alliance™, OMA-AD-DRM-V2_0, http://www.openmobilealliance.org/

	[SCE-RD]
	“Secure  Content Exchange Requirements”, Open Mobile Alliance, OMA-RD-SCE-V1_0, http://www.openmobilealliance.org/ 

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

The entities and concepts that are relavant for this document have been adequately defined [SCE-RD]. For convenience, these definitions have been copied into the table below.

	Ad Hoc Domain
	A group of Devices that engage in Ad Hoc Sharing that is governed by a Domain Policy.  

	Ad Hoc Sharing
	Sharing that is intended to allow a source Device to share specified Rights with a recipient Device in spontaneous, unplanned situations (e.g. sharing a song with a new group of friends at a party or playing a video on a hotel room TV while travelling).

	Constraint
	A restriction on a Permission over DRM Content (DRM V2.0).

	Consume
	To Play, Display, Print or Execute DRM Content on a Device or to render DRM Content on a Render Client. 

	Content
	One or more Media Objects (DRM V2.0).

	Content Issuer
	The entity making content available to the DRM Agent in a Device (DRM V2.0).

	Content Provider
	An entity that is either a Content Issuer or a Rights Issuer (DRM V2.0).

	Copy
	To make Rights existing on a source Device available for use by a recipient Device, without affecting availability on the source Device.  Rights may be restricted on the recipient Device. Note: this is different from the V2.0 definition.

	Device
	A Device is the entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.  The Device may include a smart card module (e.g. a SIM) (DRM V2.0).

	Domain
	A group of Devices defined by a Rights Issuer such that the Rights Issuer can issue Rights Objects for the group that can be processed by all Devices within the group, and only those Devices (DRM V2.0). 

	Domain Authority
	The entity to specify the Domain Policy for a User Domain or an Ad Hoc Domain. 

	Domain Enforcement Agent
	The entity to enforce the Domain Policy on behalf of the Domain Authority.  It may reside in the network as a service or in a User’s device.

	Domain Policy
	A collection of attributes which defines the policy determining characteristics of the membership of a User Domain or Ad Hoc Domain, as set by the Domain Authority that the Domain Enforcement Agent will enforce.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device (DRM V2.0).

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object (DRM V2.0).

	DRM Time
	A secure, non user-changeable time source. The DRM Time is measured in the UTC time scale (DRM V2.0).

	Import
	To convert Import-Ready Data into OMA (P)DCFs and ROs.

	Imported-Content
	OMA (P)DCF(s) resulting from converting Import-Ready Data.

	Import-Ready Data
	Content and associated Rights derived from Non-OMA DRM-sourced data that can be converted into OMA (P)DCFs and ROs.

	Imported-Rights-Object
	An OMA RO resulting from converting Import-Ready Data.

	Imported-Data
	Imported-Content and associated Imported-Rights-Object(s).

	Local Rights Manager (LRM)
	An entity that is responsible for aspect(s) of Import and it may also manage an Imported-Content for a limited group of OMA DRM Agents. 

	Media Object
	A digital work e.g. a ring tone, a screen saver, or a Java game (DRM V2.0).

	Move
	To make Rights existing initially on a source Device fully or partially available for use by a recipient Device, such that the Rights or parts thereof that become usable on the recipient Device can no longer be used on the source Device. 

	Non-OMA DRM
	A protection system other than OMA DRM, which may include copy protection mechanisms for storage medium and/or transport mechanisms.

	Partial Rights
	A subset of a set of Rights, such that the Partial Rights are equally or more restrictive than those in the set.

	Permission
	Actual usages or activities allowed (by the Rights Issuer) over DRM Content.

	Play
	To create a transient, perceivable rendition of a resource.

	Rights
	The collection of permissions and constraints defining under which circumstances access is granted to DRM Content. 

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM conformant Devices (DRM V2.0).

	Rights Object
	A collection of Permissions and other attributes which are linked to DRM Content.

	Shared Rights
	Rights that can be consumed on multiple Devices, where the allowed distribution and consumption of the Rights among the Devices are specified by permissions in the Rights themselves or in the Domain Policy of the Domain for which the Rights were obtained.

	Sharing
	The act of providing Shared Rights from a source Device to a recipient Device, such that the recipient Device is able to render the shared content associated with the Shared Rights.

	State Information
	A set of values representing current state associated with Rights. It is managed by the DRM Agent only when the Rights contain any of the stateful constraints (e.g. interval, count, timed-count, accumulated, etc.).

	Superdistribution
	A mechanism that (1) allows a User to distribute DRM Content to other Devices through potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for the superdistributed DRM Content (DRM V2.0). 

	User
	The human user of a Device. The User does not necessarily own the Device (DRM V2.0).

	User Domain
	A group of Devices defined by the Domain Enforcement Agent such that, for example Rights Issuers, can issue Rights Objects with Permissions, Constraints and other attributes specifically for the Devices in the group. 


3.3 Abbreviations

	CI
	Content Issuer

	DEA
	Domain Enforcement Agent

	DCF
	DRM Content Format

	DRM
	Digital Rights Management

	LRM
	Local Rights Manager

	OMA
	Open Mobile Alliance

	RI
	Rights Issuer

	RO
	Rights Object

	SCE
	Secure Content Exchange


4. Introduction
(Informative)

This architecture builds on the architecture of OMA DRM 2.0. It enables the following additional functionality:

· Import of non-OMA protected content into OMA DRM by introducing the Local Rights Manager (LRM)

· Central management of the User Domain by introducing the Domain Authority (DA), with an integrated Domain Enforcement Agent (DEA)

· The definition of a Move function that will allow Rights to be moved from one DRM Agent to another DRM Agent, either directly between two Devices or via a Rights Issuer. Move can be the complete Rights or a subset of the remaining Rights (Partial Rights).

· The concept of Ad Hoc Sharing that allows Users to exchange Content in an ad hoc manner (as permitted by the Rights Issuer).Additionally a Device is able to request from the Rights Issuer the permission to Share Rights, in the case where the User's existing Rights do not explicitly permit Sharing.
 An import design goal is to provide for this new functionality as much as possible in a backward compatible way. This means that existing OMA DRM 2.0 devices should be able to take advantage of the new functionality.  
4.1 Planned Phases

This document defines architectural extensions to OMA DRM 2.0. specifically to enable new functionality with respect to the secure exchange of DRM -protected content among multiple devices. In parallel tracks, other extensions to OMA DRM 2.0 are being defined. When this architecture and the related technical specifications are completed, the architecture described in this document will be merged with the overall OMA DRM architecture to produce the then next minor version of OMA DRM. For convenience we will call the targeted enabler: “OMA DRM 2.SCE1”. 

The DLDRM group will make sure that the architectural extensions described in this document do not conflict with other extensions in preparation and ensure that the envisioned merger is a straightforward clerical process. 

The total functionality required in the SCE work item is larger than addressed in this document. Next versions of this document, aimed at  yet later versions of OMA DRM, are expected to cover these aspects. 

4.2 Security Considerations

This architecture is fully based on the Trust and Security Model of OMA DRM 2.0 (see 2.0 AD, chapter 5), considers the current level of security in OMA DRM 2.0 adequate and does NOT aim to improve the specifications in this direction.

The main new threats compared to OMA DRM 2.0 are:

· Device local creation of RO’s and DCF’s 

· Management of the User Domain by an entity other than the Rights Issuer.  

 These threats will be addressed in this architecture and the technical specifications. 

5. Architectural Model

5.1 Dependencies

This architecture builds on the architecture of OMA DRM 2.0. There are no dependencies on other enablers. 
5.2 Architectural Diagram

Figure 1 provides an overview of the architecture
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Figure 1: Architecture overview

All protocols are bi-directional in the sense that either party can initiate the exchange of messages. All entities and protocols are described in subsequent sections. 

5.3 Functional Components and Interfaces

5.3.1 DRM Agent

The main responsibility of the DRM Agent is unchanged compared to OMA DRM 2.0:

A DRM Agent embodies a trusted entity in a device. This trusted entity is responsible for enforcing permissions and constraints associated with DRM Content, controlling access to DRM Content, etc.

Compared to OMA DRM 2.0, new functionality for the DRM Agent is that it will specify during the purchasing process to the RI to which User Domain  the content should be bound. 

5.3.2 Content Issuer

The main responsibility of the Content Issuer is unchanged compared to OMA DRM 2.0:

The content issuer is an entity that delivers DRM Content. OMA DRM defines the format of DRM Content delivered to DRM Agents, and the way DRM Content can be transported from a content issuer to a DRM Agent using different transport mechanisms. The content issuer may do the actual packaging of DRM Content itself, or it may receive pre-packaged content from some other source.

5.3.3 Rights Issuer (RI)

The main responsibility of the Rights Issuer (RI) is unchanged compared to OMA DRM 2.0:

The rights issuer is an entity that assigns permissions and constraints to DRM Content, and generates Rights Objects. A Rights Object is an XML document expressing permissions and constraints associated with a piece of DRM Content. Rights Objects govern how DRM Content may be used – DRM Content cannot be used without an associated Rights Object, and may only be used as specified by the Rights Object.

Compared to OMA DRM 2.0, the new functionality for RI’s is that it will provide Rights Objects for a User Domain, as defined by a Domain Authority and/or provide Rights Objects for DCF’s created by an LRM from Import-ready data. 

5.3.4 Domain Authority (DA)

The main responsibility of the Domain Authority is to define a User Domain for a User and ensure towards RI’s that the extend of the User Domain is limited to the limits as specified in an agreed Domain Policy. The ultimate goal is to enable a User to define a set of devices once with the DA and aquire Rights for this set of devices from various sources: RI’s or LRM’s. In this way the User is assured that content for his/her User Domain can be freely exchanged between his/her devices and accessed on all of them, regardless of where the content was purchased or from where it was imported. 

5.3.5 Domain Enforcement Agent (DEA)

The main responsibility of the Domain Enforcement Agent (DEA) is to manage the User Domain on behalf of the Domain Authority and ensure that the extend of the User Domain is limited to the limits as specified in the Domain Policy that is determined by the Domain Authority. The ultimate goal is to enable deployment of the DEA on a user equipment, such that the management of the User Domain can build on device discovery mechanisms for local networks (e.g. UPnP) and device to device connectivity (e.g. Bluetooth). However, this version of the architecture does not yet address separate deployment of DA and DEA. Instead in this version, the DA and DEA are always treated as a single entity: DA/DEA
5.3.6 Local Rights Manager (LRM)

The main responsibility of the Local Rights Manager (LRM) is to create RO’s and DCF’s from Import-ready data. The created RO’s will only be accesible to a specific device, a specific OMA DRM 2.0 domain or a specific User Domain.

5.3.7 ROAP-SCE

The ROAP-SCE protocol is an extended version of the ROAP 1.0 protocol as specified in OMA DRM 2.0:

The Rights Object Acquisition Protocol (ROAP) is the common name for a suite of DRM security protocols between a Rights Issuer (RI) and a DRM Agent in a Device. The protocol suite contains a 4-pass protocol for registration of a Device with an RI and two protocols by which the Device requests and acquires Rights Objects (RO). The 2-pass RO acquisition protocol encompasses request and delivery of an RO whereas the 1-pass RO acquisition protocol is only a delivery of an RO from an RI to a Device (e.g. messaging/push). The ROAP suite also includes 2-pass protocols for Devices joining and leaving a Domain; the Join Domain protocol and the Leave Domain protocol.

As in OMA DRM 2.0, the basic function is deliver RO’s from an RI to a DRM Agent. The extensions are related to being able to request and deliver RO’s for a User Domain. The ROAP 1.0 protocols for domain management are still relevant to allow OMA DRM 2.0 devices to join a User Domain. 

5.3.8 LRMP-1

The Local Rights Manager Protocol LRMP-1 protocol is used to enable an LRM to import content into a OMA DRM 2.0 domain, as managed by an  RI in the network. Possible robustness rules and backward compatibility issues (see section on Security considerations) require that importing content into a OMA DRM 2.0 domain is partly implemented in the LRM on a device and partly implemented in the network in an entity very similar to an RI. The Local Rights Manager Protocol LRMP-1 protocol is used to enable the required split in deployment and collaboration between RI and LRM.

5.3.9 LRMP-2

The Local Rights Manager Protocol LRMP-2 is used to allow an LRM to import content into a User Domain. 

5.3.10 DMP-1

The Domain Management Protocol DMP-1 is used by the DA/DEA to manage the User Domain. Using this protocol, the DA/DEA will add and remove Devices to/from the User Domain. Functionally the DMP-1 protocol is quite similar to the domain management calls  in the OMA DRM 2.0-ROAP 1.0 protocol. New functionality will be to allow a DA/DEA to specify to a device which RI’s and LRM’s it has authorized to provide content for the User Domain.

5.3.11 RDP-1

The Domain Management Protocol DMP-1 is used by the DA/DEA and RI to enable a Rights Issuer to issue Rights Objects for a User Domain managed by the DA/DEA. Using this protocol, the DA/DEA and RI will agree on a Domain Policy and exchange the secrets the RI needs to create RO’s for the User Domain.
5.3.12 A2AP-1
The A2AP-1 interface is used by DRM Agents to mutually authenticate each other and to exchange Rights and corresponding informations. A2AP stands for Agent to Agent Protocol.
5.3.13 Out of scope interfaces

The following interfaces are out of scope:

· Between the Content Issuer and the Rights Issuer

· Between the Content Issuer and the DRM Agent

· Between the LRM and the DRM Agent – instead, as in OMA DRM 2.0, RO’s and DCF’s can be exchanged between Devices and devices hosting LRM’s using any mechanism.

· Between the DA and the DEA

· Between two Devices. Note that the interface between two DRM Agents is in the scope.
5.4 Flows

By default, the entities exchanging messages in these flows (LRM, RI, DA, DRM Agent) are conformant to the version of OMA DRM as specified by the SCE enabler. In case of interaction with an entity that is conformant to another version of OMA DRM, this is indicated in the text and in name of the entity (e.g. “2.0 DRM Agent”).

5.4.1 Import for a specific OMA DRM 2.0 Device

Figure 2 depicts the flow of events in case of import for an OMA DRM 2.0 Device with a DRM Agent that is conformant to OMA DRM 2.0 specification (called  “2.0 DRM Agent”). 
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Figure 2: Import for a specific OMA DRM 2.0 Device

Calls:

1-5
The LRM registers with the RI. The involved protocol is similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol is executed when the LRM first starts importing content in collaboration with the RI and may be repeated when the registration expires.

6-9
The LRM receives Import-ready data from an entity outside of the scope of OMA DRM, creates a DCF from it and request the creation of an RO for the Import-ready data. In the CreateRORequest/Response-calls, the LRM and RI will exchange the permissions and restrictions that should be expressed in the RO as well as any neccesary key material and other information (e.g. metadata like RightsIssuerURL, SilentURLs etc.). The RI creates an OMA DRM 2.0 compatible RO from this information and stores it for download. The DCF will contain a silent header, to initiate download of the RO by the Device. The sequence of calls may be somewhat different. In case of streaming content for instance, the LRM may request an RO from initial Import ready data and then create a DCF while still receiving the rest of the Import-ready data. 

10
The DCF is transported to a Device, as enabled by OMA DRM 2.0 super distribution.

11-13 Using the silent header information contained in the DCF, the DRM Agent retrieves the RO from the RI.

Calls 6-13 are repeated for each piece Content that is created from Import-ready data.

5.4.2 Import into a OMA DRM 2.0 Domain

Figure 3 depicts the flow of events in case of import into a OMA DRM 2.0 Domain.
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Figure 3: Import into a OMA DRM 2.0 Domain

Calls

1-5 
The LRM registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol is executed when the LRM first starts importing content into a Domain managed by the RI and may be repeated when the registration expires.

6-8
The LRM is assigned to a specific Domain. The involved protocols are similar to the Device join domain protocols as in OMA DRM 2.0. These calls may be repeated e.g. when the domain context expires or when the domain generation is upgraded.

9-12
The LRM receives Import-ready data from an entity outside of the scope of OMA DRM, creates a DCF from it and request the creation of an RO for the Import-ready data. In the CreateRORequest/Response-calls, the LRM and RI will exchange the permissions and restrictions that should be expressed in the RO as well as any neccesary key material and other information (e.g. metadata like riURL for ProtectedRO). The RI creates an OMA DRM 2.0 compatible RO from this information and returns it to the LRM. The sequence of calls may be somewhat different. In case of streaming content for instance, the LRM may request an RO from initial Import ready data and then create a DCF while still receiving the rest of the Import-ready data. Thes calls are repeated for each piece Content that is created from Import-ready data.

13
The RO and DCF may be transported to other Devices, as enabled by OMA DRM 2.0. This is outside of scope for OMA DRM.
 

14-15
Using the information contained in the RO, the DRM Agents in other Device may request from the RI to be added to the Domain as specified in OMA DRM 2.0. When the DRM Agent is already part of the Domain, these call are not neccesary.

5.4.3 Import into a User Domain

Figure 4 depicts the flow of events in case of import into a User Domain. 
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Figure 4: Import into a User Domain

Calls

1-5
The LRM registers with the DA/DEA. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol is executed when the LRM first starts importing content into a User Domain managed by the DA/DEA and may be repeated when the registration expires.

6-8
The LRM is assigned to a specific User Domain. The involved protocols are similar to the Device join domain protocols as in OMA DRM 2.0. These calls may be repeated e.g. when the domain context expires or when the domain generation is upgraded.

9-11
The LRM receives Import-ready data from an entity outside of the scope of OMA DRM and creates a DCF and an RO from it. The sequence of calls may be somewhat different. In case of streaming content for instance, the LRM may create an RO from initial Import ready data and then create a DCF while still receiving the rest of the Import-ready data. These calls are repeated for each piece Content that is created from Import-ready data

12
The RO and DCF may be transported to other Devices, as enabled by OMA DRM 2.0. This is outside of scope for OMA DRM.
 

13-14
Using the information contained in the RO, the DRM Agents in other Devices may request from the DEA to be added to the User Domain. The protocols are very similar to the  join domain protocols as specified in OMA DRM 2.0. This may first require registration of the Device with the DA/DEA, described in section 5.4.5. When the DRM Agent is already part of the User Domain, these calls (including the registration) are not neccesary. 

5.4.4 Purchase for a User Domain

Figure 5 depicts the flow of events in case of purchase for a User Domain. 
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Figure 5: Purchase  for a User Domain
Calls

1
The DRM Agent registers with the DA/DEA and joins the User Domain, as described in section 5.4.5. 

2-6
The DRM Agent registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol is executed when the DRM Agents first starts want to acquire content from a RI. and may be repeated when the registration expires.

7-8
The DRM Agent is triggered to request a purchased RO, tied to the selected User Domain. . Calls 7, 8 are similar to the calls in OMA DRM 2.0, extended with the necessary information to request creation of an RO with permission for the User Domain. 

9-13
The DA/DEA registers with the RI. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol is executed when the RI first contact with the DA/DEA for the User Domain and may be repeated when the registration expires.
14-15
RI and DA/DEA exchange the information and key material that enable the RI to create the RO. The RI will use this information to check that it trusts the DA/DEA responsible for this User Domain and that it supports the associated Domain Policy.
16
The RI sends ROResponse message to the DRM Agent. It is similar to the calls in OMA DRM 2.0, extended with the necessary information to respond to the creation of an RO with permission for the User Domain.
5.4.5 Management and usage of the User Domain 

Figure 6 depicts the flow of events when DRM Agents joins a User Domain.
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Figure 6: Management and usage of the User Domain
Calls

1-5
DRM Agent1 registers with the DA/DEA. The involved protocols are similar to Device-RI registration in OMA DRM 2.0. Part of the registration will be a mutual authentication. This protocol is executed when the DRM Agents first starts to acquire content for a User Domain managed by the DA/DEA and may be repeated when the registration expires.

6-8
DRM Agent1 is triggered and joins the User Domain. The protocols are very similar to the  join domain protocols as specified in OMA DRM 2.0. 

9-10
DRM Agent1 acquires a RO as described in section 5.4.4.

11
The RO and DCF is transported to DRM Agent2, as enabled by OMA DRM 2.0. This is outside of scope for OMA DRM.


12 DRM Agent2 registers and join the User Domain as per calls 1-8. 

Figure 7 describes the flow of events when DRM Agent 2 is an Unconnected Device
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Figure 7: Unconnected Device Support in User Domain
Calls

1.
DRM Agent1 registers with the DA/DEA and joins the User Domain as described call 1-8 in Figure 6.
2-3
DRM Agent1 acquires a RO as described in section 5.4.4.

4
The RO and DCF are transported to DRM Agent2, as described call 11 in Figure 6.
5         DRM Agent2 registers and joins the User Domain as per calls 1-8 in Figure 6. DRM Agent 1, Connected Device, can act as an intermediary to assist DRM Agent 2, Unconnected Device, to register and join the User Domain.

5.4.6  User Domain backward compatible usage

Figure 8 depicts the flow of events when DRM Agents acquires Content for a User Domain and transfers this content to a OMA DRM 2.0 conformant DRM Agent (“2.0 DRM Agent”).
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Figure 8: User Domain backward compatible usage

Calls

1
The SCE conformant DRM Agent registers with the DA/DEA and joins the User Domain, as described in section 5.4.5. 

2-3
The SCE conformant DRM Agent acquires a RO as described in section 5.4.4. The involved protocols already include the registration phase between the DA/DEA and the RI as described in section 5.4.4.
4
The RO and DCF is transported to the OMA DRM 2.0 conformant DRM Agent, as enabled by OMA DRM 2.0. This is outside of scope for OMA DRM.


5-8
The OMA DRM 2.0 conformant DRM Agent is unable to contact a DA/DEA. Instead it uses the information contained in the RO to contact the RI (as specified in OMA DRM 2.0) to register and request to be joined to the domain. The RI acts as proxy for the DA/DEA and forwards the join domain call to the DA/DEA that manages the domain. These calls are executed the first time the 2.0 DRM Agent encounters Content provided by this RI and may be repeated e.g. after the registration or domain context expires. If the DA/DEA has not registered with the RI, DA-RI registration protocols precede the proxied-joinDomainRequest as described in section 5.4.4
5.4.7 








5.4.8  Mutual Authentication Between Two Devices

Before the transfer of Rights can take place directly between two Devices, they MUST mutually authenticate each other.  Figure 10 depicts the flow of events that initiates the mutual authentication between two Devices. The mutual authentication will be used to Moving, Copying and Ad Hoc Sharing. These flows occur over the A2AP-1 interface. 
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Figure 10: Mutual Authentication between two Devices

Through the mutual authentication process, DRM Agent 1 and 2 may check revocation status of opposite DRM Agent. It is expected that several keys will be established to be used for confidentiality and integrity in later message exchanges. DRM Agent 1 and 2 may also check whether they belong to the same Domain or User Domain.

5.4.9 Obtain Rights for Sharing by RO Upgrade

Figure xxx depicts how Device1 achieves to Share with Device2 the Rights that do not explicitly permit Sharing.
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The steps:

1
In a browsing session, a User of DRM Agent1 requests to upgrade an existing RO, which does not explicitly permit Sharing.

2-4
DRM Agent1 is triggered to supply to RI enough information for upgrading the User’s existing RO, such information may include User’s existing RO (and corresponding State Information if it is stateful) and the information about the User’s desired permissions/constraints such as identity of the Device with which the User wants to Share Rights. After receiving roUpgrade Response message, DRM Agent1 removes the existing RO.

5
The Rights Issuer conducts existing RO Acquisition Protocol to issue to DRM Agent1 a new RO which consists of both the permissions/constraints in the existing RO and the User’s desired permissions/constraints (which explicitly permit Sharing). DRM Agent1 installs the newly got RO.

6
DRM Agent1 can now (or some time after this) Share (e.g. Copy, Move, Lend) the existing Rights with DRM Agent2, under the control of the newly got permissions/constraints.

5.4.10 Move Rights via Rights Issuer

Figure 11 depicts the flow of events in the case of Moving Rights via a Rights Issuer. These flows occur over the ROAP-1.1 interface. The steps below correspond to the messages from top to bottom. DRM Agent 1 represents the DRM Agent that sends the Rights. DRM Agent 2 represents the DRM Agent that receives the Rights. The Move has to occur via the Rights Issuer that issued the original Rights.
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Figure 11: Move Rights via Rights Issuer
One or more Rights Objects were issued to DRM Agent 1 by a Rights Issuer. The User may Move all or a part of the remaining Rights which are in his/her possession.
1. 
The User of DRM Agent 1 browses the Rights Issuer’s portal to inform the Rights Issuer that he/she wants to move Rights in his/her possession to another DRM Agent. This step is out of scope.
2.
The Rights Issuer sends ROAP trigger to DRM Agent 1, indicating DRM Agent 1 to start transferring Rights to the Rights Issuer.

3.
DRM Agent 1 decrements the Rights to be transferred to the Rights Issuer.
4.
DRM Agent 1 sends the ROAP-roMoveRequest to the Rights Issuer. This message contains at least one or more Rights Objects (and all or part of State Information if Rights are stateful). The Rights Object includes permissions and constraints which are same as the Rights Object initially issued from the Rights Issuer.
5.
The Rights Issuer processes the ROAP-roMoveRequest and sends ROAP-roMoveResponse to DRM Agent 1. The processing includes verification of the received Rights Object (and State Information if any) and storing the received Rights Object (and State Information if any).
6.
The Rights Issuer conducts existing 1-pass or 2-pass RO Acquisition Protocol to issue the Rights received from Device 1. If 2-pass RO Acquisition Protocol, the Rights Issuer sends a ROAP Trigger to DRM Agent 2, indicating DRM Agent 2 to download the Rights sent by user of DRM Agent 1. Upon receiving ROAP Trigger, if DRM Agent 2 was not registered to the Rights Issuer, DRM Agent 2 registers to the Rights Issuer.
Identification of DRM Agent 2 will occur at Step 1.
5.4.11 Moving Rights Directly Between Devices

Figure 12 depicts the flow of events in the following cases:

· Moving Device bound Rights directly between two Devices
· Moving User Domain bound Rights directly between Devices in the same User Domain. 
These flows occur over the A2AP-1 interface. The steps below correspond to the messages from top to bottom. DRM Agent 1 represents the DRM Agent that sends the Rights. DRM Agent 2 represents the DRM Agent that receives the Rights.
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Figure 12: Moving Rights Directly Between Devices
DRM Agent 1 has a Rights Object that is either bound to DRM Agent 1 or a User Domain that DRM Agent 1 belongs to.
1.
DRM Agent 1 discovers DRM Agent 2 using a discovery mechanism, e.g. UPnP. The discovery process may include informing of the capability to handle a Move operation. This step is out of scope of OMA.
2.
The Users select the Content to move. This step is outside the scope of OMA DRM.

3.
DRM Agent 1 and DRM Agent 2 complete the mutual authentication as outlined above. As a result of successful mutual authentication, a session between DRM Agent 1 and DRM Agent 2 is established.
4.
DRM Agent 1 decrements the Rights to be moved to DRM Agent 2.
5.
DRM Agent 1 transfers the Rights (and all or part of State Information if the Rights are stateful) to DRM Agent 2 in a A2AP-moveRequest.

6.
DRM Agent 2 processes the A2AP-moveRequest and then sends A2AP-moveResponse to DRM Agent 1.
7.
DRM Agent 2 enables the moved Rights.

5.4.12 Ad Hoc Sharing Directly Between Devices

Figure 13 depicts the flow of events in the case of Ad Hoc Sharing directly between two Devices. These flows occur over the A2AP-1 interface. The steps below correspond to the messages from top to bottom. DRM Agent 1 represents the DRM Agent that sends the Rights. DRM Agent 2 represents the DRM Agent that receives the Rights.
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Figure 13: Ad Hoc Sharing Between Two Devices

1. 
DRM Agent 1 discovers DRM Agent 2 using a discovery mechanism, e.g. UPnP. The discovery process may include informing of the capability to handle Ad Hoc Sharing. This step is out of scope of OMA DRM.

2. 
The Users select the Content to ad hoc share. This step is outside the scope of OMA DRM.

3. 
DRM Agent 1 and DRM Agent 2 complete the mutual authentication as outlined above. As a result of successful mutual authentication, a session between DRM Agent 1 and DRM Agent 2 is established.

4.
DRM Agent 1 then makes the Rights for DRM Agent 2 based on the current Rights, the permissions set by the Rights Issuer for Ad Hoc Sharing and the current state information (if any). It is expected that the Rights will include at least a <datetime> constraint.

5.
DRM Agent 1 sends a A2AP-roShareRequest, which contains the Rights for DRM Agent 2.

6.
DRM Agent 2 processes the A2AP-roShareRequest and then sends back an A2AP-roShareResponse.

7.
DRM Agent 1 transfers the DCF (corresponding to the shared Rights) to DRM Agent 2. This step is out of scope of OMA DRM. Note that step 8 could take place during step 2.
Note: if the Ad Hoc Sharing has a proximity constraint, then steps 3, 5, 6 and 7 MUST take place over the interface used to determine the proximity, such as a Bluetooth interface. An alternative to a proximity constraint would be to lock the Rights on DRM Agent 1 for a period of time.
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