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1. Scope
(Informative)

<< This clause defines the boundaries of the requirements described in this requirements specification.  DELETE THIS COMMENT >>

<< This clause acts as a reminder to contributors of the RD:

This RD should have between 5 and 10 use cases.

When submitting use cases for consideration, contributors should include proposed requirements.

Inclusion of use cases that cover existing requirements should be avoided.

Requirements may be submitted without a use case.

For more detailed information on creating this RD, authors are asked to review the Requirements Best Practices document.  This is available on the website in the Requirements WG area.

DELETE THIS COMMENT>>

2. References

The policy for reference lists is:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for documents that will be approved with or after the referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other affiliate docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<The Requirement Document is assumed to contain normative material and is expected to use the previous two paragraphs, if not (is it really an RD?), replace it with the following paragraph.  DELETE THIS COMMENT >>

This is an informative document, which is not intended to provide testable requirements to implementations.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	xxx
	xxx

	
	


4. Introduction
(Informative)

<< This clause contains an overview of this requirements specification, describing the background and general objective of this requirements specification.  The inclusion of any pictures to back up text should be kept simple, showing various actors involved.

DELETE THIS COMMENT >>

<text>
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Figure 1: Example Figure

5. Use Cases
(Informative)

<< This clause provides high-level use cases providing a backdrop or “storyboard” to the user experience within the scope of this requirements document and from which some or all of the requirements for this enabler will be derived.  In order to expedite the development of this requirements document, it is recommended that the total number of use cases be minimised, into a set (of as few as possible but in any case no more than approximately 10) that captures the essential purpose of the enabler from a user perspective.

Use cases do not contain any normative requirements and should not try to overly specify details of interactions or message flows between enablers or the components of this enabler.  Time spent on this section should be minimised, and the requirements development cycle should focus on the normative sections of this document.  Contributions providing new use cases should include relevant additions to the Requirements section as well.  Beyond the initial set of use cases, further use cases should be avoided and only be added in exceptional situations where people are unclear about the need for a new requirement, and the use case material is needed to explain why the requirement is needed.

DELETE THIS COMMENT >>

5.1 Use Case 1: Transferring a Rights Object (between users)
5.1.1 Short Description

User 1 wishes to forward unused or partially consumed Rights associated with content, to User 2 

5.1.2 Actors

	User1
	User1 possess OMA DRM 2.0 Compliant Device

	User2
	User2 possess OMA DRM 2.0 Compliant Device

	Rights Issuer
	OMA DRM 2.0 complaint Rights Issuer


5.1.3 Actor Specific Issues

5.1.4 Actor Specific Benefits

5.1.5 Pre-conditions

User1 and User2 will be in possession of OMA DRM 2.0 compliant Mobile device.

5.1.6 Post-Conditions

After successful transfer of the Rights Object, User1 will not be able to use the Rights Object on his OMA DRM 2.0 compliant device, but User2 will be able to use the Rights which he has received from User1.

5.1.7 Normal Flow

1. User 1 downloads content and purchases a Rights Object for the downloaded content
2. User 1 wishes to transfer the downloaded Rights Object to User 2. User 2 may already be in possession of the associated content either via download or the content may have been received via super-distribution from User 1
3. User 1 transfers his Rights Object to User 2 via the Rights Issuer
4. User 1 will not be able to use his Rights Object after he has transferred it to User 2

5.1.8 Alternative Flow

If the Rights cannot be transferred to the intent user, User1 is notified of the unavailability of the Rights Issuer to transfer the Rights Object to the intended User.
5.2 Use Case 2: Configuring Groups of Authorized Devices - Remote Authorization
5.2.1  ASK  \* MERGEFORMAT Short Description

Jacob informs the cable TV (i.e., upstream) operator  (i.e., a remote entity) that he has one or more OMA handsets from which he wishes to access his content provided by the cable TV operator.  The cable TV operator requires that the handsets obtain authorization from the operator, or a designated delegate of the operator, to access the content.  The cable TV operator explicitly authorizes the ability to make video clips available via the OMA DRM scheme on these handsets.  

Video purchased by Jacob from his cable TV operator, which has been downloaded to his set-top box (STB), can now be available in the OMA handsets.  The video sent by the cable TV operator is protected by some non-OMA DRM.  Jacob connects one OMA handset to the STB via USB and downloads the video clip on the handset. Jacob can now play this video clip on the OMA handset whilst adhering to the licensing terms.  Also, Jacob is able to share directly the video clip with other devices in the User’s group of authorized devices.

5.2.2 Actors

	Upstream Operator
	Server component that provides content and provides information to User regarding User OMA Devices allowed to access content from Upstream Operator

	OMA DRM Agent
	OMA Device component that handles the security of OMA protected content

	Local Download Server
	Server that receives content protected by non-OMA DRM and provides OMA-compliant content

	User
	Interacts with the Upstream Operator and Presentation Agent

	Presentation Agent
	OMA Device component that allows the discovery of content by User


5.2.3 Actor Specific Issues
Upstream Operator provides non-OMA DRM protected content and non-OMA licensing terms to Local Download Server.  OMA DRM Agent implements OMA DRM specifications.  Local Download Server provides OMA-compliant content.  User uses Presentation Agent to select content.  Presentation Agent enables User to browse for available content on the Local Download Server.

5.2.4 Actor Specific Benefits
User can use non-OMA DRM protected content on OMA devices.   User can use content on group of authorized devices.

5.2.5 Pre-conditions
Jacob owns a set-top box (STB) and multiple OMA handsets.  The STB is connected to the Internet via a high-speed, always-on connection. 

Jacob’s STB and handsets all support a means of communicating with each other (e.g., WiFi, Bluetooth, and USB). 

Jacob subscribes to a cable television service through which he can purchase video and audio.  The payment model may be pay-per view or pay for limited usage (time or count based).

5.2.6 Post-conditions
Video clip is available on the OMA handset.  A group of handsets that belong to the User are authorized by the Upstream Operator to access content provided by the Upstream Operator that is protected by non-OMA DRM. 

5.2.7 Normal Flow  
1. A video protected by non-OMA DRM is downloaded from Upstream Operator into STB.

2. User browses Presentation Agent and decides to see video clip on OMA handset.

3. User makes request to Upstream Operator for authorization to see video on one or more OMA handsets.
4. User is informed of the OMA handsets’ authorization to access non-OMA DRM video .
5. User downloads OMA-compliant video clip from STB to OMA handset.

6. User is able to view the video clip on the device.

7. User is able to share directly the video clip with other devices in the User’s group of authorized devices. 

5.2.8 Alternative flow

It is envisaged that joining an OMA handset to a group of authorized devices is a once-off step. Subsequent downloads from the STB to the OMA handset will then just comprise the steps:

8. A video protected by non-OMA DRM is downloaded from Upstream Operator into STB.

9. User browses Presentation Agent and decides to see video clip on the OMA handset.

10. User downloads video clip from STB to OMA handset (if original non-OMA rights allow).

11. User is able to view the video clip on the handset.
5.3 Use Case 3: User Domain Creation

5.3.1  ASK  \* MERGEFORMAT Short Description

This use case describes the interaction between a user, a Domain Authority device and some devices discovered on the local network, with the purpose to create and setup a user domain.

5.3.2 Actors

	User
	Uses the interaction device to create a domain at a Domain Authority

	Domain Authority 
	The entity that manages the domain

	Discovered Device
	A device that is discovered to be a candidate to be added to the domain.


5.3.3 Actor Specific Issues

5.3.4 Actor Specific Benefits

5.3.5 Pre-conditions

The user has a number of OMA devices, connected via network. 

5.3.6 Post-conditions

The user has created a user domain.

5.3.7 Normal Flow

1. The user uses the Domain Authority, deployed on his mobile phone to setup his/her User Domain. 

2. The Domain Authority uses a device discovery mechanism to present the user with a list of devices This list includes a TV, a Home Media Center and a PC. 

3. The user selects all discovered entities to be added to the domain. 

4. The Domain Authority determines that the request of the user falls within the domain policy.

5. The Domain Authority creates a new user domain and adds the selected devices to the domain. 

5.3.8 Alternative Flow

The Domain Authority determines that the request of the user does not fall within the domain policy. User must selects a different set of devices.

5.4 Use Case 4: Configuring Groups of Authorized Devices - Local Management
5.4.1  ASK  \* MERGEFORMAT Short Description

Jacob purchases an audio clip from an Internet-based multimedia service. He downloads the audio clip to his home multimedia server. The audio clip is protected in a non-OMA DRM system.  Jacob wishes to play the audio clip on his OMA PDA and perhaps some other OMA devices he owns.  The multimedia service provider requires that the OMA devices obtain authorization from the home multimedia server to access the content.  The home multimedia server explicitly authorizes the ability to play the audio content available via the OMA DRM scheme on these handsets.
He connects the PDA to the multimedia server via Bluetooth and downloads the audio clip. Jacob can now play the audio clip on his OMA PDA whilst adhering to the licensing terms he agreed to when he purchased the clip from the multimedia service.  Also, he is able to share the video clip directly with other devices in the User’s group of authorized devices.

5.4.2 Actors

	Upstream Operator
	Server component that provides content

	OMA DRM Agent
	OMA Device component that handles the security of OMA protected content

	Local Download Server
	Server component that stores encrypted content, authorizes OMA Devices, and provides OMA-compliant content

	User
	Interacts with the Upstream Operator, Local Download Server, and Presentation Agent

	Presentation Agent
	OMA Device component that allows the discovery of content by User


5.4.3 Actor Specific Issues
Upstream Operator provides non-OMA DRM protected content.  OMA DRM Agent implements OMA DRM specifications.  Local Download Server stores non-OMA DRM protected content received from Upstream Operator.  Also, Local Download Server provides OMA-compliant content.  Also, Local Download Server authorizes User’s OMA Devices to receive OMA-compliant content that was originally protected by non-OMA DRM.  User uses Presentation Agent to select content.

5.4.4 Actor Specific Benefits
User can use non-OMA DRM protected content on OMA devices.   User can use content on group of authorized devices.

5.4.5 Pre-conditions
Jacob owns a personal digital assistant PDA that can consume OMA DRM protected content, and he operates his own home multimedia server which is connected to the Internet via a high-speed, always-on connection. 

Jacob’s home multimedia server and PDA support a means of communicating with each other (e.g., WiFi, Bluetooth, and USB). 

Jacob also subscribes to other Internet-based multimedia services (news, broadcast, etc.) which he can access via his home multimedia server.

5.4.6 Post-conditions
Audio clip is available on the OMA PDA.  A group of handsets that belong to the User are authorized by Home Network Server to access content provided by the Upstream Operator that is protected by non-OMA DRM.

5.4.7 Normal Flow  
12. An audio clip protected by non-OMA DRM is downloaded from Upstream Operator into Home Network Server.

13. User browses Presentation Agent and decides to play audio clip on OMA PDA.

14. User makes request to Home Network Server for authorization to play audio clip on OMA PDA and perhaps other OMA Devices.
15. Home Network Server authroizes PDA and other OMA Devices to access audio clip.
16. User downloads audio clip from Home Network Server to OMA PDA and accesses the clip.

17. User is able to share directly the audio clip with other devices in the User’s group of authorized devices.
5.4.8 Alternative flow

Membership of group of authorized devices may be constrained to a specific number of devices.

5.5 Use Case 5: Purchase for the User Domain 

5.5.1  ASK  \* MERGEFORMAT Short Description

This use case describes the purchase of a piece of content for a user domain

5.5.2 Actors

	User
	Interacts with the purchasing device to purchase a piece of content

	Rights Issuer
	The entity that provides Rights Objects to a domain

	Purchasing device
	The device used to make a purchase

	
	


5.5.3 Actor Specific Issues

5.5.4 Actor Specific Benefits

5.5.5 Pre-conditions

The user has created a user domain, with a domain authority that is unrelated to the Rights Issuer.

5.5.6 Post-conditions

The user has received rights to a piece of content, such that it is usable inside the user domain. 

5.5.7 Normal Flow

1. Using a purchasing device, the user browses the website of a Rights Issuer.

2. User selects a piece of content for purchase. 

3. The purchasing device provides the Rights Issuer with information regarding the user domain. 

4. The Rights Issuer determines that it trusts the user domain and is able to provide content for the requested domain and related domain policy. 

5. The Rights Issuer creates a Rights Object for the requested domain.

6. The Rights Objects is delivered to the Purchasing Device.

5.5.8 Alternative Flow

The Rights Issuer determined that it can NOT provide content for the domain. The user is notified of this.

5.6 Use Case 6: Configuring Groups of Authorized Devices - Local Management
5.6.1  ASK  \* MERGEFORMAT Short Description

Jacob purchases an audio clip from an Internet-based multimedia service. He downloads the audio clip to his home multimedia server. The audio clip is protected in a non-OMA DRM system.  Jacob wishes to play the audio clip on his OMA PDA and perhaps some other OMA devices he owns.  The multimedia service provider requires that the OMA devices obtain authorization from the home multimedia server to access the content.  The home multimedia server explicitly authorizes the ability to play the audio content available via the OMA DRM scheme on these handsets.
He connects the PDA to the multimedia server via Bluetooth and downloads the audio clip. Jacob can now play the audio clip on his OMA PDA whilst adhering to the licensing terms he agreed to when he purchased the clip from the multimedia service.  Also, he is able to share the video clip directly with other devices in the User’s group of authorized devices.

5.6.2 Actors

	Upstream Operator
	Server component that provides content

	OMA DRM Agent
	OMA Device component that handles the security of OMA protected content

	Local Download Server
	Server component that stores encrypted content, authorizes OMA Devices, and provides OMA-compliant content

	User
	Interacts with the Upstream Operator, Local Download Server, and Presentation Agent

	Presentation Agent
	OMA Device component that allows the discovery of content by User


5.6.3 Actor Specific Issues
Upstream Operator provides non-OMA DRM protected content.  OMA DRM Agent implements OMA DRM specifications.  Local Download Server stores non-OMA DRM protected content received from Upstream Operator.  Also, Local Download Server provides OMA-compliant content.  Also, Local Download Server authorizes User’s OMA Devices to receive OMA-compliant content that was originally protected by non-OMA DRM.  User uses Presentation Agent to select content.

5.6.4 Actor Specific Benefits
User can use non-OMA DRM protected content on OMA devices.   User can use content on group of authorized devices.

5.6.5 Pre-conditions
Jacob owns a personal digital assistant PDA that can consume OMA DRM protected content, and he operates his own home multimedia server which is connected to the Internet via a high-speed, always-on connection. 

Jacob’s home multimedia server and PDA support a means of communicating with each other (e.g., WiFi, Bluetooth, and USB). 

Jacob also subscribes to other Internet-based multimedia services (news, broadcast, etc.) which he can access via his home multimedia server.

5.6.6 Post-conditions
Audio clip is available on the OMA PDA.  A group of handsets that belong to the User are authorized by Home Network Server to access content provided by the Upstream Operator that is protected by non-OMA DRM.

5.6.7 Normal Flow  
18. An audio clip protected by non-OMA DRM is downloaded from Upstream Operator into Home Network Server.

19. User browses Presentation Agent and decides to play audio clip on OMA PDA.

20. User makes request to Home Network Server for authorization to play audio clip on OMA PDA and perhaps other OMA Devices.
21. Home Network Server authroizes PDA and other OMA Devices to access audio clip.
22. User downloads audio clip from Home Network Server to OMA PDA and accesses the clip.

23. User is able to share directly the audio clip with other devices in the User’s group of authorized devices.
5.6.8 Alternative flow

Membership of group of authorized devices may be constrained to a specific number of devices.

5.7 Use Case 7: Buy on Mobile, Download at Home 

5.7.1  ASK  \* MERGEFORMAT Short Description

This use case describes the download of a piece of content for a user domain, after it has been purchased on another device.

5.7.2 Actors

	User
	Interacts with the purchasing device to purchase a piece of content

	Rights Issuer
	The entity that provides Rights Objects to a domain

	Purchasing device
	The device used to make a purchase

	Download device
	The device used to download the content


5.7.3 Actor Specific Issues

5.7.4 Actor Specific Benefits

5.7.5 Pre-conditions

The user has created a user domain, which includes his Home Media Center.

The user has received rights to a piece of content, such that it is usable inside the user domain.

5.7.6 Post-conditions

The user has downloaded the content to his Home Media Center.

5.7.7 Normal Flow

1. Using the previously used purchase device, the user triggers his Home Media Center to download the content that was purchased. 

2. The content is downloaded from the Rights Issuer and stored on the Home Media Center.

5.7.8 Alternative Flow

5.8 Use Case 8: Revoking Authorization of OMA Device to Import Content
5.8.1  ASK  \* MERGEFORMAT Short Description

Jacob loses his OMA handset.  He pushes some buttons on his OMA PDA to revoke the handset’s authorization to access content protected with non-OMA DRM that is stored in Jacob’s set-top box (STB).

5.8.2 Actors

	OMA Device 1
	OMA Device that implements OMA DRM Agent 1.

	OMA DRM Agent 1
	OMA Device 1 component that handles the security of OMA protected content

	OMA Device 2
	OMA Device that implements OMA DRM Agent 2.

	OMA DRM Agent 2
	OMA Device 2 component that handles the security of OMA protected content

	Local Download Server
	Server component that stores encrypted content, authorizes OMA Devices, and provides OMA-compliant content

	User
	Interacts with OMA Device 2


5.8.3 Actor Specific Issues
OMA DRM Agent 1 and OMA DRM Agent 2 are initially authorized to access content protected with non-OMA DRM and stored in Local Download Server.  User uses OMA Device 2 to revoke OMA DRM Agent 1’s authorization to access content protected with non-OMA DRM that is stored in Local Download Server 

5.8.4 Actor Specific Benefits
User prevents DRM Agent 2 from further access to content protected with non-OMA DRM. 

5.8.5 Pre-conditions
Jacob owns a set-top box (STB), OMA handset, and OMA PDA.  The STB receives and stores content transmitted by a cable operator and protected with a non-OMA DRM. 

Jacob’s STB, handset and PDA all support a means of communicating with each other (e.g., WiFi, Bluetooth, and USB). 

Jacob subscribes to a cable television service through which he can purchase video and audio.

5.8.6 Post-conditions
OMA handset no longer can access content protected with non-OMA DRM that is stored in User’s set-top box (STB).

5.8.7 Normal Flow  
24. User wants to prevent his OMA handset from further access to content protected with non-OMA DRM that is stored in User’s set-top box (STB)

25. User pushes some buttons on User’s OMA PDA.

26. OMA handset no longer can access content protected with non-OMA DRM that is stored in User’s set-top box (STB).

27. Optionally, the User is notified when the handset is prevented from accessing content protected with non-OMA DRM that is stored in User’s set-top box (STB).

5.8.8 Alternative flow

5.9 Use Case 9: Content Use Inside the User Domain

5.9.1  ASK  \* MERGEFORMAT Short Description

This use case descibes the use of content inside a user domain: making and rendering copies.

5.9.2 Actors

	User
	Interacts with the Rendering device to request rendering of a piece of content

	Rendering device
	The device used to render the content

	Storage Device
	The device that stored the Content and Rights Objects


5.9.3 Actor Specific Issues
5.9.4 Actor Specific Benefits
5.9.5 Pre-conditions

The user has created a user domain, that includes is TV, Home Media Center and PC.

The user has received rights to a piece of content, such that it is usable inside the user domain.

The user has downloaded the content on the Home Media Center in his user domain.

5.9.6 Post-conditions

User has copied the content item to his PC, such that it can be rendered there. 

5.9.7 Normal Flow

1. The user interacts with the PC to request a copy of a piece of content and rights stored on the Home Media Center via the local network.

2. The PC determines that the content is tied to a domain of which it is a member

3. The PC renders the content.

5.9.8 Alternative Flow

After the first step, the connection between PC and Home Media Center is broken. 

The PC may play the content while it is being transferred and not keep a local copy. 

Content may be tranferred via a non-secure medium. 

5.10 Use Case 10: Temporary Access to OMA Content
5.10.1  ASK  \* MERGEFORMAT Short Description

Jacob has an OMA handset that is authroized to access non-OMA DRM protected audio file stored in Jacob’s set-top box (STB).  He downloads the audio file on his OMA handset.  He visits his friend Mike’s house, and wishes to play the song on Mike’s home multimedia server, where the server has an OMA DRM Agent.

Jacob connects to Mike’s home multimedia server via Bluetooth and initiates sharing the audio file.  The home multimedia server is able to initiate the play of the song whilst Jacob’s handset is present (in the Bluetooth vicinity).

When Jacob leaves Mike’s house, Mike is no longer able to play the song.  On subsequent visits, the song can be played whenever Jacob’s handset is present without having to re-transfer the song from Jacob’s handset to Mike’s home multimedia server. 

5.10.2 Actors

	OMA Device 1
	OMA Device that implements OMA DRM Agent 1.

	OMA DRM Agent 1
	OMA Device component that handles the security of OMA protected content

	OMA Device 2
	OMA Device that implements OMA DRM Agent 2.

	OMA DRM Agent 2
	OMA Device 2 component that handles the security of OMA protected content

	User 1
	Interacts with OMA Device 1, OMA Device 2, and Local Download Server

	User 2
	Interacts with OMA Device 2

	Local Download Server
	Server component that stores encrypted content, authorizes OMA Devices, and provides OMA-compliant content


5.10.3 Actor Specific Issues
Local Download Server stores non-OMA DRM protected content.  Also, Local Download Server provides OMA-compliant content to OMA Device 1.  Also, Local Download Server authorizes User 1’s OMA Devices to receive OMA-compliant content that was originally protected by non-OMA DRM.  OMA Device 1 stores OMA-compliant content provided by Local Download Server.  OMA DRM Agent 2 is able to access content stored in OMA Device 1 only if OMA Device 2 is in proximity of OMA Device 1.

5.10.4 Actor Specific Benefits
User temporarily can use OMA DRM protected content on other OMA devices. 

5.10.5 Pre-conditions
Jacob owns an OMA handset. Jacob also owns a set-top box (STB) that stores non-OMA DRM protected content.  The handset is authorized to receive content protected by non-OMA DRM and stored in STB.  

Jacob has a friend Mike with whom he sometimes likes to share his multimedia content within the limits designated in his rights.  Mike owns an OMA-compliant home multimedia server.

Mike’s home multimedia server and Jacob’s handset support a means of communicating with each other which conveys proximity/presence information (e.g.,Bluetooth). 

5.10.6 Post-conditions
Audio file is available on Mike’s device in an encrypted form and can be played only when Jacob’s OMA handset is present.

5.10.7 Normal Flow  
28. User 1 downloads audio file from Local Download Server onto User 1’s OMA handset.

29. User 1 initiates sharing of audio file with User 2’s home multimedia server.

30. User 2’s home multimedia server plays audio clip.

31. When User 1’s handset leaves the vicinity of User 2’s home multimedia server, User 2’s home multimedia server is no longer able to play audio clip.

32. Whenever User 1’s handset is in proximity of User 2’s home multimedia server, User 2’s home multimedia server is able to play audio clip.

5.10.8 Alternative flow

When User leaves vicinity, second user’s OMA device continues to play audio clip for a limited amount of time.

5.11 Use Case 11: Play Outside of User Domain, Locally 

5.11.1  ASK  \* MERGEFORMAT Short Description

This use case describes access to a piece of domain content on a rendering device that is not a member of the user domain. Content access is allowed based on the fact that the content is available on a domain member that connected to the rendering device via local connectivity.

5.11.2 Actors

	User
	Interacts with the UID and Rendering device to request rendering of a piece of content

	Remote Render Client
	The device used to render the content

	Remote Render Server
	The device that stores the Content and Rights Objects and from which the content is rendered


5.11.3 Actor Specific Issues
5.11.4 Actor Specific Benefits

The Remote Render Client is not neccesarily a full OMA client. 

5.11.5 Pre-conditions

The user has created a user domain, that includes his/her mobile phone

The user has received rights to a piece of content, such that it is usable inside the user domain.

The user has downloaded the content and has copied it with the rights to his/her mobile phone.

5.11.6 Post-conditions

5.11.7 Normal Flow

1. The user uses the Remote Render Server (on his mobile phone) to discover a Remote Render Client (on a nearby TV) and establish a connection . 

2. The user interacts with the Remote Render Server to request transport and redering of a piece of content (stored on the mobile phone) to the a Remote Render Client.

3. The a Remote Render Client renders the content.

5.11.8 Alternative Flow

The discovery and connection set-up is initiated from the a Remote Render Client side. 

The Remote Render Server determines that for the selected piece of content it is NOT allowed to render outside the domain via local connectivity. The user is notified. 

5.12 Use Case 12: Play Outside of User Domain, Remotely

5.12.1  ASK  \* MERGEFORMAT Short Description

This use case described access to a piece of domain content on a rendering device that is not a member of the domain based on the proximity of a user token. 

5.12.2 Actors

	User
	Interacts with the UID and Rendering device to request rendering of a piece of content

	User Token
	The entity that represents the user

	Rendering device
	The device used to render the content

	Storage Device
	The device that stored the Content and Rights Objects


5.12.3 Actor Specific Issues

5.12.4 Actor Specific Benefits

5.12.5 Pre-conditions

The user has created a user domain, that includes a user token

The user has received rights to a piece of content, such that it is usable inside the user domain.

The user has downloaded the content to his/her Storage Device (Home Media Center).

5.12.6 Post-conditions

5.12.7 Normal Flow

1. The user uses the User Token (e.g. his mobile phone) to discover a local Rendering device (e.g. a nearby TV) and establish a connection .

2. The user authenticates with the User Token on the Rendering device. The Rendering Device is now enabled to allow temporary access to user domain content.

3. The user interacts with the Rendering device to connect to the Storage Device, via internet.

4. The user interacts with the Rendering device to request transport and redering of a piece of content (that is stored on the Storage Device)

5. The Rendering device renders the content

5.12.8 Alternative Flow

The Rendering device determines that for the selected piece of content it is NOT allowed to render remotely. The user is notified. 

5.12.9 Operational and Quality of Experience Requirements

The user did not plan ahead and therefore did not previously put content and/or rights on his/her user token. 

5.13 Use Case 13: Permanent Sharing of Content
5.13.1  ASK  \* MERGEFORMAT Short Description

John likes to purchase multimedia content with both his mobile device (via his wireless subscription) and his PC (via his broadband Internet connection).  John has a networked home entertainment system and a number of handheld devices with varying degrees of network connectivity (mobile phone, MP3 player, PDA, etc.)  John would like to play any of his content (regardless of where it was purchased) on any of his devices and home electronics equipment.

5.13.2 Actors

	John
	Mobile device user

	Mobile Operator
	John’s mobile operator, who offers a content download service

	Content Provider
	Content provider that provides content to John via his mobile operator


5.13.3 Actor Specific Issues
John would like to make use of his content with as few restrictions as possible on how he can share and render it.

John’s mobile operator would like to offer a compelling content download service to its subscribers.

John’s content provider would like to prevent unauthorized use of their content, and would also like to define the policy for sharing an item of content among a group of devices owned by the same user (e.g., specifying the maximum size of a sharing group).

5.13.4 Actor Specific Benefits
John is able to render his purchased content on any of his networked handheld devices and home equipment.

The permanent sharing feature increases the attractiveness of the mobile operator’s content download service and increases usage and subscription rates.

The content provider sees an increase in the number of content purchases.

5.13.5 Pre-conditions
John is a mobile subscriber and owns a number of DRM-compliant mobile and home electronics devices.  These devices are networked in a way that allows the content on each device to be browsed and rendered from other devices.

John’s mobile operator and content provider offer a service that allows content to be permanently shared among a finite set of devices owned by John.

5.13.6 Post-conditions
John is able to play a video clip on his HDTV, even though the clip was originally purchased on his mobile device.

John is able to play a song on his mobile device that was originally purchased on his PC.

5.13.7 Normal Flow  
33. John purchases a video clip with his mobile device.  He selects a rights package that allows him to play the video clip on a fixed number of other devices that he owns.

34. John’s mobile connects to and discovers the devices on his home entertainment network and creates a permanent sharing domain. 
35. John browses all his content with his mobile device.  He launches the new video clip on his HDTV.
36. John modifies his permanent sharing domain by adding his PC to it.
37. Using his PC, John purchases a new song and plays it on his home stereo, again selecting a rights package enabling permanent sharing of the song.
38. John connects to his home network via his mobile device and browses his available content.
39. He selects the new song he just purchased on his PC and plays it on the mobile device.

5.13.8 Alternative flow

[Steps 1-4 same as Normal Flow]

40. John attempts to play the video clip on his PC.  This attempt is rejected, because the new size of his permanent sharing domain is greater than that allowed by the rights he purchased for the video clip.
5.14 Use Case 14: Temporary Sharing of Content
5.14.1  ASK  \* MERGEFORMAT Short Description

John is attending a party with some friends.  While at the party, he would like to share his purchased content with his friends and also browse and share their content.  There is a big-screen TV at the party, and John and his friends would like to play their videos on this device.

5.14.2 Actors

	John and friends
	Mobile device users

	Mobile Operator
	Server  component that grants rights and authorizes use to User

	Content Provider
	Device component that handles the security of OMA protected content


5.14.3 Actor Specific Issues
· John would like to make use of his purchased content with as few restrictions as possible on how he can share and render it.

· John’s mobile operator would like to offer a compelling content download service to its subscribers.

· John’s content provider would like to encourage increased content purchases while preventing unauthorized use of its content.

5.14.4 Actor Specific Benefits
· John is able to share his purchased content with friends when he is physically present together with them.

· The temporary sharing feature increases the attractiveness of the mobile operator’s content download service and increases service subscription and content purchase rates.

· Content provider enjoys an increase in the number of content purchases.

5.14.5 Pre-conditions
John and his friends own OMA DRM compliant mobile devices.  Short-range connectivity allows each device to browse the available content on other devices while they are in close proximity.

The big-screen TV at the party attended by John and his friends is OMA DRM compliant and has short-range connectivity that allows it to detect proximity and communicate with the mobile devices of John and his friends. 

John’s mobile operator and content provider offer a service that allows temporary sharing of content while the device of the user that purchased the content is in close proximity to the devices of other users.

5.14.6 Post-conditions
As long as they are together at the party, John and his friends are able to browse and render the content on each other’s devices.

5.14.7 Normal Flow  
1. On his way to a party, John purchases a music video on his mobile phone.  He selects a rights package that allows him to share the video temporarily with friends while they are in close proximity to his mobile phone.

2. John arrives at a party where Mary is also a guest.  
3. Mary’s mobile discovers the devices of her friends at the party and is authenticated to enable temporary sharing of content.  
4. Mary’s mobile browses the content available to be rendered on all the guest’s devices.  
5. She chooses John’s new music video to be displayed on the host’s home entertainment system.  
6. When John leaves the party, Mary and the other guests may no longer play John’s content.
5.14.8 Alternative flow

None.

5.15 Use Case 15: Import into User Domain

5.15.1  ASK  \* MERGEFORMAT Short Description

This use case describes the import of a piece of content into a user domain

5.15.2 Actors

	User
	Interacts with the purchasing device to purchase a piece of content

	Non-OMA device
	The non OMA entity that export to a user domain

	Import device
	The device used to import into a domain

	
	


5.15.3 Actor Specific Issues
5.15.4 Actor Specific Benefits
5.15.5 Pre-conditions

The user has created a user domain, that includes the Import device (e.g. Home Media Center)

The user has content available on an non-OMA device, with the rights to export to an OMA domain. 

5.15.6 Post-conditions

The user has rights stored on the Import device, such that the content is usable inside the user domain. 

5.15.7 Normal Flow

1. Using the import device, the user browses the content on the non-OMA device.

2. User selects a piece of content for import. 

3. The import device provides the non-OMA device with information regarding the user domain. 

4. The non-OMA device determines that it trusts the user domain and is able and allowed to provide content for the requested domain and related domain policy. 

5. The non-OMA device creates a Rights Object for the requested domain.

6. The Rights Objects is delivered to the Importing Device.

5.15.8 Alternative Flow

The non-OMA device determines that is can NOT allowed to provide content for this particular user domain. User is notified.

5.16 Use Case 16: Gifting to Another User

5.16.1  ASK  \* MERGEFORMAT Short Description

This use case describes transfer of a piece of domain content to another device that is not a member of the user domain. After the transfer, the content is no longer available in the user domain. 

5.16.2 Actors

	User
	Interacts with the UID and Rendering device to request rendering of a piece of content

	Sender
	The device that sends the content

	Receiver
	The device that receives the content. 


5.16.3 Actor Specific Issues
5.16.4 Actor Specific Benefits
5.16.5 Pre-conditions

The user has created a user domain, that includes his/her mobile phone, acting as a sender.

The user has received rights to a piece of content, such that it is allowed to transfer the content to another user 

The user has downloaded the content and has copied it with the rights to his/her mobile phone.

5.16.6 Post-conditions

The content item is available on the receiver device. 

The content item is no longer availbale in the user domain. 

5.16.7 Normal Flow

1. The user uses the Sender (his/her mobile phone) to discover a Receiver (another phone) and establish a connection . 

2. The user interacts with the Sender to request transport of a piece of content (stored on the mobile phone) to the Receiver.

3. content and rights are transferred from Sender to Receiver.

5.16.8 Alternative Flow

The discovery and connection set-up is initiated from the a Receiver side. 
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5.19 Use Case 17: Temporary Sharing of Rights

5.19.1 Short Description

Terminal shares Content and Rights with other neighboring terminal for a short time. Rights Issuer controls whether and how to share Rights. Temporary sharing of Rights could be terminated when network is unreachable to each other.

5.19.2 Actors

· Rights Issuer

· DRM Agent 1

· DRM Agent 2

5.19.3 Actor Specific Issues

· Rights Issuer : Rights Issuer should issue RO which contains information about temporary sharing, and the information can contain constraints (eg, maximum count of sharing, maximum number of concurrent sharing, valid until when, what permission to be shared, etc.)
· DRM Agent 1 : DRM Agent should be able to process temporary sharing permission. DRM Agent should be able to generate temporary RO. DRM Agent 1 should be able to authenticate DRM Agent 2.
· DRM Agent 2 : DRM Agent 2 should be able to authenticate DRM Agent 1. DRM Agent 2 should be able to detect whether network is reachable to DRM Agent 1.
5.19.4 Actor Specific Benefits

· Rights Issuer : Rights Issuer can control whether and how rights is temporarily shared.
· DRM Agent 1 : n/a
· DRM Agent 2 : DRM Agent2 can use Content temporarily.
5.19.5 Pre-conditions

Content is downloaded to DRM Agent 1 from Content Issuer.

5.19.6 Post-conditions

n/a

5.19.7 Normal Flow

1. Rights Issuer issues Rights Object which contains temporary sharing permission to DRM Agent 1.

2. DRM Agent 1 consumes Content using downloaded RO.

3. DRM Agent 1 and DRM Agent 2 mutually authenticate each other and establish a secure session if needed.

4. DRM Agent 1 generates temporary RO which can be consumed by DRM Agent 2.

5. DRM Agent 1 super-distributes Content and transfers temporary RO to DRM Agent 2.
6. DRM Agent 2 consumes Content using transferred temporary RO.

7. DRM Agent 2 revokes temporary RO when condition is expired.

5.19.8 Alternative Flow

DRM Agent removes temporary RO when network connection to DRM Agent 1 is broken.
5.20 Use Case 18: Sharing of Content Between Users Bound Socially and by Location
5.20.1  ASK  \* MERGEFORMAT Short Description

Emma buys a movie online on her OMA DRM enabled home entertainment system and in the evening she watches the movie with her husband. Since the movie is long they decide to watch the end in their bedroom. In the bedroom she switches the OMA DRM enabled television set and restarts the movie.

The next day her son wants to watch the movie on his new OMA DRM enabled computer, he connects to the home entertainment system and starts the movie
Later that day a friend visits and he shows off his newest OMA DRM enabled gaming console. To check the quality of the device they decided to watch a part of the movie that was bought by Emma. he connect the device to the in-house wireless network and fetch the content from the media centre and plays a part. 

5.20.2 Actors
	DRM Agent
	A DRM Agent embodies a trusted entity in the OMA DRM compliant rendering device. 

	authenticator
	Uses several parameters e.g. location and/or other information (subscriptions, times, registered addresses, …) to securely allow for content consuming according to criteria set by the Rights Object for extending the group of users for a particular piece of content.

	User
	A user is the human consumer of Protected Content. Users can only access Protected Content through a DRM Agent. 


5.20.3 Actor Specific Issues
DRM Agent and Authenticator interact with each other temporarily in order to enable secure rights transfer/share from one device to another device and allow for conditionally consuming content.

5.20.4 Actor Specific Benefits
It will be possible for a User to render the purchased OMA DRM Protected Contents at other OMA compliant rendering devices without any user interaction, orchestrated by a external trusted authenticator who uses a combination of actual “residential” location and other information e.g. subscription info.

The orchestration done by the authenticator role allows for flexible application of DRM to different scenarios without interaction with the user, making DRM transparent to use and as such lowers the barrier for consumers whilst at the same time upholding the specific requirements set by the content owner. 

5.20.5 Pre-conditions
User has bought various OMA DRM Protected Contents and Rights Objects to one ore more OMA DRM enabled devices.

Location of all devices involved can be unambiguously determined.

5.20.6 Post-conditions
OMA DRM compliant rendering device can render the OMA DRM Protected Contents.

5.20.7 Normal Flow  
1. User 1 has purchased and downloaded OMA DRM Protected Contents and Rights Objects to device 1
2. User 2 wants to consume the same DRM protected content on device 2, another than the content was purchased on.

3. Device 2  checks with the Authenticator  whether  it can dynamically render the content obtained from device 1

4. Device 2 obtains “temporarily” rights to play the content as long as the preconditions set by the Authenticator apply.
5. Device 2 plays the content.
5.20.8 Alternative flow

· Device 2 does not obtain the temporary rights.

· Device displays dialog for rights refusal and buying. (Today’s DRM scenario)
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7. Requirements
(Normative)

<< This section should capture the requirements necessary for service enablers to support end-to-end interoperability across different devices, networks, service providers and network operators.  Linkage of requirements to Use Cases is not mandatory.

In cases where a common or shared requirement document will supply requirements for a section below (e.g. Privacy RD), note it in the appropriate section and reference the requirements to be included.  Then, in the table, add any specific requirements not covered by the shared document.

Each requirement listed in the tables below includes an indication of enabler release.  The value for the enabler release should identify the release in which the requirement desired, expected, or is fulfilled.  In early phaes of RD development preceding the RD Review, this field should provide guidance on preferences.  Before commencing the Consistency Review, the fields should be updated, if needed, to reflect the actual requirement coverage fulfilled by the enabler.

DELETE THIS COMMENT >>

7.1 High-Level Functional Requirements

<< This clause identifies the high level functional requirements for this enabler.  These requirements will be used to describe and derive the functions and interfaces that the enabler will support, and which defines its core purpose.  When writing requirements, care should be taken to recognise the difference between the enabler specifying a mechanism to perform a function versus its required usage in any given deployment.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Whenever a requirement is directly attributable to a particular actor, it is recommended to mention it.

Examples of such requirements are:

The XYZ enabler SHOULD support content delivery estimation time before and /or during service execution.

The XYZ enabler MUST be capable of supporting the Service Provider to log information about invocations of this enabler

The XYZenabler MUST allow the end user to terminate a session

The XYZenabler MUST allow actor X to perform function Y

If possible, requirements should be listed in a logical sequence that intuitively captures the behaviour of the enabler (or feature of the enabler).  See the Requirements Best Practices Document for examples.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

7.1.1 Security

<< This clause identifies the high-level security needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Security Items

7.1.2 Charging

<< This clause identifies the high-level charging needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

7.1.3 Administration and Configuration

<< This clause identifies the high-level administration and configuration needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 4: High-Level Functional Requirements – Administration and Configuration Items

7.1.4 Usability

<< This clause identifies the usability needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Usability Items

7.1.5 Interoperability

<< This clause identifies the high-level interoperability needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Interoperability Items

7.1.6 Privacy

<< This clause identifies the high-level privacy needs for this enabler.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level Functional Requirements – Privacy Items

7.2 Overall System Requirements

<<This clause describes the general behaviour and characteristics of the enabler such as deployment options, conformance, exceptions, use of existing technologies and specifications, etc.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Examples of General System Requirements are:

The XYZ enabler MUST NOT restrict deployment options

The XYZ enabler MUST be defined in an execution environment neutral manner

The XYZ enabler MUST specify interfaces that are access technology neutral

The XYZ enabler MUST be able to support services applicable to any kind of users or segments

It SHOULD be possible to use existing OMA Device Management and Provisioning enablers.

This clause can optionally include requirements describing how the actors identified in section 5 interact with this enabler.

DELETE THIS COMMENT >>

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 8: High-Level System Requirements

Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>
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Appendix B. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

B.1 App Headers

<More text>

B.1.1 More Headers




Security Requirements should be reviewed with the Security Working Group as early as possible.  The impacts and relationships to other security considerations need to be comprehensive.  In addition, the concerns raised for a particular feature described herein may be impactful for other features.  Early coordination of this material with Security WG will help assure the most complete set of descriptions possible across the set of OMA enabler activities.
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