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1. Scope

Open Mobile Alliance (OMA) specifications are the result of continuous work to define industry-wide interoperable mechanisms for developing applications and services that are deployed over wireless communication networks. 

The scope of OMA “Digital Rights Management” (DRM) is to enable the distribution and consumption of digital content in a controlled manner. The content is distributed and consumed on authenticated devices per the usage rights expressed by the content owners. OMA DRM work addresses the various technical aspects of this system by providing appropriate specifications for content formats, protocols, and a rights expression language.

A number of DRM specifications have already been defined within the OMA. The latest accepted release of the OMA DRM enabler ([OMADRM20], including [DRMDRM20], [DRMDCF20], [DRMREL20]), is referred to within this document as “OMA DRM 2.0”.

This specification defines the generic mechanisms that are shared by the various specification documents that consititute the SCE enabler.

2. References

2.1 Normative References

	[OMADRM20]
	The OMA DRM 2.0 enabler as described in “Enabler Release Definition for DRM V2.0, 
Approved Version 2.0”, OMA-TS-DRM-DRM-V2_0-20060303-A, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMDRM20]
	“DRM Specification, Approved Version 2.0”, 
OMA-TS-DRM-DRM-V2_0-20060303-A, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL20]
	“DRM Rights Expression Language, Approved Version 2.0”, 
OMA-TS-DRM-REL-V2_0-20060303-A, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF20]
	“DRM Content Format, Approved Version 2.0”, 
OMA-TS-DRM-DCF-V2_0-20060303-A, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	
	

	[DRMRD-SCE]
	“Secure Content Exchange Requirements, Draft Version 1.0”, 
OMA-RD-SCE-V1_0-20060908-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMAD-SCE]
	“Secure Content Exchange Architecture, Draft Version”, 
OMA-AD-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDRM-SCE]
	“DRM Specification – SCE Extensions, Draft Version”, 
OMA-TS-DRM-DRM-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMREL-SCE]
	“DRM Rights Expression Language – SCE Extensions, Draft Version”, 
OMA-TS-DRM-REL-SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDCF-SCE]
	“DRM Content Format – SCE Extensions, Draft Version”, 
OMA-TS-DRM-DCF-SCE-Vx_y-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMLRM-SCE]
	 “DRM Local Rights Management, Draft Version”, 
OMA-TS-DRM-LRM- SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	[DRMDOM-SCE]
	“DRM User Domains, Draft Version”, 
OMA-TS-DRM-DOM-SCE-Vx_y-D, Open Mobile AllianceTM, 
URL:http://www.openmobilealliance.org/

	[DRMA2A-SCE]
	“DRM Agent-to-Agent transfer, Draft Version”, 
OMA-TS-DRM-REL- SCE-Vx_y-D, Open Mobile AllianceTM,  
URL:http://www.openmobilealliance.org/

	
	

	
	

	
	


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	

	
	


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	
	

	
	


4. Introduction

The SCE enabler defines four entities: RI, DA/DEA, DRM Agent and LRM and various interfaces between these entities. This document defined a generic framework for the protocols between these entities. This framework contains of:

· A generic set of XML Schema type definitions

· A generic set of  cryptographic components

· A generic set of transport mappings for XML messages

· A generic capability signalling mechanism. 

5. Generic XML Schema definitions

5.1 Introduction

The generic parts of the XML schema for SCE protocols, found in support file xxx, are explained in this section. XML Types defined in this section are building blocks that are used by protocol messages. Specific protocol message elements are defined in the other specification documents that constitute the SCE enabler. 

Figure 1 depicts the calls of a generic 4 pass protocol between a Requester and a Responder, initiated by a Trigger. 
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Figure 1: Generic SCE protocol

In this flow, the Requester and Responder are SCE entities and the messages 1 through 5 are defined by the SCE enabler. By definition messages 2 through 5 constitute the SCE protocol, which is triggered by the Trigger that is message 1. 

An SCE protocol is typically preceded by other interaction (e.g. a browsing session) between the equipement or service that implements the Requester and the equipment or service that implements the Responder. This equipment or service is not specified by SCE. The Trigger message is typically exchanged as part of this interaction and SCE does therefore not specify the way the trigger is transported to the Requester. The scope of the SCE specifications starts with the handling of the trigger by the Requester.

Please note that Figure 1 is a generic case. Some protocols may be initiated through other means than via a trigger. A protocol may consist of any number of requests and optionally associated responses. 

5.2 Forward compatibility

XML format for protocol messages has been designed to be extensible.

5.3 General XML Schema Requirements

Some protocol exchanges rely on the parties being able to compare received values with stored values. Unless otherwise noted, all elements in this document that have the XML Schema "string" type, or a type derived from it, MUST be compared using an exact binary comparison. In particular, implementations MUST NOT depend on case-insensitive string comparisons, normalization or trimming of white space, or conversion of locale-specific formats such as numbers.

The SCE enabler does not define a collation or sorting order for attributes or element values. ROAP implementations MUST NOT depend on specific sorting orders for values.

Values of type datetime MUST conform to a single lexical representation defined in section 3.2.7 of [XML-Schema]. This lexical representation is the extended format CCYY-MM-DDThh:mm:ssZ where CC denotes the century, YY denotes the year, MM denotes the month, DD denotes the day, T is the date/time separator, hh, mm, ss represent the hour, minute, and second respectively, and Z is the mandatory UTC indicator. For example, 2002-12-31T23:59:59Z represents December 31st, 2002, 23:59:59 UTC.
SCE entities MUST support at least 256 byte long values for attributes or elements of type anyURI in the schemas specified in this specification. Implementations are RECOMMENDED to use values that are less than 256 bytes in length for such elements or attributes.

5.4 Canonicalization & Digital Signatures

This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity and authenticity of exchanged information. All SCE entities MUST support RSA-PSS [PKCS-1] as default digital signature scheme but MAY agree to use a different one. DRM Agents and RIs MUST send all ROAP messages and triggers in canonicalized form. After canonicalization, DRM Agents and RIs MUST NOT employ any subsequent transformations or modifications to a protocol message.

Note that all XML messages and triggers are XML 1.0 data. ROAP messages and triggers MUST validate against the SCE schema [SCHEMA_SUPPORT_FILE] and MUST not use namespace prefixes other than those used in that schema.

All canonicalization steps required by this specification MUST be Exclusive Canonicalization without comments, as specified in [XC14N]. The InclusiveNamespaces PrefixList of this algorithm MUST be empty. This also applies to any canonicalization step required by any of the specifications that are normatively referred to by this specification, unless such a referred specification explicitly requires a different canonicalization algorithm.

In case canonicalisation is to be performed on an XML document as a whole or part of a XML document, the effect SHALL be functionally equivalent to the process of parsing the XML document into an XPath node set, applying XPath expression evaluation to select the proper nodes from this node-set, and subsequently applying Exclusive Canonicalisation without comments to produce the octet-string that is subject to further processing. 

Note that this specification does not require any implementation to explicitly implement XPath processing. An implementation MAY utilise the fact that received messages are in Exclusive Canonical Form to implement functional equivalences of XPath based processing.

Where applicable in the messages and triggers, the use of Exclusive Canonicalization without comments SHALL be signalled explicitly.

5.5 Triggers

The purpose of a trigger is to initiate a particular protocol. The Trigger type is a sequence of a possible triggers (see below), an optional signature and an optional <encKey> element containing a wrapped MAC key. 

<complexType name="BasicTrigger">

  <sequence>

      <element name="riID" type="roap:Identifier"/>

      <element name="riAlias" type="string" minOccurs="0"/>

      <element name="nonce" type="roap:Nonce" minOccurs="0"/>

      <element name="roapURL" type="anyURI"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="ExtendedTrigger">

    <complexContent>

      <extension base="roap:BasicRoapTrigger">

        <sequence>

          <any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

        </sequence>

        <attribute name="type" type="string"/>

      </extension>

    </complexContent>

  </complexType>

<element name="roapTrigger" type="roap:Trigger"/>

<complexType name="Trigger">

  <sequence>

    <choice>

      <element name="registrationRequest" type="roap: BasicTrigger "/>

      <element name="roAcquisition" type="roap:ROAcquisitionTrigger"/>

      <element name="joinDomain" type="roap:DomainTrigger"/>

      <element name="leaveDomain" type="roap:DomainTrigger"/>

      <element name="extendedTrigger" type="roap:ExtendedTrigger"/>

    </choice>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name=”proxy” type=”boolean”/>

</complexType>

Most protocols defined in SCE are triggered by an <extendedTrigger>. For this trigger the type attribute is used to identity the targeted protocol. The <registrationRequest>, <roAcquisition>, <joinDomain> and <leaveDomain> triggers are exceptions to this rule for reasons of backward compatibility with previous versions OMA DRM. 

The triggers defined in the SCE-enabler are specified in detail along with the protocols in the other specification documents that constitute the SCE enabler. Below there is a general desciption of the generic field in the <extendedTrigger> element. 

The <riID> element identifies the Responder entity with which the protocol is to be initiated. Typically the Requester will use this element to determine there has been previous interaction with the Responder and adjust its behaviour accordingly. Typically for unknown Responder a registration protocol is initiated. 

The <riAlias> element typically contains a String value that is used by the Requester whenever it refers to the Responder in a dialog with the user. 

The <nonce> element provides a way to couple triggers with protocol requests. Typically the Requester will copy the value of the <nonce> element into the request message of the protocol that is triggered.  The Responder will typically discard requests that do not contain this value. 

The URL specified by the <roapURL> element is typically used by the Requester as the target address for the first message of the triggered protocol. 

The <signature> and <encKey> element may be used to verify the authenticity of the Trigger. If present, then the Requester will verify this and typically discard the ROAP Trigger if it cannot verify the authenticity. 

The version attribute is a <major.minor> representation of the ROAP trigger. For this version of the specification, version SHALL be set to "1.1". Minor version upgrades must always be backwards compatible.

Future versions of OMA DRM MAY define additional ROAP triggers that MAY be received by implementations of this version of OMA DRM. In this case the <roapTrigger> element carries a <extendedTrigger> element, containing details of the requested protocol. Unknown triggers MUST be disregarded. 

A binary/compact form of the ROAP Trigger is defined using WBXML encoding in section 16.

5.6 The Request type

All SCE requests are defined as extensions to the abstract Request type. The elements of the Request type therefore apply to all SCE requests.  A SCE request MAY contain a triggerNonce attribute. 

<complexType name="Request" abstract="true">

   <attribute name="triggerNonce" type="roap:Nonce"/>

</complexType>

5.7 The Response type

All SCE responses are defined as extensions to the abstract Response type. The elements of the Response type therefore apply to all SCE responses.  All responses contain a status attribute that indicates whether the preceding request was successful or not. 

<complexType name="Response" abstract="true">

    <attribute name="status" type="string" use="required"/>

    <attribute name=”errorMessage” type=”string”/>

    <attribute name=”errorRedirectURL” type=”anyURI”/>

</complexType >

The generation and delivery of any kind of Response message is conditioned by the Responder and its policies. The Responder MAY deny access to its resources. If this happens, the responder MUST close the protocol gracefully by sending the Requester the corresponding Response message by including an appropriate error code (e.g. AccessDenied). Implementation details of policies by a given Responder are out of the scope of this specification.

In case the status attribute is not equal to “Success”, the Responder MAY add an additional errorMessage attribute containing a Responder defined description of the error. Also, in case the status attribute is not equal to “Success”, the Responder MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. When the Responder adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Requester SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Requester SHOULD also either include the value of the errorRedirectURL as part of the error message to the user, or provide the User with an option to be redirected to the errorRedirectURL using a browser.

5.8 The Status type

The Status simple type enumerates all possible error messages defined in SCE and OMA DRM 2.1. 

<simpleType name="Status">


<restriction base="string">



<enumeration value="Success"/>



<enumeration value=”Abort”/>



<enumeration value="NotSupported"/>



<enumeration value="AccessDenied"/>



<enumeration value="NotFound"/>



<enumeration value="MalformedRequest"/>



<enumeration value="UnknownCriticalExtension"/>



<enumeration value="UnsupportedVersion"/>



<enumeration value="UnsupportedAlgorithm"/>



<enumeration value="NoCertificateChain"/>



<enumeration value="InvalidCertificateChain"/>



<enumeration value="TrustedRootCertificateNotPresent"/>

                                                         <enumeration value=”SignatureError”/>



<enumeration value="RequesterTimeError"/>



<enumeration value="NotRegistered"/>



<enumeration value="InvalidDCFHash"/>



<enumeration value="InvalidDomain"/>



<enumeration value="DomainFull"/>



<enumeration value="DomainAccessDenied"/>



<enumeration value="RightsExpired"/>


<enumeration value=”TriggerExpiredOrInvalid”/>
                                                         <enumeration value="UnableToDecryptMeteringReport"/>

 

<enumeration value="UnableToValidateMeteringReportMAC"/>
                                                         <enumeration value="MalformedMeteringReport"/>
<enumeration value="UnknownUploadedRO"/>

                          

<enumeration value="InvalidUploadedRO"/>

</restriction>

</simpleType>

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the Requester and the Responder SHALL immediately close the connection and terminate the protocol. Requesters and the Responders are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the protocol.

When possible, the Requester SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section 5.7.
Table xx describes the generic errorMessages. The required behaviour by the Requester upon receiving an error and the more specific errorMessages are described in in the other specification documents that constitute the SCE enabler. 

Table 1: generic errorMessages

	Abort 
	Responder rejected the Requesters request for unspecified reasons.

	NotSupported
	Requester  made a request for a feature currently not supported by the Responder.

	AccessDenied
	Requester is not authorized to contact this Responder.

	NotFound
	requested object was not found.

	MalformedRequest
	Responder failed to parse the Requesters request.

	UnknownCriticalExtension
	a critical extension used by the Requester was not supported or recognized by the Responder.

	UnsupportedVersion
	Requester used a protocol version not supported by the Responder.

	UnsupportedAlgorithm
	Requester suggested algorithms that are not supported by the Responder.

	NoCertificateChain
	Responder could not verify the signature on a Requesor request due to not having access to the Requester certificate chain.

	InvalidCertificateChain
	Responder could not verify the signature on a Requesters request due to the certificate chain being invalid in some way (other than the absence of a trusted root certificate which could be used to verify the chain).

	TrustedRootCertificateNotPresent
	Responder could not verify the signature on a Requester request due to the absence of a trusted root certificate which could be used to verify the chain.

	SignatureError
	Responder could not verify the Requesters signature.


5.9 The Extensions type

The Extensions type is a list of type-value pairs that define optional features supported by a Requester or a Responder. Extensions may be sent with any message. Unless an extension is marked as critical, a receiving party need not be able to interpret it, and a receiving party is always free to disregard any (non-critical) extensions.

<complexType name="Extensions">

  <sequence maxOccurs="unbounded">

    <element name="extension" type="roap:Extension"/>

  </sequence>

</complexType>

<complexType name="Extension" abstract="true">

  <attribute name="critical" type="boolean"/>

</complexType>

5.10 The ExtensionContainer type

The ExtensionContainer type inherits from the Extension type and MAY be sent as an extension with any ROAP message, potentially next to other extensions (including other ExtensionContainers). An ExtensionContainer MAY contain as child elements any currently optional or currently unknown (because defined in a subsequent versions of OMA DRM) ROAP features supported by a Requester or an Responder. 

The extensions inside an <ExtensionContainer> MAY be a mixture of supported, unsupported and unknown extensions to the receiving party. If the <ExtensionContainer> is marked as non-critical, then the receiving party MUST disregard any unsupported or unknown children. Extensions inside a non-critical ExtensionContainer that are supported by the receiving party MUST be handled as specified in this document. 

If the ExtensionContainer is marked as critical and it contains an unknown or unsupported child element, then:

· a receiving Responder MUST respond with an UnknownCriticalExtension-status to the Requester 

· a receiving Requester MUST discard the ROAP PDU

<complexType name="ExtensionContainer">

  <complexContent>

    <extension base="roap:Extension">

      <sequence>

        <any namespace="##any" processContents="lax" maxOccurs="unbounded"/>

      </sequence>

    </extension>

</complexContent>

5.11 The Nonce type

The Nonce type is used to carry arbitrary values in the protocol messages. A nonce, as the name implies, must be used only once. For each message that requires a nonce element to be sent, a fresh nonce SHALL be generated randomly each time. Nonce values MUST be at least 14 octets long. Requesters MUST at least support nonce values 14 octets long.
<simpleType name="Nonce">

  <restriction base="base64Binary">

     <minLength value="14"/>

  </restriction>

</simpleType>

6. Cryptographic Components

6.1 RSAES-KEM-KWS

RSA-KEM-KWS is an asymmetric encryption scheme defined in [X9.44] and based on the "generic hybrid cipher" in [ISO/IEC 18033]. In this scheme, the sender uses the recipient's public key to securely transfer symmetric-key material to the recipient. Specifically, given the recipient's public RSA key P=(m,e), consisting of a modulus m and a public exponent e, the sender generates a value Z as a statistically uniform random integer in the interval [0,…,m-1]. The value Z is then converted to a key-encryption key KEK as follows:

KEK = KDF(I2OSP(Z,mLen) NULL, kekLen)

where KDF is defined below, I2OSP converts a nonnegative integer to an octet string of a specified length and is defined in [PKCS-1], mLen is the length of the modulus m in octets, NULL is the empty string, and kekLen shall be set to the desired length of KEK (in octets).

Given KEK, a key-wrapping scheme WRAP and the symmetric key material K to be transported, the sender wraps K to get ciphertext C2:

C2 = WRAP(KEK, K)

After this, the sender encrypts Z using the recipient's public RSA key P to yield C1:

c1 = RSA.ENCRYPT(P,Z)

C1 = I2OSP(c1, mLen)

Where RSA.ENCRYPT is the cryptographic primitive RSAEP in [PKCS-1] defined by

RSA.ENCRYPT(P,Z) = Ze mod m

The scheme output is C = C1 | C2 (C1 concatenated with C2) which is transmitted to the recipient. The decryption operation follows straightforwardly: the recipient recovers Z from C1 using the recipient’s private key, converts Z to KEK, and then unwraps C2 to recover K.

6.2 KDF

KDF is equivalent to the key derivation function KDF2 defined in [X9.44] (and KDF in [X9.42], [X9.63]). It is defined as a simple key derivation function based on a hash function. For the purposes of this specification, the hash function shall be SHA-1.

KDF takes three parameters: the shared secret value Z: an octet string of (essentially) arbitrary length, otherInfo: other information for key derivation, an octet string of (essentially) arbitrary length (may be the empty string), and kLen: intended length in octets of the keying material. kLen shall be an integer, at most (232 – 1)hLen where hLen is the length of the hash function output in octets. The output from KDF is the key material K, an octet string of length kLen. The operation of KDF is as follows (note that "(n(" below denotes the smallest integer larger than, or equal to, n):

1) Let T be the empty string.

2) For counter from 1 to ( kLen / hLen (, do the following:

Let D = 4-byte, unsigned big-endian representation of counter

Let T = T | Hash (Z | D | otherInfo).

3) Output the first kLen octets of T as the derived key K.

6.3 AES-WRAP

AES-WRAP is the symmetric-key wrapping scheme based on AES and defined in [AES-WRAP]. It takes as input a key-encryption key KEK and key material K to be wrapped. The scheme outputs the result C of the wrapping operation:

C = AES-WRAP(KEK, K)

7. Capability signalling

8. Generic Transport Mappings 

9. Security Considerations (Informative)

9.1 Security scope for SCE 

The scope of SCE is to enable the distribution and consumption of digital content in a controlled manner. SCE work addresses various technical aspects of this system by providing appropriate specifications for content formats, protocols, and a rights expression language.

The SCE trust model is built on a PKI. The entities defined in this enabler trust each other to behave correctly if their certificates are verifiable and not revoked. The SCE specified content formats, protocols and other data structures are designed to provide adequate security of Protected Content, provided that the entities involved in the protocols behave as specified in this enabler. It is NOT in scope for SCE to specify technical or other mechanisms that in some way ensure that implementations of SCE cannot be altered such that the security of the Protected Content is compromised. It is on the other hand IN scope for the SCE to define mechanisms that enable the trust authority to deal with security compromises, should they occur and are detected. 

It is anticipated that trust authorities enabling the practical use of SCE will require implementations of SCE to ALSO implement additional mechanisms to safeguard against compromises of the implementation itself.  Figure 2 depicts an example implementation of SCE.
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Figure 2: Example implementation

The device in Figure 2 is compliant to the compliance and robustness rules of a certain trust authority. In return the trust authority has provided the manufacturer of this device with a (set of) valid certificates and associated private keys for the functional entities that are implemented in the device.  In addition to the SCE defined entities, DRM Agent and LRM, four functional entities not defined by OMA and a “Secure Environment”. 

To establish trust with SCE defined entities deployed in other devices or servers (e.g when using ROAP to request a Rights Object), the SCE defined entities in Figure 2 will use the certificates issued by the trust authority and the associated private key. To assure confidentiality of these private keys and in general correct behaviour of the SCE entities, the trust authority is likely to require these entities to be implemented in some “secure environment” to protect against compromises of the device. The specification of such a “secure environment” is OUT of scope for SCE. Please note that it is IN scope for SCE to ensure that the protocols between SCE entities are secure when executed over any type of connectivity. 

Since the actual decryption and rendering of Protected Content is not performed by the DRM Agent, the DRM Agent will likely transfer the CEK for a Protected Content to some sort of content rendering entity, after enforcing the permissions and constraints. This process and the content rendering entity itself are OUT of scope for SCE. But since the process involves the CEK, the trust authority is likely to require this to take place in the “secure environment”. Please not that it is IN scope for SCE to ensure that the Protect Content is wrapped in a file that can be stored on any storage medium and transferred via any connectivity. 

The device in Figure 2 also implements a LRM, which takes Import Ready data from a non-OMA content protection system.  This process is also OUT of scope for SCE but since also in this process the transfer of secrets is required, it is likely to be implemented in the “secure environment”. In this case the “secure environment” has to meet the requirements of not only the trust authority for the OMA system but also the requirements of the equivalent body for the non-OMA content protection system. All of this is OUT of scope for SCE. 

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
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A.2 Draft/Candidate Version 0.1 History

	Document Identifier
	Date
	Sections
	Description

	OMA-TS-SCE_GEN-V0_1-20070620-D
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	Initial version per 2007-0202

Incorporating also 2007-0203R02.

	
	
	
	

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF


Appendix C. <Additional Information>







� Example: If counter = 946, D will be 00 00 03 b2
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