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1 Reason for Contribution

This contribution is being made to present some security issues associated with Server Alert Notifications for consideration by the DS WG.
2 Summary of Contribution

Server Alert Notifications expose some security issues compared with client-initiated synchronization.  This leads to some necessary restrictions on SAN which may not otherwise be obvious.
3 Detailed Proposal

3.1 SAN Overview

[R1] describes Server Alerted Notification package and associated behaviour.  A SAN is used to trigger an OMA SyncML (DS or DM) session from a server (as opposed to triggering it from a client).  A SAN may initiate a DM or a DS session and this involves selection of a data provider and data store or DM plug-in.

[R1] states that for data synchronization the term Server Alerted Notification is used whereas for device management the term Notification Initiated Session is used.

3.2 Authentication of SAN Packages

Section 7.1.2 of [R1] states:

The <digest> field specifies the MD5 Digest authentication.

Let H = MD5 hashing function.

Let Digest = output of the MD5 hashing function.

Let B64 = base64 encoding function.

Digest = H(B64(H(server-identifier:password)):nonce:B64(H(notification)))

Where server-identifier is a server identifier for the server account, password is the password of the account the user holds with the server and nonce is a nonce previously installed onto the device via the appropriate mechanism for the usage type, for example, DM bootstrap, [DMBOOT].

The length of the MD5 Digest is 128 bits. The server MUST send the digest to prevent any Denial of Service (DoS) by replay attacks.

Section 12.1 of [R3], on authentication of package #0 (the SAN package) states:

Package #0 MUST be authenticated and MD5 Digest authentication MUST be used.

In case the client does not receive the confirmation for the package that delivers the new nonce to the server, the client MUST NOT discard the old nonce as it is unknown on the client side whether the server already received the new nonce or not.  Instead, the client MUST keep both nonces until the new sync notification received from the server and try to authenticate the package #0 using the old nonce if the authentication with the new one fails. If the authentication fails with both nonces, the package #0 is assumed from non-authorized sender and nonces MUST be left intact. If the authentication succeeds, the invalid nonce MUST be discarded on the client and the valid nonce MUST be stored as “old” until the new nonce is created and successfully delivered to the server.

The old nonce MUST be discarded on the client only after the client receives a successful confirmation for the package that contains the new nonce for the server’s future use.
It appears that the requirement for the digest to be constructed using a previously installed nonce (and given the reasoning), it is not possible to act upon a SAN package from a server that is new to the client.

3.3 Authentication Issue
The SAN package includes a digest intended to authenticate the package but there is no way defined in the specification to guarantee that the SAN package came from the server.  Therefore, it must be assumed that a SAN package could be sent from an attacker.
3.4 Attacks and Measures

These are described from a DS point of view rather than from a DM point of view.

3.4.1 Attempt to initialize sync with new server
If it was possible for a SAN to set up a synchronization session with a previously unknown server then it would be possible for a rogue server to access a user's data without their knowledge.  A client could guard against this by mandating that any server-alerted synchronization was made visible to the user but it would still be possible to use plausible URIs to fool the user (similar techniques to web-based phishing attacks).
Therefore, requiring a client to have details of a server set up before a SAN can be activated is a good measure against this attack.

If a network or other authorised party wants to be able to set up and initiate sycnhronization without user intervention then they will need to use a method such as DM to set up the server details before sending a SAN.  DM includes authentication methods that should allow a server account to be configured securely (if not then this cannot be done).

3.4.2 Attempt to use SAN for DOS

Consider the case where a client and server have previously synchronized and an attacker sends SAN packages to the client to initiate sync sessions.  If these succeeded then the attack could have two effects:
· The user would be charged for connection time.

· The client device might be unusable or less responsive for other services.

This attack can be prevented either by having a secure channel for receiving SAN packages or by the use of nonces that prevent a previous SAN package being re-used.

3.4.3 Attempt to use SAN to access additional data stores

The SAN package can specify data stores by MIME type and server data store.  This can be used either to restrict the synchronization (so that only a subset of previously configured or synchronized data stores are synchronized) or to define new data stores for synchronization.
Consider the case where a client and a server have previously synchronized one data store (for example a Contacts data store).  If a SAN package is received that specifies a different MIME type (for example calendar data).  If this is allowed then the client needs to guess which client data store should be synchronized (there may be a default data store associated with the MIME type) and there is no guarantee that the user wants that specific data store to be exposed to the server.
A server could offer a service that involves synchronizing with one data store and then use SAN to access other data stores on the client device.

This can be avoided by regarding the definition of specific MIME types as only being used as a restriction on the data stores to be synchronized.  The MIME type and server data store should match previously synchronized ones for the client.  Even so, there is a possible ambiguity if a single server data store has previously been synchronized with more than one client data store - this is very unlikely but should be considered.

3.5 References

	No.
	Document Reference
	Description

	[R1]
	OMA-SyncML-SAN-V1_2
	SyncML Server Alerted Notification

	[R2]
	OMA-SyncML-DMNotification-V1_1_2
	Notfication Initiated Session description

	[R3]
	OMA-SyncML-DSProtocol-V1_2
	SyncML Data Sync Protocol


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

I recommend that the specifications for San be amended to make clear the restrictions required for security reasons (after discussion by the DS WG).
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