Doc# OMA-DS-2005-0089-CR_w5_CLIURI[image: image1.jpg]"sOMaQa

Open Mobile Alliance



.doc
Change Request

Doc# OMA-DS-2005-0089-CR_w5_CLIURI.doc
Change Request



Change Request

	Title:
	Mandate CLURI parameter in OMA SyncML W5 appchar
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DS

	Doc to Change:
	OMA-SyncML-W5AppChar-V1_2-20040601-C.txt

	Submission Date:
	9 June 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Frédérique Pinson, Orange SA, 
frederique.pinson@francetelecom.com

	Replaces:
	n/a


1 Reason for Change

To make some attempt to correct a security hole when provisioning OMA DS clients using OMA CP 1.1, by mandating CLURI application-specific parameter.
OMA DS protocol allows a client and a server to synchronize any type of data stored in any type of data store. A sync client can be used to sync two different data stores managing the same kind of data, e.g. using the same datatype.
As an example, a handset can have two different mp3 data stores, LA and LB. One could imagine 2 sets of settings, one to sync mp3 app LA with networked mp3 service NA, another one to sync mp3 appl LB with networked mp3 service NB.

W5 App char provides an optional attribute : CLURI for the URI of the local datastore. Without CLURI information, the client could not sync the correct couple of mp3 appl/services.

Another example is:
As CLURI is not mandatory in W5, anybody, with sufficient equipment to send an provisioning SMS, can provision a sync client to sync the local AB with any kind of networked service, may it be a contact sniffer…
This opens the door to contact sniffing, local data deletion, etc.

If CLURI was mandatory, provisioning services would have to know the uri of the local datastore that is to be synced. 

2 Impact on Backward Compatibility

No impact
3 Impact on Other Specifications

No impact
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change the parameter "CLURI" requirement from optional to mandatory.
6 Detailed Change Proposal

Modify in APPLICATION-SPECIFIC PARAMETERS section of OMA-SyncML-W5AppChar-V1_2-20040601-C.txt :

APPLICATION-SPECIFIC PARAMETERS

###############################
Characteristic/name: RESOURCE/CLIURI.

Status: Mandatory.

Occurs: 1/1.

Default value: None.

Used values: N/A.

Interpretation: Specifies the client database URI.

Changes in Example section of OMA-SyncML-W5AppChar-V1_2-20040601-C.txt :

EXAMPLE

#######

<characteristic type="APPLICATION">

  <parm name="APPID" value="w5"/>

  <parm name="NAME" value="Sync Server"/>

  <parm name="ADDR" value="http://www.syncserver.com:8080/sync"/>

  <parm name="TO-NAPID" value="INTERNET"/>

  <characteristic type="APPAUTH">

    <parm name="AAUTHTYPE" value="HTTP-DIGEST"/>

    <parm name="AAUTHNAME" value="name"/>

    <parm name="AAUTHSECRET" value="secret"/>

  </characteristic>

  <characteristic type="APPAUTH">

    <parm name="AAUTHLEVEL" value="APPSRV"/>

    <parm name="AAUTHTYPE" value="DIGEST"/>

    <parm name="AAUTHNAME" value="servername"/>

    <parm name="AAUTHSECRET" value="serversecret"/>

  </characteristic>

  <characteristic type="RESOURCE">

    <parm name="URI" value="./Contacts"/>

    <parm name="CLIURI" value="./Address"/>

    <parm name="NAME" value="Contact DB"/>

    <parm name="AACCEPT" value="text/x-vcard,text/vcard"/>

    <parm name="AAUTHTYPE" value="DIGEST"/>

    <parm name="AAUTHNAME" value="databasename"/>

    <parm name="AAUTHSECRET" value="databasesecret"/>

  </characteristic>

  <characteristic type="RESOURCE">

    <parm name="URI" value="./Calendar"/>
    <parm name="CLIURI" value="./Events"/>

    <parm name="NAME" value="Calendar DB"/>

    <parm name="AACCEPT" value="text/x-vcalendar,text/vcal"/>

  </characteristic>

</characteristic>

###END###
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