Doc# OMA-DS-2005-0148R01-SycnML-Security-Use-Case.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-DS-2005-0148R01-SycnML-Security-Use-Case.doc
Input Contribution



Input Contribution

	Title:
	SyncML Security Use Case
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DS

	Submission Date:
	20 06 2005

	Source:
	Yu Chuan, China Mobile, yuchuan@chinamobile.com
Mingjun Shan, Huawei, shan.mingjun@huawei.com
Nina Karhuluoma, Nokia, nina.karhuluoma@nokia.com

	Replaces:
	n/a


1 Reason for Contribution

Security features in data synchronization need to be improved and/or clarified. Next version of DS Specifications (1.3) presents a wide set of new features especially regarding the email and always-on user experience. Due to the nature of the new functionalities, also the security framework of DS shall be evaluated and specified.
2 Summary of Contribution

This document provides use cases to illustrate security scenarios of DS. These use cases are also the base for the security related requirements in DS 1.3 work. DS working group shall study the potential security and authentication technologies and their suitability to OMA DS
The use case of rights management will be discussed in the later revision of this document. Relevant aspects of Rights Management are briefly discussed in chapter 5.2.
3 Detailed Proposal
5 Use Cases

5.1 Secure Data Synchronization
5.1.1  ASK  \* MERGEFORMAT Short Description

The president of a company wants to keep his customer contact information on her handset. In order to load the contact list, she chooses to synchronize the contact list that is on a DS server with her handset.

After she sets up the proper connectivity and authentication information, she initiates the data synchronization session with the DS server. At the setup phase of the session, the handset and the server ask for mutual authentication. If the handset does not support transport layer encryption, then the DS client and server would encrypt the session data. 
5.1.2 Actors

· The Device 
· The DS Server
· The User
5.1.3 Actor Specific Issues

· The Device: The Device should support application layer encryption if it doesn’t support transport layer encryption. 

· The DS Server: The Server should support both transport layer and application layer encryption.

5.1.4 Actor Specific Benefits

· The User: The User would not worry about losing his information to unauthorized persons.
5.1.5 Pre-conditions

The Device should support transport layer encryption or application layer encryption.
The Server MUST support both transport layer encryption and application layer encryption.

The User has right to access the Server.

5.1.6 Post-conditions

The User has securely synchronized their contact list and calendar information, etc.

5.1.7 Normal Flow

· The Device initiates the session request to the server, which includes authentication information/credentials and the encrypted session request.
· The Server and the Device successfully authenticate each other.
· The Server and the Device agree upon the encryption to be used. 

· The Server and the Device encrypt the session data during a normal synchronization.

· After synchronization is done, the session ends normally, with the contact list securly synchronized.

5.1.8 Other issues to be considered
· Cryptographic functions to be supported

· Certificate support

· Recommendations on the chosen key lenghts
5.1.8 Alternative Flow1 (Transport layer Security)

If the Device and the Server support transport layer security (i.e.HTTPS), the Device and Server will establish a mutually authenticated HTTPS connection prior to the start of the DS session. Encryption is performed in transport layer and application layer encryption MAY be omitted.
5.1.9 Alternative Flow2

Besides specified against a server, the authentication and encryption challenges can be specified against a database. Furthermore, In the case of authentication challenges, they can be specified against an individual command on a database. This provides end to end security ability.
The main challenge regarding the real e2e security is the connection between data storage and DS server. In real life implementations data server (for example email server) and DS server are in different domains. The connection between the data storage and DS server is not specified by OMA DS. Hence DS group can only give recommendation on the sufficient security solution between these two entities.
5.1.10 Alternative Flow3 (Integrity Protection)

The Device or Server can request integrity protection in addition to encryption. Both the Device and the Server MUST accept this request and provide a mutually acceptable mechanism for proof data is unchanged (e.g. a hash algorithm).
5.2 Rights Management

Use case to be created.
· Synchronization of material protected by DRM, such as ring tones etc

· Use case shall describe the flow of securing this material so that it can be i) synchronized to the same device of a user or ii) to a new device of a user (the case where the device has been replaced for some reason)
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It’s recommended to incorporate these use cases/relevant alternative flows into DS1.3 RD.
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