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1 Reason for Contribution

This document is an update to OMA-MEM-2005-0014-R01-OMA_DS_in_mobile_email_TR.  Since that document was created last year, the MEM requirements document, OMA-RD-MobileEmail-V1_0-20051018-C.zip, has had several new requirements added which were not initially addressed.   This document is also an attempt at simplifying and condensing the format used in OMA-MEM-2005-0014-R01-OMA_DS_in_mobile_email_TR and its Lemonade counterpart, OMA-MWG-2005-0062-Lemonade_in_mobile_email_TR. In the tabular format presented here, it should be possible to combine an abbreviated version of both of the earlier documents into a single document for a comparison of OMA DS and IETF Lemonade as Enablers for the MEM requirements. 

2 Summary of Contribution

This contribution is based on the format used for OMA-MEM-2006-0001-AD_RD-Cross_Checking.  Thus it contains the grouping of 8 categories of 90 MEM requirements items from MEM Requirements Document (RD), OMA-RD-MobileEmail-V1_0-20051018-C.zip and uses the table template proposed in OMA-MEM-2006-0001 for reporting the results of the cross-checking analysis.  

3 Detailed Proposal

3.1 MEM Requirements mapped to DS and Lemonade specifications
The task is, for each requirement identified in OMA-RD-MobileEmail-V1_0-20051018-C.zip to identify whether the requirement items are met by either the current release of OMA DS (1.2) or known work items in the next release (2.0).  For those items which are not met by the current release, we should determine whether the requirement is appropriate for OMA DS, and if so, whether it should be satisfied with a CR to 1.2 of OMA DS, or with an IC and subsequent work to add it to 2.0. In either case, progress on the CRs and ICs should be tracked in this document.

  A more general version of this activity was first presented in OMA-MEM-2005-0014-R010OMA_DS_in_mobile_email_TR..  In order to facilitate the task of analysing the requirements items and reporting the outcome, the table template first introduced in OMA-MEM-2006-0001-AD_RD-Cross_Checking is adapted for this use as shown below. 
The last two columns of the table are left for a similar exercise in mapping the MEM requirements to the Lemonade IETF RFCs 

3.2 Completion and Deadline

The intention is to complete this MEM-DS Requirements cross-checking analysis in order to present it to MEM at the next joint meeting of MEM and DS, presumably in Osaka in June.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the proposed MEM/DS Requirements cross-checking exercise be conducted using the proposed template below.   In order to start the process, the author has filled in the table based on the previous document, and invites the group to review and comment on the first draft.

Table1: MEM Requirements applied to OMA DS and IETF Lemonade
	Req ID/Ref

	Short Description
	OMA DS

	OMA DS Remarks
	IETF Lemonade
	Lemonade  Remarks

	HLF-1
	It MUST be possible to minimize delays and bandwidth requirements (e.g. by minimizing the number of roundtrips between client and server, the bytes to exchange between client and server, etc…) for the following:·

· Events sent from the server to the client For accessed by the client to announce or describe new email

· Exchanges to deliver new email from the server to the client

· Events sent from the server to the client to announce or describe email events on the server

· Events accessed by the client from the server to announce or describe email events on the server

· Exchanges to reconcile the client after a email event on the server

· Exchanges to access or manipulate attachments

· Sending email from an assigned email server

Sending email events on the client to the email server
	1.2 
	1.2: wbxml; ability to combine packets 1,3 2,4; optional  MAPs, optional  response (NORSP); Suspend/Resume

We also have a Performance Item in the WID for 2.0 release which will include compression, optimization of statuses, reducing the number of round trips, combination of commands and packages.
	
	

	HLF-2

NEW
	The mobile email enabler MUST support both push (email events are pushed to the client) and pull (client accesses email events)
	1.2
	DS PUSH is a Notification to Pull using OMA COMMON SAN instantiated in DS as OMA SAS
	
	

	HLF-3

NEW
	The mobile email enabler SHOULD define a minimum set of interoperable media types and formats
	1.2
	1.2 includes an email object in addition to base media types and formats described since first release
	
	

	HLF-4

NEW
	The mobile email enabler MUST support optimizations for wireless environments
	1.2
	1.2: wbxml; ability to combine packets 1,3 2,4; optional  MAPs, optional  response (NORSP); Suspend/Resume
2.0: Item in WID for Performance enhancements
	
	

	SEC-1 

REWORD
	The mobile email enabler MUST support integrity and confidentiality between client and server when exchanging data and event notifications
	1.2
see Remarks
	Notification:  Client only accepts Notify from configured or provisioned server;  Confidentiality reqt could be further examined, but currently no confidential info is exchanged, just command to sync specific datastore.
	
	

	SEC-2

REWORD
	Exchanges to provide new email arrived on server to the client MUST support confidentiality and integrity
	1.2
	See SEC-4
	
	

	SEC-3
	Exchanges to reconcile the client after an email event on the server MUST support confidentiality and integrity 
	1.2 
	See SEC-4
	
	

	SEC-4
	Exchanges to access or manipulate attachments MUST support confidentiality and integrity
	1.2
	Transport neutral, but HTTP binding is defined and HTTPS can be used. 
	
	

	SEC-5
	Exchanges to send email from the assigned email server MUST support confidentiality and integrity
	1.2
	See SEC-4
	
	

	SEC-6
	Email events sent from the client to the email server MUST support confidentiality and integrity
	1.2
	See SEC-4
	
	

	SEC-7
	The client MUST be able to be authenticated by the email server 
	1.2
	The protocol supports challenge and credentials.
	
	

	SEC-8
	The email server MUST be able to be authenticated by the client
	1.2
	See SEC-7
	
	

	SEC-9
	The mobile email enabler MUST support content screening
	1.2 
	Client Filtering.  
	
	

	SEC-10
	The mobile email enabler MUST support spam protection
	1.2
	The DS enabler does not affect/restrict these mail server functions.
	
	

	SEC-11

NEW
	The mobile email enabler MUST support virus protection
	1.2
	See SEC-10
	
	

	SEC-12 NEW
	The mobile email enabler MUST support protection against denial of service (DoS) attacks
	
	
	
	

	SEC-13 NEW
	It MUST be possible to prevent unauthorized applications from requesting emails to be sent from the mobile email client
	
	
	
	

	SEC-14 NEW
	It MUST be possible to protect email data in the mobile email enabler from unauthorized access (user or device)
	
	
	
	

	CHRG-1
	In order to support charging for email traffic, the mobile email enabler SHOULD provide ways to identify mobile email exchanges (events, access, sending and synchronization) as email data exchanges, even when there is a secure connection between the client and server
	
	
	
	

	CHRG-2

NEW
	In order to support charging for email traffic, the mobile email enabler SHOULD provide ways to identify mobile email data exchange characteristics (e.g. email message sizes, number of recipients, etc.)., even when there is a secure connection between the client and server
	
	
	
	

	ADMIN-1
	It MUST be possible to provision the mobile email client, based on any combination of who the user is and what the device is
	1.2
	Via OMA DM W5.
	
	

	ADMIN-2
	It SHOULD be possible for user preferences/filters/settings to follow the user across devices, when used sequentially
	
	Not specifically in the protocol today.  Believe it is implementation specific, could be work for DM.  However, one possible implementation could utilize the OMA DS File Sync to sync preferences/filters from one device to the server and to propagate them to other devices.
	
	

	ADMIN-3 
NEW
	It MAY be possible for user references/filters/settings to follow the user across devices, when used simultaneously
	
	See ADMIN-2
	
	

	ADMIN-4
	Authorized principals MUST be able to configure the settings of the user preferences/filters/configurable settings for a particular user
	Not in Protocol
	DS earlier assumption was that this is either implementation specific or work for DM but 
	
	

	ADMIN-5 
NEW
	The mobile email enabler MUST support the deletion by a remote, authorized principal of email data on a mobile device
	?
	Not sure what this requirement means.  Sync supports the DELETE command, but does this imply a wipe and lock type of operation?
	
	

	ADMIN-6 
NEW
	The mobile email enabler MUST support administration of authorized users and devices
	?
	Not sure what this requirement means.  It may be similar to ADMIN-4
	
	

	ADMIN-7 
NEW
	It MUST be possible for a user to view, edit and reset settings of a mobile email client
	
	
	
	

	USAB-1
	The mobile email enabler SHOULD minimize event propagation delays and MUST NOT impose excessive delays
	
	
	
	

	USAB-2
	The mobile email enabler SHOULD minimize delays in accessing email messages and MUST NOT impose excessive delays
	
	
	
	

	USAB-3
	 When downloading an attachment, the mobile email enabler MUST allow the client to be able to provide an indication of the estimated download time needed to complete the download of the attachment
	
	
	
	

	USAB-4
	 When network connectivity is available, emails SHALL be sent from the client to the email server according to user preference or client settings, if configurable
	
	
	
	

	USAB-5
	When connectivity is not available or drops, the user MUST be able to compose the message and have it stored on the device
	
	
	
	

	USAB-6
	When connectivity is re-established stored messages MUST be sent as soon as possible
	
	
	
	

	USAB-7
	 When network connectivity is available, email events on the client SHALL be sent to the email server according to user preferences or client settings if configurable
	
	
	
	

	USAB-8
	When connectivity is not available or drops, email events on the client that may take place MUST be stored on the client until connectivity becomes available and then sent to the email server as soon as possible.
	
	
	
	

	USAB-9
	The mobile email enabler MUST allow the user to set filtering rules based on

· Email header fields

· Mailbox folder options.

· Spam score.

This is a non exhaustive list and for example only.
	
	
	
	

	USAB-10
	The mobile email enabler MUST allow the user to change filtering rules on his mobile email client.
	
	
	
	

	USAB-11
	The mobile email enabler MUST support:

· Different methods for notifying the client about new emails based on capabilities of the network

· The ability for the user to select the transport method based on the capabilities of the client and network (e.g. SMS, Push, MMS etc)

The ability for the user to select if, when and how events are accessed by the client
	
	
	
	

	USAB-12
	The mobile email enabler MUST support the use of a number of different means to transport notifications this could include SMS, MMS, WAP Push, SIP Notification, UDP, in band, polled)
	
	
	
	

	USAB-13
	The user MUST have control of the result of new email events on the client, e.g. the client could download:

· Meta-data only

· Portion of the email 

· The whole email without attachment

· The whole email with attachment
	
	
	
	

	USAB-14
	The user MUST be able to manually initiate access to email that has arrived on the server but is not yet on the client
	
	
	
	

	USAB-15
	The user MUST be able to manually access more email data when only a portion is stored on the client (e.g. more of the body, a specific attachment, more of a specific attachment, the rest of the body, the whole email with all attachments)
	
	
	
	

	USAB-16
	Authorized principals MUST be able to select the ways that email events are sent to or accessed by the mobile email client and other email settings that may affect the server behaviour 
	
	
	
	

	USAB-17
	The mobile email enabler SHOULD NOT require repetitive actions by the user for  robustness to intermittent or unreliable connectivity
	
	
	
	

	USAB-18
	The mobile email enabler MUST enable the user to forward an email partially downloaded (e.g. without attachment) without having to download the remainder to the client
	
	
	
	

	USAB-19
	The mobile email enabler SHOULD minimize the amount of information that a user must provide to provision an email client to access the assigned email server 
	
	
	
	

	USAB-20
	The mobile email client MUST allow the user to reply to an email partially downloaded without first having to download any part of the remainder of the email to the client. It SHOULD be possible to include all of portions of the original email whether downloaded or not in the reply message
	
	
	
	

	USAB-21
	The mobile email client MUST allow the user to edit a partially downloaded email, for reply and/or forward and  have the server send all the portions of the edited email while minimizing the amount of data that is sent to the server (e.g. sending the differences)
	
	
	
	

	USAB-22
	When composing an email (replying to/ or forwarding )  the mobile email client MUST be able to download all or portions of that email for editing and the resultant email data sent to the server  SHOULD be minimized (e.g. sending the differences)
	
	
	
	

	USAB-23
	The mobile email enabler MUST support selecting the account to which  messages are submitted
	
	
	
	

	USAB-24
	 When replying to a list of addressees, the mobile email client MUST allow the user to edit the addresses without downloading or uploading the whole list of addresses and minimize the amount of data that is sent to the server
	
	
	
	

	USAB-25
	The mobile email enabler SHOULD support multiple email accounts provided by the same or different service providers
	
	
	
	

	USAB-26
	The mobile email enabler MUST support configuration of email account information for connection and filtering on a per-account basis
	
	
	
	

	USAB-27
	The mobile email enabler SHOULD support definition of auto-reply messages for each filtered messages.  Automatically generated replies SHOULD avoid mail loops (RFC 2821 and related RFCs)
	
	
	
	

	USAB-28
	The mobile email enabler SHOULD support activation/deactivation of auto-reply from the client. Automatically generated replies SHOULD avoid mail loops (RFC 2821 and related RFCs)
	
	
	
	

	USAB-29
	The mobile email enabler MUST support replying to messages by using the email account that the original message was received on.
	
	
	
	

	USAB-30
	The mobile email enabler SHOULD support identification of the source email account of retrieved email messages
	
	
	
	

	USAB-31
	The mobile email enabler MUST support the user ability to forward only a selection of the attachments of an email with attachments, without downloading the attachments to the client
	
	
	
	

	USAB-32
	The mobile email enabler MUST provide mechanisms to access any desirable email part even when the email size is beyond the limit imposed on the size of the emails that can be delivered to mobile devices while remaining within the size constraints of the part to be downloaded
	
	
	
	

	USAB-33
	The mobile email enabler SHOULD enable the user to recall an email message
	
	
	
	

	USAB-34
	The mobile email user MAY receive notifications of a success or failure of a recall request.
	
	
	
	

	USAB-35
	The mobile email enabler MUST be able to estimate the size of each individual attachment (s)
	
	
	
	

	USAB-36
	It SHALL be possible to manually refresh the “inbox” to see if new emails have been received
	
	
	
	

	USAB-37
	It SHALL be possible for an authorized principal to limit the refresh rate (accessing the inbox on the server to see if new emails have been received)
	
	
	
	

	USAB-38
	The mobile email enabler SHALL be able to identify URIs in messages
	
	
	
	

	USAB-39
	The mobile email enabler SHOULD notify end-users of any processing errors
	1.2 and prior
	ALERT 100 allows direct transmission of msg string from server to client, also there are abundant error codes
	
	

	USAB-40 NEW
	The mobile email enabler MAY support multiple devices simultaneously
	1.2 and prior
	
	
	

	IOP-1
	Data exchanges between the client and server, such as events, sending email, reconciliation, attachment manipulation MUST be compatible in the presence of intermediary network elements (e.g. firewalls, proxies) between the mobile email client and the users email servers
	1.2
	The synchronization protocol is transport neutral.  Separate transport bindings re defined in the Common Documents shared with 
	
	

	IOP-2
	When used, events sent from the server to the client to announce or describe new email MUST be network neutral
	1.2
	
	
	

	IOP-3
	When used, events accessed by the client from the server to announce or describe new email MUST be network neutral
	1.2
	
	
	

	IOP-4
	Exchanges to provide email arrived on server to the client MUST be network neutral
	1.2
	
	
	

	IOP-5
	Exchanges to reconcile the client after an email event on the server MUST be network neutral
	1.2
	
	
	

	IOP-6
	Exchanges to access or manipulate attachments MUST be network neutral
	1.2
	
	
	

	IOP-7
	It MUST be possible to send email from the email server assigned to the user (e.g. not another email server in another domain)
	1.2
	
	
	

	IOP-8
	Sending email from an assigned email server MUST be network neutral
	1.2 
	
	
	

	IOP-9
	Sending email events on the client to the email server MUST be network neutral
	1.2 and prior
	
	
	

	IOP-10
	If multiple mobile email clients are synchronized with the mobile email server, the mobile email enabler MUST allow multiple-way synchronization between the mobile email server and all synchronized clients
	1.2 and prior
	
	
	

	IOP-11
	The email enabler MUST support server-side adaptation of attachment to the device user by user
	
	In 1.2 this is not addressed, but work on DS Data Object WID may address in 2.0 timeframe.
	
	

	IOP-12
	The server-side adaptation MUST be capable of being controlled by the client (e.g. with smart or intermediate clients)
	
	See IOP-11.
	
	

	IOP-13
	The design of the mobile email enabler specifications SHALL support interoperability with relevant email standards (e.g. IMAP4, PoP3 and SMTP)
	1.2 
	
	
	

	IOP-14
	Server-side adaptation MUST preserve the ability of accessing email via other channels (e.g. via other email clients)
	1.2 
	
	
	

	IOP-15
	Server-side adaptation MUST preserve the original emails and attachment stored in the email server
	1.2 
	
	
	

	PRIV-1
	The mobile email enabler MUST allow the mobile email client to be protected by the same privacy protection rules / solutions as applied on the server (e.g. filtering rules, privacy alert detections on outgoing email, read/unread notice interception)
	1.2
	Synchronizing the email data does not effect the application of these rules on either the email server or client.
	
	

	PRIV-2
	The mobile email enabler MUST support the use of privacy tools that require user’s confirmation before allowing some email events to take place
	1.2
	See Priv-1.
Need to go through examples to be sure.
	
	

	PRIV-3

NEW
	The mobile email enabler MUST comply with OMA Privacy document as applicable
	
	Note:  Have not cross-checked this document yet.  KM
	
	

	SYSREQ-1
	The mobile email enabler MUST be robust enough to operate normally and useable when there is an intermittent or unreliable connection between the client and server
	1.2
	Suspend/Resume function in 1.2.  
SmartSync and Always On enhancements in 2.0.
	
	

	SYSREQ-2
	The mobile email enabler security (authentication, authorization, confidentiality, integrity) MUST operate and be usable in the presence of intermittent or unreliable connectivity (loss of connectivity, loss of network transport packets and reconnect)
	1.2
	See SYSREQ-1
	
	

	SYSREQ-3

NEW
	The mobile email enabler MUST NOT rely on the storage of email data in intermediate systems outside the email server domain or the terminal.

	1.2
	DS does not require intermediate storage of the mail server’s email datastore.
	
	

	SYSREQ-4

NEW
	The mobile email enabler MUST permit scalable (e.g. to the number of users) end-to-end implementations
	1.2
	HTTP load balancing.
	
	

	SYSREQ-5

NEW
	The mobile email enabler SHOULD allow optimized implementations on constrained devices (e.g. power consumption, CPU overhead, memory and storage requirements). See also OMA-RPT-ApplicationPerformance-v1-20031028-A for additional informative details
	
	NOTE:  Have not cross-checked this document yet.  KM
	
	


� This column lists the Requirement Identifier from � HYPERLINK "http://www.openmobilealliance.org/ftp/Public_documents/REQ/Permanent_documents/OMA-RD-MobileEmail-V1_0-20051018-C.zip" ��OMA-RD-MobileEmail-V1_0-20051018-C.zip� with additional comments “NEW” or “REWORDED” which act as a bridge between OMA-MEM-2005-0014-R01-OMA_DS_in_mobile_email_TR (in which the MEM Requirements and OMA DS functions were first matched) and this document.  If the MEM requirement is unchanged since OMA-MEM-2005-0014-R01 then there is no additional comment  in this column..


� This column lists the release of the Enabler which either currently supports the requirement or is targeted to include support for the function.  In the case of some new Requirements which are not yet clearly understood, there might be a “?” in this column.  In a limited number of cases, “Not In Protocol” is in the column,  with more information in the Remarks column.


� Note that this requirement does not prevent implementations or solutions to use intermediate storage. Also, note that transport and other transitory exchanges and manipulations of packets are not considered as cases of intermediate storage covered by this requirement. 
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