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1 Reason for Change

This CR proposes the default nonce mechanism for the notification nonce mismatch issue.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DS group agrees this CR.
6 Detailed Change Proposal

Change 1:  Add a new section for Nonce Resync
5.1    Nonce Resynchronisation

After the client has received a notification message and the digest is not correct then the client SHOULD re-verify the digest using the SessionID as the nonce value.  Servers can not expect all clients to supports this features and MAY therefore take a different action, such as re-bootstrap the device, for example. 

The flow of this particular scenario is as follows:

1. Client receives Notification message and fails to authenticate the message using stored server nonce value. 

2. Client tries to re-authenticate notification message using a default server nonce value (SessionID). If this authentication succeeds, then continue to step 3; otherwise notification message is ignored and no session is initiated. 

3. Client initiates session, with the credentials based on client nonce provided by Server in advance in case of application layer security. 
4. Server tries to authenticate the message. If this authentication succeeds, server sends a success Status code with a Chal to update the client nonce on the device used to authenticate messages from the client and then continue to step 5.  If this authentication fails, then Server sends back Chal to request Client to re-send credential for authentication and then continue to step 3. 

5. Client tries to authenticate the message. In case of application layer security then with the default nonce value (SessionID). If this authentication succeeds, then Client sends success Status code with a Chal to update the server nonce on the server used by the client to authenticate messages from the server (including notification messages). 
6. Server sends back success Status. 
If desired, server replaces the server AuthSecret in the DS MO (see [DSMO]) using the DM protocol (see [DMPRO]) to further protect against repeated attacks on the nonce re-negotiation protocol.

Change 2:  Add some references

2.1    Normative References
	[DEVINF]
	“OMA DS Device Information ”, Open Mobile Alliance(, OMA-TS-DS-DevInfo-V2_0”, URL:http://www.openmobilealliance.org

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.2”,Open Mobile AllianceTM .  OMA-TS-DM_Bootstrap-V1_2. URL:http://www.openmobilealliance.org/

	[DMSEC] 
	“OMA Device Management Security, Version 1.2”, Open Mobile Alliance(. 

OMA-TS-DM_Security-V1_2, URL:http://www.openmobilealliance.org

	[DMPRO]
	“OMA Device Management Protocol”, Version 1.2, Open Mobile Alliance, OMA-TS-DM_Protocol-V1_2, URL:http://www.openmobilealliance.org/

	[DSCONCEPTS]
	“Data Synchronization Concepts and Definitions”, Open Mobile Alliance(, OMA-TS-DS_Concepts-V2_0”, URL:http:www.openmobilealliance.org

	[DSMO]
	“Data Synchronization Management Object”, Open Mobile Alliance(, OMA-TS-DS_MO-V1_0”, URL:http:www.openmobilealliance.org

	[DSPRO]
	“DS Protocol, Version 2.0”, Open Mobile Alliance(. OMA-TS-DS_Protocol-V2_0, URL:http:www.openmobilealliance.org

	[DSSYNTAX]
	“Data Synchronization Syntax”, Open Mobile Alliance(, OMA-TS-DS_Syntax-V2_0”, URL:http:www.openmobilealliance.org

	[IOPPROC] 
	“OMA Interoperability Policy and Process”, Open Mobile Alliance(, OMA-ORG-IOP_Process-V1_4, URL:http//www.openmobilealliance.org 

	[RFC1321]
	“ The MD5 Message-Digest Algorithm ”, R. Rivest, et al., April 1992,  http://www.ietf.org/rfc/rfc1321.txt  

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner,  March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”,  D. Crocker, Ed., P. Overell, 
November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[WSPCTC]
	"WSP Content Type Codes" Open Mobile AllianceTM,
http://www.openmobilealliance.org/tech/omna/omna-wsp-content-type.htm
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