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1. Scope

This document is the Interoperability Test Plan for Enabler Release OCSP-MP V1.0.  
The following specifications comprise the OCSP v.1.0 Enabler release:


OCSP Mobile Profile V1.0[OCSP]

1.1 Assumptions

None.
1.2 Exclusions

None.
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, http://www.ietf.org/rfc/rfc2119.txt

	[CERT]
	“WAP Certificate Profile”, WAP-211-WAPCert, http://www.openmobilealliance.org/ 

	[ERELD]
	“Enabler Relese Document for <Enabler>”, Open Mobile Alliance™, OMA-ERELD-<EnablerName>-Vx_y, http://www.openmobilealliance.org/

	[OCSPMP]
	“Online Certificate Status Protocol Mobile Profile”, Open Mobile Alliance™, OMA-WAP-OCSP-V1_0, http://www.openmobilealliance.org/ 

	
	


2.2 Informative References

	n/a
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Client
	A device (or application) that initiates a request for a connection with an OCSP server.

	Server
	A device (or application) that passively waits for OCSP requests from one or more clients.  A server may accept or reject a connection request from a client.  

	Responder
	A synomym for Server


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	OCSP MP
	Online Certificate Status Protocol Mobile Profile

	CA
	Certificate Authority


4. Enabler Description 

While digital certificates provide a secure mechanism to identify and authenticate an entity via the verification of a digital signature, there must also be mechanisms in place to validate that the certificate, and the associated private key, in use are in fact still considered trusted and valid.   This issue is commonly known as certificate validation and is based on the concept of certificate revocation.  Certificates may be revoked for various reasons, including, but not limited to, change of name, change of association between subject and CA and compromise or suspicion of compromise of the corresponding private key.  Once revoked, there must be mechanisms in place to determine if a certificate has been revoked. 
The Internet Engineering Task Force’s (IETF) Public Key Infrastructure working group has defined a method of certificate validation that does not rely on CRL’s.  The Online Certificate Status Protocol (OCSP) as defined by [RFC 2560] replaces the CRL concept with a simple certificate status request and response protocol to a central server.   This server is authorized to respond with certificate status information.  

To perform an OCSP certificate status check, a client sends a request to an OCSP responder.  The OCSP responder then determines the revocation status of the requested certificate and constructs the corresponding OCSP response.  This response is typically signed by the OCSP responder to ensure data integrity and that the response originated from an authoritative source. 

The OCSP MP 1.0 Enabler defines a profile of OCSP suitable for the mobile environment.  
4.1 Minimal Test Configuration

OCSP interoperability testing is limited OCSP client implementations.   This includes

· OCSP request generation,
· OCSP Request encoding and transport to server

· OCSP Response processing  
The interoperability testing will cover the following mandatory test cases
01) Client generates request for a valid certificate. Client receives and processes a response with a “good” status

02) Client generates request for a revoked certificate.  Client receives and processes a response with a “revoked” status

03) Client generates a request for a certificate unknown by the responder.  Client receives and processes a response with an “unknown” status.  

04) Client generates request for a valid certificate. Client receives and processes a response with a “good” status that contains unknown but non-critical extensions in the response. 

05) Client generates request for a valid certificate. Client receives and processes a response with a “good” status but that has expired.  

06) Client generates request for a valid certificate. Client does not receive a response in a timely manner and thus times out and retries after a documented period of time  

07) Client generates a request for a valid certificate that contains a nonce.  Client receives and processes a response with a “good” status but that does not contain a nonce.  

In addition the following optional items will be tested
08) Client generates a signed request for a valid certificate. Client receives and processes a response with a “good” status

09) Client generates a request for a valid certificate that contains a nonce. Client receives and processes a response with a “good” status also containing a nonce

010) Client generates a request for a valid certificate that contains a nonce. Client receives and processes a response with a “good” status that contains a nonce that does not match the nonce in the request. 

011) Client generates an OCSP Request message that, when base64 and url-encoded, has a length of over 255 characters.  Client receives and processes a response with a “good” status.

012) Client generates request for a valid certificate and sends it via TLS. Client receives and processes a response with a “good” status.

013) Client generates request for a valid certificate. Client receives and processes a response with a “good” status signed with a signature algorithm other than sha1WithRSAEncryption 

5. Test Environment

The following items are needed to test this enabler:

· A set of certificates issued from a test PKI, including,

· A test root certificate

· A test intermediate CA certificate, issued from the test root

· Two test end entity certificates, issued from the intermediate CA and known to the OCSP responder

· An end-entity certificate that is valid

· An end-entity certificate that have been revoked

· One test end entity certificate, not issued from the intermediate CA, and thus not known to the OCSP responder.

· All test certificates will contain an authorityInformationAccess extension using the id-ac-ocsp access method identifier that contains the URL of the authoritative responder for the test certificates 

· An OCSP client

· Configured to trust the test root certificate; and

· Has access to an accurate time source
· An OCSP responder

· Configured to respond to the known test end entity certificates; and

· In possession of a valid OCSP responder key delegated (signed) by the intermediate CA certificate that is used to sign all OCSPResponses.  

·  A mechanism used to access the messages flowing between the client and server.   This is used to ensure messages are properly formatted and conform to the OCSP ASN.1. 
The OCSP V1.0 Enabler tests are carried out between the client and responder using HTTP.

5.1 Test Limitations

5.1.1 Physical

None.
5.1.2 Resources

None.
5.2 Test Restrictions

None.
5.3 Test Tools

The OCSP-MP enabler will be tested indirectly by OMA enablers that require OCSP functionality  
5.4 Resource required

The entire cost of testing, including test reporting, is estimated to be no more than 25 Man-Hours.  It should require no more than one hour of test time for each client.
5.5 Non Testable Requirements

None.
6. Test Plan Roadmap

OCSP-MP Enabler testing will be included in OMA TestFests based on community interest.  
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