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1. Scope

OMA IOP-PRC as a sub-working group (SWG) to OMA IOP WG, has compiled this report to summarize the efforts done to prove the interoperability aspects of the OMA DM Version 1.2 enabler, as they are being considered for approval by the OMA Technical Plenary as an OMA Enabler Release.

The content in this report is compiled based on input from Enabler Test Reports as an outcome from three Test Fests for the DM1.2 enabler.

This document provides information needed by the OMA Technical Plenary to consider the approval of the DM Enabler Release Version 1.2 from an IOP perspective.

2. References

	[ERELD]
	"OMA DM V1.2 Enabler Release Definition”, Open Mobile Alliance™, OMA-ERELD-DM-V1_2, URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™,
OMA-ORG-IOP_Process-V1_3, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL: http://www.ietf.org/rfc/rfc2119.txt

	[DM_EICS]
	DM version 1.2 Enabler Implementation Conformance Statement (EICS), Open Mobile Alliance™, OMA-EICS-DM_Client-V1_2-20060727-A, OMA-EICS-DM_Server-V1_2-20060727-A, URL:http://www.openmobilealliance.org/

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2. URL:http://www.openmobilealliance.org

	[DMREPU]
	“OMA Device Management Representation Protocol, Version 1.2”. 
Open Mobile Alliance(. OMA-TS-DM-RepPro-V1_2. URL:http://www.openmobilealliance.org

	[DMSEC] 
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Security-V1_2. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TND-V1_2. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2. URL:http://www.openmobilealliance.org

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Bootstrap-V1_2. URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-Notification-V1_2. URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TNDS-V1_2. URL:http://www.openmobilealliance.org

	[ERELDSC] 
	“Enabler Release Definition for SyncML Common Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-SyncML-Common-V1_2_0. URL:http://www.openmobilealliance.org

	[REPPRO]
	“SyncML Representation Protocol”, Open Mobile Alliance(, OMA-SyncML-RepPro-V1_2, URL:http://www.openmobilealliance.org

	[SAN]
	“SyncML Server Alerted Notification”, Open Mobile Alliance(, OMA-SyncML-SAN-V1_2, URL:http://www.openmobilealliance.org

	[SYNCHTTP]
	“SyncML HTTP Binding Specification”, Open Mobile AllianceTM, OMA-SyncML-HTTPBinding- V1_2_0, URL:http://www.openmobilealliance.org

	[SYNCMETA]
	“SyncML Meta Information, version 1.2”. Open Mobile Alliance(. 
OMA-SyncML-MetaInfo- V1_2_0 URL:http://www.openmobilealliance.org

	[SYNCOBEX]
	“SyncML OBEX Binding Specification”, Open Mobile AllianceTM, OMA-SyncML-OBEXBinding- V1_2_0, URL:http://www.openmobilealliance.org

	[SYNCWSP]
	“SyncML WSP Binding Specification”, Open Mobile AllianceTM ,   OMA-SyncML-WSPBinding- V1_2_0, URL:http://www.openmobilealliance.org

	[ETG]
	“Enabler Test Guidelines for DM”, Open Mobile Alliance™, OMA-ETG-DM-V1_2-20061019-A, URL:http://www.openmobilealliance.org/

	[ETS]
	“Enabler Test Specification for DM”, Open Mobile Alliance™, OMA-ETS-DM-V1_2-20060706-C,  URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices and processing events and alarms generated by Devices.

	Generic Alert
	Asynchronous message sent from the client to the server to communicate specific process descriptors as defined by the [ERELD]

	Full device URI 

	Full path to a device resource specified in the device's context. It is always a URI relative to the devices’

root node. Full device URI must always be used in the present specification.  

	Message 

	Atomic unit in OMA DM Protocol, one packet that the bearer network is able to accept. One OMA DM Protocol package could be divided into many messages.

	Package 

	Package is a conceptual set of commands that could be spread over multiple messages.

	Resource 

	A network data object or service that can be identified by a URI, as defined in Hypertext Transfer Protocol

[RFC2616]. Resources may be available in multiple representations (e.g. multiple languages, data formats,

size, and resolutions) or vary in other ways.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DM
	Device Management

	DTD
	Document Type Definition

	ERDEF
	Enabler Requirement Definition

	ERELD
	Enabler Release Definition

	HTTP
	Hypertext Transfer Protocol

	MIME
	Multipurpose Internet Mail Extension

	OBEX
	Object Exchange protocol

	RD
	Requirements Document

	SCR
	Static Conformance Requirements

	SyncML
	Synchronization Mark-up Language

	WAP
	Wireless Application Protocol

	WSP
	Wireless Session Protocol

	XML
	Extensible Mark-up Language


4. Summary
This report gives details of the testing carried out for the enabler and eventual findings made in connection to the testing regarding interoperability of different implementations (clients and servers) according to [ERELD] and [ERELDSC].

The work and reporting has followed the OMA IOP processes and policies [IOPPROC].

The DM v1.2 enabler has been tested at 3 TestFests.
Each of these testing activities has generated an Enabler Test Report that has been the input for this report. 

As is shown in the information below the results fulfill the criteria in [IOPPROC] to be recommended as an Approved Enabler to OMA Technical plenary. 
Based on this evidence, the OMA IOP-PRC recommends approval of the DM v1.2 enabler.

5. Testing of DM v1.2
5.1 Documentation

This chapter lists the details of the enabler and any documentation, tools or test suites used to prove the enabler.

	Enabler:
	DM v1.2 [ERELD]

	Process:
	OMA Interoperability Policy and Process [OMAIOPPROC]

	Type of Testing
	Interoperability Testing

	Products tested:
	Clients and Servers

	Test Guideline:
	DM v1.2 Enabler Test Guidelines [ETG]

	Test Specification:
	DM v1.2 Enabler Test Specification [ETS]

	Test Tool:
	-

	Test Code:
	-

	# of Test Fests:
	3

	# of Bilateral Test sessions:
	-


Table 1: Test Documentation

5.2 Test Case Statistics

This chapter lists the statistics for all test cases included in [ETS]

	Test Case
	Title
	Mandatory//Optional
	# of usage
	# of pass
	Related PR
	Notes

	DeviceManagement-v1.2-int-001
	MD-5 client authentication
	N/A
	112
	110
	
	

	DeviceManagement-v1.2-int-002
	MD-5 server authentication
	N/A
	111
	108
	
	

	DeviceManagement-v1.2-int-003
	Get on Leaf Node
	N/A
	117
	117
	
	

	DeviceManagement-v1.2-int-004
	Get on Non-Existant Node
	N/A
	117
	117
	
	

	DeviceManagement-v1.2-int-005
	Get on Interior Node
	N/A
	117
	117
	
	

	DeviceManagement-v1.2-int-006
	Get on Inaccessible Leaf Node
	N/A
	117
	114
	
	

	DeviceManagement-v1.2-int-007
	Replace on Permanent Leaf Node
	N/A
	117
	117
	
	

	DeviceManagement-v1.2-int-008
	 ACL Property
	N/A
	116
	114
	
	

	DeviceManagement-v1.2-int-009
	Connection Failure during DM session
	N/A
	114
	113
	
	

	DeviceManagement-v1.2-int-010
	Client Authentication - HMAC 
	N/A
	115
	112
	
	

	DeviceManagement-v1.2-int-011
	Server Authentication - HMAC 
	N/A
	113
	106
	
	

	DeviceManagement-v1.2-int-012
	Large Object/Multiple Commands 
	N/A
	110
	103
	
	

	DeviceManagement-v1.2-int-013
	Notification Initiated Session 
	N/A
	54
	43
	
	

	DeviceManagement-v1.2-int-014
	Server Initiated Bootstrap. CP Profile
	N/A
	31
	16
	
	

	 DeviceManagement-v1.2-int-015
	Bootstrap from Smart Card, Client Provisioning Profile support
	N/A
	2
	0
	
	

	DeviceManagement-v1.2-int-016
	Bootstrap from Smart Card, Device Management Profile support with TNDS objects
	N/A
	3
	1
	
	

	 DeviceManagement-v 1.2-int-017
	Removal of account information when removing the Smart Card 
	N/A
	3
	1
	
	

	 DeviceManagement-v 1.2-int-018
	DM Profile with TNDS – Transport Neutral Security: NETWORKID
	N/A
	7
	0
	
	

	 DeviceManagement-v 1.2-int-019
	DM Profile with TNDS – Transport Neutral Security: USERPIN
	N/A
	7
	0
	
	

	DeviceManagement-v 1.2-int-020
	DM Profile with TNDS – Transport Neutral Security: USERPIN_NETWORKID
	N/A
	7
	0
	
	

	DeviceManagement-v1.2-int-021
	UI Alert – Display 
	N/A
	105
	103
	
	

	DeviceManagement-v1.2-int-022
	UI Alert – Confirmation 
	N/A
	105
	103
	
	

	DeviceManagement-v1.2-int-023
	UI Alert – Text Input 
	N/A
	98
	92
	
	

	DeviceManagement-v1.2-int-024
	 UI Alert – Single Choice 
	N/A
	98
	96
	
	

	DeviceManagement-v1.2-int-025
	UI Alert – Multiple Choice 
	N/A
	98
	97
	
	

	DeviceManagement-v1.2-int-026
	Get Subtree Structure Without Data 
	N/A
	87
	85
	
	

	DeviceManagement-v1.2-int-027
	Get Subtree Structure With Data 
	N/A
	87
	85
	
	

	DeviceManagement-v1.2-int-028
	Create new Application Settings 
	N/A
	116
	113
	
	

	DeviceManagement-v1.2-int-029
	Modify the Application Settings 
	N/A
	116
	112
	
	

	DeviceManagement-v1.2-int-030
	Delete the Application Settings 
	N/A
	116
	112
	
	

	DeviceManagement-v 1.2-int-031
	Correct mapping of information in ./Inbox node
	N/A
	52
	41
	
	

	 DeviceManagement-v 1.2-int-032
	Rejection of GET operations from a DM server on the ./Inbox node
	N/A
	55
	54
	
	

	DeviceManagement-v 1.2-int-033 
	DM Session set up between a DM 1.2 server and a DM 1.1.2 terminal 
	N/A
	66
	61
	
	

	DeviceManagement-v1.2-int-034
	Checking Implicit Addition of Interior node/s
	N/A
	88
	81
	
	

	DeviceManagement-v1.2-int-035
	Handling of Get with ‘list=TNDS’
	N/A
	40
	34
	
	

	DeviceManagement-v1.2-int-036
	Handling of Copy command
	N/A
	39
	38
	
	

	DeviceManagement-v1.2-int-037
	Correlator
	N/A
	91
	84
	
	

	DeviceManagement-v1.2-int-038
	Support for adding a serialized management object
	N/A
	27
	23
	
	

	DeviceManagement-v1.2-int-039
	TLS 1.0 support
	N/A
	73
	56
	
	

	DeviceManagement-v1.2-int-040
	SSL 3.0 support 
	N/A
	76
	62
	
	


Table 2: Test Case Statistics

5.3 Test Evidence

Testing of implementations based upon version 1.2 of  the DM enabler has been conducted at the following Test Fests:

· Test Fest #15, Belfast, Northern Ireland, UK , 26th-30th June 2006

· Test Fest #16, Düsseldorf, Germany, 8th-15th September 2006
· Test Fest #17, Montreal, Canada, 1st-8th December 2006

All mandatory features have been tested, and a good coverage has been achieved over optional features. However, test resource difficulties have prevented to get test data on the following two optional features: 
· Bootstrap/DM Profile with TNDS using OTA
· Bootstrap from Smartcard (SIM), both CP and DM Profiles
From the test data it appears that these areas have not been implemented (no test data from TF#16 or TF#17) or/and there are difficulties in the test infrastructure (access to provisioned SIMs).
Again, testing of DM1.2 can continue even after approval of the enabler to improve the specifications.   
More details in regards to the concerned test fests can be found below.

5.3.1 Test Fest #15 Test Evidence

	Date of Test Fest
	26th-30th June 2006

	Location of the Test Fest
	Belfast, Northern Ireland, UK

	Number of OMA member companies attending the test fest:
	14

	Number of Clients Products:
	8

	Number of Server Products:
	10

	Number of test sessions completed: 
	77


Table 3: Test Fest #15 Information

5.3.2 Test Fest #16 Test Evidence

	Date of Test Fest
	8th-15th September 2006

	Location of the Test Fest
	Düsseldorf, Germany

	Number of OMA member companies attending the test fest:
	10

	Number of Clients Products:
	6

	Number of Server Products:
	4

	Number of test sessions completed: 
	23


Table 4: Test Fest #16 Information
5.3.3 Test Fest #17 Test Evidence

	Date of Test Fest
	1st-8th December 2006

	Location of the Test Fest
	Montreal, Canada

	Number of OMA member companies attending the test fest:
	7

	Number of Clients Products:
	4

	Number of Server Products:
	5

	Number of test sessions completed: 
	18


Table 5: Test Fest #17 Information

5.4 Problem Reports

There are resolutions available for ALL problem reports that have been raised against this enabler.
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	
	
	

	
	
	

	
	
	


A.2 Draft Version 1.2 History

	Document Identifier
	Date
	Sections
	Description

	OMA-IOP_RPT-DM-V1_2-20061016-D
	16-Oct-2006
	All
	First draft.

	OMA-IOP_RPT-DM-V1_2-20061211-D
	11-Dec-2006
	All
	Revised to contain test data from TF#17

	OMA-IOP_RPT-DM-V1_2-20061214-D
	14-Dec-2006
	5.3, 5.4
	Revised for agreement. Agreed by IOP-PRC.

	OMA-IOP_RPT-DM-V1_2-20061218-D
	18-Dec-2006
	5.2, 5.3.3
	Revised as per OMA-IOP-PRC-2006-0135R02
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