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Introduction

All Members of OMA Staff working in the OMA Trusted Zone are required to individually sign the OMA TestFest Non-Disclosure Agreement prior to handling any Confidential Information relating to any Member Company. 
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Bi-Lateral Enabler Test Pack Contents
The Bi-Lateral Enabler Test Pack for each enabler will be available on the OMA TestFest web-site. The pack will contain the following items:

· This set of operating procedures

· The current OMA TestFest NDA Agreement

· Instructions on how to obtain the Conformance Indicator Test Tool (if applicable)
· A separate Bi-Lateral Notification Form allowing each participating company to indicate which companies are participating in the Bi-Lateral Test Session, and the status of any results produced as a result of the session. 

· The Enabler Test Guidelines document for the Enabler

· The Client and Server Enabler Implementation Conformance Statements for the Enabler

· The Enabler Test Specification for the Enabler

· A Template Test Session Report form for this Enabler, which matches the Tests documented in the Enabler Test Specification, but does not contain any test environment information. 

Bi-Lateral Enabler Test Preparation

Where two or more companies wish to conduct a Bi-Lateral Test Session, they should perform the following tasks:

· Complete a Bi-Lateral Test Notification Form for each company involved in the TestFest.

· Contact the OMA Trusted Zone to submit the form to OMA-IOP-TZ@mail.openmobilealliance.org to inform OMA that a Bi-Lateral Test Session will be conducted.

· Request OMA to verify if all participant companies have a current OMA TestFest Non-Disclosure Agreement signed and lodged with OMA.

· Where any company does not have a signed OMA TestFest NDA lodged with OMA Member Administration, that company should sign the OMA TestFest NDA, fax the agreement to the OMA La Jolla office on (+1) 858 623 0743, and send two signed original to OMA, 2475 Executive Square, Suite 240, La Jolla, 92037, USA. 

· If all companies have a signed OMA TestFest Non-Disclosure Agreement lodged with OMA, or upon receipt of the faxed or signed versions of the agreement with OMA Member Administration in La Jolla, the OMA Trusted Zone, will inform all parties that the Bi-Lateral Test Session can proceed. 
Bi-Lateral Enabler Test Organization and Implementation

Once all participating companies are informed that the session can proceed, the parties may decide by themselves, how they wish to proceed during the Bi-Lateral Test Session. 
The OMA Trusted Zone may be called on by the participating companies to perform the following functions for them:

· For Test Sessions involving more than a single test session, the OMA Trusted Zone may produce a set of schedules for the participating companies. 

· For any numbers of participating companies, the OMA Trusted Zone can also be asked to create a set of Test Session Reports for them, removing the need for the companies to complete the participant information in the reports. These reports will be emailed to the client teams, in the same way they would be handed to the client teams at a TestFest.
· Companies that wish to create their own Test Reports, should complete the following information in each Test Report:

· In the header the <event> and <Year> should be inserted, and the Report number should replace “000”. Teams should allocate report numbers from “001”. (excel: menu “View/Header and Footer” in the middle also insert the <event> and <date> in the left)
· The Test Information sheet needs to be filled in with Date and Location

· The Implementation Name and Version, Company Name, Contact Name should be inserted for all companies participating in the test session. Participating Teams” Sheet
· In the “Test Environment” sheet the teams should insert a graphical representation of their test environment, ensuring it takes not more than one page of the printed report.  

Once all the participating companies are ready, they may implement the following steps to complete a Bi-Lateral Test Session:
· All participating companies should complete an Enabler Implementation Conformance Statement for the implementation being tested. All mandatory items detailed in the Enabler Implementation Conformance Statement should be supported.
· Where a Test Tool has been mandated as a TestFest entry criteria then all companies participating in the Bi-Lateral Test Session should run the tool and produce a Test Tool Execution Report of the outcome of running the tool with their implementation.
· Finally, a Test Session Report for each combination of teams testing at the Bi-Lateral Test Session should be created from the results of running the test cases from the Enabler Test Specification. 
· OPTION A: If the participants in the Test Session wish OMA to generate the reports then OMA will provide electronic reports and signature keys to each participating team. Each participating implementation at the test session is required to “sign”* the results achieved in the Test Session Report. The signature key provided by OMA to each participant should be entered into the Test Session Report and Client A should then forward the completed report to the OMA Trusted Zone.

· OPTION B: If participants wish to generate their own Test Session Reports, then the Client A Team Leader should create and fill in the Bi-Lateral Test Session Report (Test Information, Participating Teams & Test Results). At the end of the Test Session, Client A should forward the completed Test Session Report to all other participants in the Test Session. All participants in the Test Session, including Client A, must then verify the results achieved are correct and if so, forward the completed results to the OMA Trusted Zone.

Bi-Lateral Enabler Test Reporting

At the conclusion of the Bi-Lateral Test Session, all Enabler Implementation Conformance Statements, all Test Tool Execution Reports, and all Test Session reports from all participating implementations at the Bi-Lateral Test Session must be submitted to the OMA Trusted Zone. 

The Enabler Implementation Conformance Statement documents should be submitted electronically as a Microsoft Word file. The Test Tool Execution Report should be in the exact format that it is output by the Test Tool so that the OMA Trusted Zone is able to run a verification tool on the report and check its validity. Finally, the Test Session Reports should be submitted electronically as a Microsoft Excel file. 
All electronic files must be sent to the OMA-IOP-TZ@mail.openmobilealliance.org mail list. 

In order for the Bi-Lateral Test Session to be recognized, each company that is named in a Test Session Report, must forward their acceptance of the Test Session Report that has been completed to the OMA Trusted Zone. This must be done in a separate email from each participant team. Failure of all teams to provide the electronic acceptance of the report will mean the report is not recognised by OMA. 
Where more than one Test Session Report has been submitted by a participating team at the Bi-Lateral Test Session, then the OMA Trusted Zone will, within one week of receiving acceptable Enabler Implementation Conformance Statements, Test Tool Execution Reports and the paper or faxed originals of the Test Session Reports, create an Implementation Test Report for each company that has participated in the Bi-Lateral Test Session. 

Reporting of the results of a Bi-Lateral Test Session to IOP WG will occur as per the directions stated in the IOP Process Document. This requires that all Bi-Lateral Test Session Reports are held by the OMA Trusted Zone until the next OMA TestFest, at which time the Bi-Lateral Test Results can be combined with the OMA TestFest results to produce an anonymous report. 

Product Listing Population

For any company participating in a Bi-Lateral Test Session, the OMA Trusted Zone will populate the OMA Trusted Zone Document Server with the Enabler Implementation Conformance Statement and the Implementation Test Report for that session.
As there is no Enabler Test Report available, the Product Listing Database requires that either the Implementation Test Report must be available. If no Implementation Test Report has been created from the Bi-Lateral Test Session, then in order for the Bi-Lateral Test Session to be recognized for the purposes of a being available in the Product Listing database, all companies participating in the Test Session Report must indicate that the Test Session Report can be made Generally Available. 
If any one company does not give permission for the Test Session Report to be generally available, then no information about the Bi-Lateral Test Session will be uploaded to the OMA Trusted Zone Document Server.
Bi-Lateral Test Session Report Request Processing

Any member company may request to see an OMA Enabler Implementation Conformance Statement, Implementation Test Report or Test Session Report that has been created during an OMA Bi-Lateral Test Session. Any properly formatted request for access to an Enabler Implementation Conformance Statement, Implementation Test Report or Test Session Report will be handled as follows:

· Where a company has indicated that the documents should “Never be available”, the request will be immediately declined by the OMA Trusted Zone.     

· After this check, if the requesting member company has not already done so, they will be asked to sign and submit an up-to-date OMA TestFest Non-Disclosure Agreement. No distribution of an Enabler Implementation Conformance Statement, Implementation Test Report or Test Session Report will be handled until the signed OMA TestFest Non-Disclosure Agreement is on file with OMA Member Administration.

· Where a company has indicated in the Bi-Lateral Notification Form that they are happy for the documents to be Generally Available to members, then once the requesting company has fulfilled the Non-Disclosure Agreement requirements, the OMA Trusted Zone will send the document to the requesting company. The document will be scanned into a PDF file and password protected from copying, modification and additions if it is a paper document.

· Where a team has noted that the requested documents are “Available with my additional approval”, the team leader of all teams participating in the Test Session Report, both client(s) and server(s) will be contacted by the OMA Trusted Zone asking for permission to release the document to the requesting company. The email requesting permission must be copied to the OMA-IOP-TZ@mail.openmobilealliance.org email list to ensure traceability. The email must contain details of the company, contact person, and contact person’s details that has requested access. The contact details include information such as Email address and Phone and Fax number, reason for request. 

(All team leaders of the participating teams will be requested to respond to the OMA-IOP-TZ mailing list to ensure the traceability of their response. OMA Trusted Zone staff must acknowledge receipt of the permission or rejection, and also copy the OMA IOP TZ mail list, especially if it is another member of the participating team’s company that responds to the request).

· In any of the companies required to give permission for the document(s) to be released, refuses the request then the requesting company will be informed that permission to disclose the document has been refused. No identification of which company refused the request will be provided.

· Finally, if the requesting company has a OMA TestFest Non-Disclosure Agreement on file, and all companies who participated in the creation of the document being requested have given permission for the release, then the document(s) requested will be scanned into a PDF file, and password protected from copying, modification and additions if it is a paper document. Word or other format of documents will also be converted to password protected PDF files. The documents will then be released to the requesting company.

· All correspondence relating to the release of an Enabler Implementation Conformance Statement, Implementation Test Report or Test Session Report, will be copied to the OMA-IOP-TZ email list, to ensure traceability of the request and information passed. 

Contingency Planning

Contingency planning for the OMA Trusted Zone is an ongoing process that is undertaken to ensure the security of the OMA Member’s confidential information. Contingency planning involves two aspects: 

· Ensuring that none of the confidential data is lost while being processed or stored by the OMA Trusted Zone.

· Ensuring that none of the confidential data is ever passed to or provided to or stolen by any other person to whom the information does not belong. 

In relation to the Bi-Lateral Test Sessions, these two goals will be fulfilled with the following security measures: 

· All OMA Trusted Zone and OMA TestFest Administration members of staff, must have a password protection on their computer systems, to prevent any information on the system being accessed should the computer system be lost or stolen while not in the possession of the member of staff. 

· When leaving the computer the user should put the computer into password protection mode immediately. However if this is not done, password protection on the computer system must also be enabled when the computer is left idle for more than 15 minutes and the screen-saver is enabled. 

· All Backups of the computer system must be password protected in order to prevent this information being accessed by un-authorized people.

· All B-Lateral Notification forms will be sent to the OMA-IOP-TZ mail list, even if it is required that the OMA Trusted Zone or OMA TestFest Administration staff forward the email to the list.

· All Enabler Implementation Conformance Statements must be sent to the OMA-IOP-TZ mail list, even if it is required that the OMA Trusted Zone or OMA TestFest Administration staff forward the email to the list. 

(These steps ensure that immediately after receipt the of a Bi-Lateral Notification Form or Enabler Implementation Conformance Statement for a participating team is stored in the email archive that is only available to OMA Trusted Zone members of staff. Security of the OMA Email Servers is assumed to be handled outside of the scope of this document. This email archive is automatically backed up daily).

· All Enabler Implementation Conformance Statements must be uploaded to the OMA Trusted Zone Document Server.

· All Implementation Test Reports that are to be sent out to the participating teams, must be uploaded onto the OMA Trusted Zone Document Server, before they are sent out. 

(This ensures that immediately after the receipt of the Enabler Implementation Conformance Reports or the creation of the Implementation Test Report for a participating team, it is stored in the document repository that is only available to OMA Trusted Zone members of staff. Security of the OMA Trusted Zone Document Servers is assumed to be handled outside of the scope of this document. This Document server is used by the OMA Product Listing initiative, and is automatically backed up daily).

· 
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