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1 Reason for Change

The SCWS 1.2 Technical Specification mandates the implementation of the Access Control Policy for the device. This change request intends to add test cases to cover this feature. 

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC-SCT kindly asks the members of IOP-BRO to review this Change Request and to update the ETS document accordingly.

6 Detailed Change Proposal

Change 1:  New section 6.1.7 “Access Control Policy test group”
6.1.7 Access Control Policy test group
6.1.7.1 SCWS-1.2-int-1100 Trusted terminal application
	Test Case Id
	SCWS-1.2-int-1100

	Test Object
	Device, SCWS Client and SCWS Server.

	Test Case Description
	When an Access Control Policy file is present in SCWS server, check that the terminal retrieves this file from the SCWS and enforces access restrictions to the SCWS: a terminal test application considered as trusted will have access to the SCWS.

	Specification Reference
	[SCWS-TS] Chapter 13

	SCR Reference
	SCWS-C-001

SCWS-S-003, SCWS-S-008, SCWS-S-021
SCWS-ME-001, SCWS-ME-008, SCWS-ME-009, SCWS-ME-010

	ETR Reference
	C_M_01, 

S_M_01, S_M_03, S_M_05, S_O_03,

D_M_01, D_M_06, D_M_07, D_O_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.1.7, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal
· Smart Card with SCWS server
· Terminal test application “Application A” with the following behaviour: 

· This application tries to access the SCWS resource ‘mobile_tv.gif’

· An error message is displayed if the access is rejected; otherwise the image ‘mobile_tv.gif’ is displayed.
· Prerequisite for this test:
· Terminal implementing an ACP Enforcer
· The terminal test application “Application A’ is installed in the terminal. 
· SCWS server is provisioned with the portal ‘oma-500’
· SCWS server is provisioned with an ACP file /config/acp
· The terminal test application “Application A” is signed, the device and the ACP file are provisioned, so that the test application “Application A” is considered as a trusted application having access to the SCWS

	Test Procedure
	1. In Terminal, launch the test application “Application A”
· The application tries to access the SCWS resource ‘mobile_tv.gif’
2. Verify the pass criteria below.

	Pass-Criteria
	1. The Terminal retrieves correctly the ACP file /config/acp 
2. The image ‘mobile_tv.gif’ is displayed by the terminal test application “Application A” (i.e. access to the SCWS resources has been granted).


6.1.7.2 SCWS-1.2-int-1101 Untrusted terminal application
	Test Case Id
	SCWS-1.2-int-1101

	Test Object
	Device, SCWS Client and SCWS Server.

	Test Case Description
	When an Access Control Policy file is present in SCWS server, check that the terminal retrieves this file from the SCWS and enforces access restrictions to the SCWS: a terminal test application considered as untrusted will not have access to the SCWS.

	Specification Reference
	[SCWS-TS] Chapter 13

	SCR Reference
	SCWS-C-001

SCWS-S-003, SCWS-S-008, SCWS-S-021
SCWS-ME-001, SCWS-ME-008, SCWS-ME-009, SCWS-ME-010

	ETR Reference
	C_M_01, 

S_M_01, S_M_03, S_M_05, S_O_03,

D_M_01, D_M_06, D_M_07, D_O_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.1.7, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal
· Smart Card with SCWS server
· Terminal test application “Application B” with the following behaviour: 

· This application tries to access the SCWS resource ‘mobile_tv.gif’

· An error message is displayed if the access is rejected; otherwise the image ‘mobile_tv.gif’ is displayed.
· Prerequisite for this test:
· Terminal implementing an ACP Enforcer
· The terminal test application “Application B” is installed in the terminal.
· SCWS server is provisioned with the portal ‘oma-500’
· SCWS server is provisioned with an ACP file /config/acp
· The terminal application “Application B” is signed, the device and the ACP file are provisioned, so that the test application “Application B” is considered as an untrusted application i.e. not having access to the SCWS

	Test Procedure
	1. In Terminal, launch the test application “Application B”
· The application tries to access the SCWS resource ‘mobile_tv.gif’
2. Verify the pass criteria below.

	Pass-Criteria
	1. The Terminal retrieves correctly the ACP file /config/acp 

2. An error message is displayed by the terminal test application “Application B” (i.e. the application cannot access to the SCWS resources ‘oma-500/mobile_tv.gif’).


6.1.7.3 SCWS-1.2-int-1102 No ACP file
	Test Case Id
	SCWS-1.2-int-1102

	Test Object
	Device, SCWS Client and SCWS Server.

	Test Case Description
	When an Access Control Policy file is not present in SCWS server, check that the terminal allows any terminal application to access to the SCWS.

	Specification Reference
	[SCWS-TS] Chapter 13

	SCR Reference
	SCWS-C-001

SCWS-S-003, SCWS-S-008, SCWS-S-021
SCWS-ME-001, SCWS-ME-008, SCWS-ME-009, SCWS-ME-010

	ETR Reference
	C_M_01, 

S_M_01, S_M_03, S_M_05, S_O_03,

D_M_01, D_M_06, D_M_07, D_O_01.

	Tool
	

	Test code
	[TEST_CONTENT_DESC] §6.1.7, [TEST_CONTENT]

	Preconditions
	· Equipment:

· Terminal
· Smart Card with SCWS server
· Terminal test application “Application B” with the following behaviour: 

· This application tries to access the SCWS resource ‘mobile_tv.gif’

· An error message is displayed if the access is rejected; otherwise the image ‘mobile_tv.gif’ is displayed.
· Prerequisite for this test:
· Terminal implementing an ACP Enforcer
· The terminal test application “Application B” is installed in the terminal.

· SCWS server is provisioned with the portal ‘oma-500’
· The terminal application “Application B” is signed, the device is provisioned, so that the test application “Application B” is considered as an untrusted application i.e. not having access to the SCWS
· There is no ACP file /config/acp provisioned in the SCWS

	Test Procedure
	1. In Terminal, launch the test application “Application B”
· The application tries to access the SCWS resource ‘mobile_tv.gif’
2. Verify the pass criteria below.

	Pass-Criteria
	1. The Terminal tries to access the ACP file /config/acp 

2. The image ‘mobile_tv.gif’ is displayed by the terminal test application “Application B” (i.e. access to the SCWS resources has been granted).
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