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1. Scope

This whitepaper was created to document the best practices for testing of new Management Objects (MO) and related Application Characteristics (AC) created by the OMA-DM WG. 

2. References

	[DM]
	OMA-ERP-DM-V1_2_0-20050628-C

	[CP]
	OMA-ERP-CP-V1_1-20050428-C


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Access Control List
	A list of identifiers and access rights associated with each identifier.

	Description Framework
	A specification for how to describe the management syntax and semantics for a particular device type.

	Dynamic node
	A node is dynamic if the DDF property Scope is set to Dynamic, or if the Scope property is unspecified.

	Interior node
	A node that may have child nodes, but cannot store any value. The Format property of an interior node is node.

	Leaf node
	A node that can store a value, but cannot have child nodes. The Format property of a leaf node is not node.

	Management client
	A software component in a managed device that correctly interprets OMA DM commands, executes appropriate actions in the device and sends back relevant responses to the issuing management server.

	Management object
	A management object is a subtree of the management tree which is intended to be a (possibly singleton) collection of nodes which are related in some way. For example, the ./DevInfo nodes form a management object. A simple management object may consist of one single node.

	Management object identifier
	The Type property describing the kind of data stored as the management object’s value.

	Management server
	A network based entity that issues OMA DM commands to devices and correctly interprets responses sent from the devices.

	Management tree
	The mechanism by which the management client interacts with the device, e.g. by storing and retrieving values from it and by manipulating the properties of it, for example the access control lists.

	Node
	A node is a single element in a management tree. There can be two kinds of nodes in a management tree: interior nodes and leaf nodes. The Format property of a node provides information about whether a node is a leaf or an interior node.

	Permanent node
	A node is permanent if the DDF property Scope is set to Permanent. If a node is not permanent, it is dynamic. A permanent node can never be deleted.

	Server identifier
	The OMA DM internal name for a management server. A management server is associated with an existing server identifier in a device through OMA DM authentication


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DM
	Device Management 

	CP
	Client Provisioning

	MO
	Management Object

	AC
	Application Characteristic

	ACL
	Access Control List

	DDF
	Device Description Framework

	ETS
	Enabler Test Specification


4. Introduction

OMA DM is currently creating a number of Management Objects.  This white paper is an attempt to provide guidance for considerations during creation of ETS test cases for the MO.  
Management Objects will be standardized node structures within the DM tree.  The MO may contain both mandatory nodes and optional nodes.  Therefore, a discussion of conformity assessment and test type coverage is covered.  A discussion of interoperability test cases is covered.  
MO may have interactions with other DM provisioning methods.  If appropriate, test cases ensuring appropriate mapping of application characteristics to DM tree nodes should be covered.

There may be security considerations when testing MO.  Basic testing considerations of security are discussed.
5. Conformity Assessment of Management Objects
5.1 DM Tree structure verification

MO are standardized node elements within the DM tree.  As part of the verification of the MO, the implementation DM Tree structure should be analyzed for specified mandatory and optional nodes.  Test cases for optional nodes should be created since the structure for their inclusion is standardized.  If an implementation states they include the optional node, then the test case covering the conformity assessment of the node becomes mandatory.  An implementation will state the inclusion of mandatory and optional nodes in the ICS, which will be based on the SCR.
5.2 Node ACL verification

Since the ACL for each node is standardized, test cases which verify the appropriate ACL inclusions for ADD, GET, REPLACE, and DELETE should be included.
EXEC testing should only be included as part of interoperability testing as EXEC command will only be important within the context external to the tree.
6. Interoperability Testing of Management Objects
Interoperability tests should be created, not to verify an end use case as stated in the RD which is requirements for enablers; rather interoperability testing should be based on enabler SCR items focusing on specific enabler definitions.
Interoperabiliy test cases for MO should provide a set of test cases for ensuring that standardized MO tree structure exists and is appropriately accessible in the Test Fest environment.  The conformity assessment performed previous to Test Fest with the test tool should provide a reliable test artefact that the MO is structured correctly and accessible appropriately.  
However, to ensure interoperability, a simple verification of the MO structure during initial testing is suggested as it will allow client and server vendors to use basic management methods to ensure appropriate functionality of the MO is available within the Test Fest environment.
In order to verify the DM tree structure of the MO, the server should send appropriate GET commands to the client to acquire the complete MO tree structure.

Interoperabilty test cases should also focus on areas of ambiguity in the technical specification which may be misunderstood leading to interoperability issues.  Interoperability tests should be created, not to verify an end use case as stated in the RD which are requirements for enablers, rather interoperability testing should be based on enabler SCR items focusing on specific enabler definitions.
7. Interaction Testing of Management Objects
The DM WG covers multiple provisioning methods.   If it is possible to provision the MO through the different means, it should be considered to create an interoperability test that allows for each method.  The interoperability cases should consider MO creation method and ability to modify data across the different methods.  
Current provisioning means that should be considered for test case creation;
· SyncML DM 

· Client Provisioning

· Smart Card Provisioning

Interoperability test cases should consider interaction between creation, modification, and deletion of MO through the various provisioning methods.  This will ensure that the enabler provides enough flexibility
For example (Informative):

Test 1

1. Create MO and provision original content with Smart Card
2. Modify MO content with SyncML DM 

3. Delete MO with SyncML DM

Test 2

1. Create MO with CP 

2. Modify content with DM

3. Swap to new Smart Card

Test 3

1. Create MO with DM

2. Provision MO with CP

3. Delete MO with DM

8. Security testing of Management Objects
Many of the MO under development deal with sensitive data.  It is suggested that specific test cases to test the security methods be considered for ETS inclusion.
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