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1 Reason for Change

In CR: OMA-LOC-2007-0140-CR_SUPL1_0_AD_making_NULL_TLS_optional, the LOC group made the NULL_SHA cipher suite Optional. Therefore the test case con-024 needs changing to reflect this.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Approve the proposed changes.

6 Detailed Change Proposal

The test case is changed so that NULL_SHA is now optional. As there is now only one Mandatory Ciphering Suite this is deleted from the test case and Section 4.1 is modified to clarify that this Mandatory Ciphering Suite shall be used in all other test cases.

Note that test case con-024 has not yet been added into a published ETS, so the test case below is copied from approved CR: OMA-IOP-MEC-2007-0040-CR_Test_case_Alternative_ciphering_suites  
Changes are detailed below: 
1.1.1.1.1 SUPL-1.0-con-024 – Alternative Ciphering Suites.

	Test Case Id
	SUPL-1.0-con-024

	Test Object
	Client

	Test Case Description
	To test SET correctly uses alternative ciphering suites

	Specification Reference
	ULP 6, 7, 8, AD 7

	SCR Reference
	ULP-A-C-001, ULP-A-C-002, ULP-A-C-004, ULP-A-C-005

	Tool
	SUPL Client Conformance Test Tool

	Test code
	Validated test code for this test case

	Preconditions
	State:

Continuation of / Can be tested at the same time as:

Prerequisite for this test: None.

	Test Procedure
	Test 1: Void










Test 2: Optional Ciphering suites [Optional]:

Case 1: TLS_RSA_WITH_3DES_EDE_CBC_SHA

1. Configure the Conformance Test Tool to use  TLS_RSA_WITH_3DES_EDE_CBC_SHA

2. Start a NI Location Session. 

3. Ensure the SET establishes a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_3DES_EDE_CBC_SHA 

4. Ensure the Location Session completes successfully. 
Case 2: TLS_RSA_WITH_NULL_SHA

5. Configure the Conformance Test Tool to use  TLS_RSA_WITH_NULL_SHA

6. Start a NI Location Session. 

7. Ensure the SET establishes a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_NULL_SHA

8. Ensure the Location Session completes successfully. 



	Pass-Criteria
	Test 1: Void



Test 2: 
Case 1:

1. At step 3 the SET shall establish a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_3DES_EDE_CBC_SHA 

2. At step 4 the Location Session shall complete successfully. 
Case 2:

3. At step 7 the SET shall establish a secure IP connection to the Conformance Test Tool using TLS_RSA_WITH_NULL_SHA

4. At step 8 the Location Session shall complete successfully. 


NEXT CHANGED SECTION
2. Introduction

The purpose of this document is to provide test cases for SUPL Enabler Release 1.0.

Some features in the SUPL enabler may optionally be implemented in mobile devices.  The tests associated with these optional features are marked as [Optional] in the test specification.

2.1 Normal Location Session call flows 

The majority of the Conformance Test Cases in this document require a Location Session to be carried out, either in part or in full. The call flows for the various possible Location Sessions are given below and shall be followed in all cases unless the Test Case indicates to the contrary. 

In general these call flows are in accordance with the [SUPLAD], with all optional fields in all messages not sent by the Conformance Test Tool. Whenever the unit-under-test sends an optional field; it is generally ignored by the Conformance Test Tool. Further details are given in the following sections.

2.1.1 Client testing

2.1.1.1 Network Initiated - Proxy mode

A. The Conformance Test Tool (SLP) initiates the location session with the SET using the SUPL INIT message, which MAY be either a WAP PUSH or an SMS Trigger depending on the capabilities of the SET. 

B. Before the SUPL INIT message is sent, the Conformance Test Tool computes and stores a hash of the message. The SUPL INIT message contains session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT message does not contain Notification, SLP Address, QoP, Key Id or MAC

C. When the SUPL INIT message is received by the SET it will either attach itself to Packet Data Network if it has not already attached or establish a circuit switched data connection.

D. The SET SHALL establish a secure IP connection to the Conformance Test Tool (SLP) using the SLP address that has been provisioned in the SET and using TLS_RSA_WITH_AES_128_CBC_SHA.

E. The SET then sends a SUPL POS INIT message to start a positioning session with the Conformance Test Tool (SLP). The SET SHALL send the SUPL POS INIT message even if the SET supported positioning technologies do not include the intended positioning method indicated in the SUPL INIT message. The SUPL POS INIT message contains session-id, SET capabilities, a hash of the received SUPL INIT message (ver) and location identifier (lid). The SET capabilities include the supported positioning methods and associated positioning protocols. The SET MAY provide NMR specific for the radio technology being used. The SET MAY provide its position, if this is supported. The SET MAY set the Requested Assistance Data element in the SUPL POS INIT message.
F. The Conformance Test Tool (SLP) SHALL check that the hash of SUPL INIT message matches the one which it has computed for this particular session. 

G. The SET and the Conformance Test Tool (SLP)  MAY exchange several successive positioning procedure messages using SUPL POS messages, depending on the posmethod required for the test. If  the SET set the Requested Assistance Data element in the SUPL POS INIT message then the Conformance Test Tool (SLP) SHALL send the requested Assistance Data at the beginning of the SUPL POS session
H. For a SET-based positioning session, including Autonomous GPS, the SET calculates the position estimate and passes this to the Conformance Test Tool (SLP) in the SUPL POS session.  

I. The Conformance Test Tool (SLP) sends the SUPL END message to the SET informing it that it will not initiate a further positioning procedure and that the location session is finished. The SET SHALL release the secure IP connection to the Conformance Test Tool (SLP) and release all resources related to this session.

J. The Conformance Test Tool (SLP)   releases all resources related to this session

K. If the test requires the position calculation accuracy to be tested against the reference position, the following procedure is followed: 

For SET-Assisted positioning methods, the Conformance Test Tool calculates the position based on the positioning information or measurements received from the SET. 

For SET-based positioning methods, the SET calculates the position and sends it to the Conformance Test Tool in the SUPL POS session. 

The Conformance Test Tool operator compares the calculated position extracted from the Conformance Test Tool with the reference position.  

2.1.1.2 Network Initiated - Non-Proxy mode 

A. The Conformance Test Tool (SLC) initiates the location session with the SET using the SUPL INIT message, which MAY be either a WAP PUSH or an SMS Trigger depending on the capabilities of the SET.

B. The SUPL INIT message contains session-id, address of the SPC, proxy/non-proxy mode indicator, Key Id, MAC and the intended positioning method. The SUPL INIT message does not contain Notification or QoP. 

C. When the SUPL INIT message is received by the SET it will either attach itself to Packet Data Network if it has not already attached  or establish a circuit switched data connection.

D. The SET uses the address provisioned in the SET to establish a secure IP connection to the Conformance Test Tool (SLC) using TLS_RSA_WITH_AES_128_CBC_SHA. 

E. The SET SHALL send a SUPL AUTH REQ message to the Conformance Test Tool (SLC).The SUPL AUTH REQ message SHALL contain session-id, key-id 2 and SET nonce.

F. The Conformance Test Tool (SLC) uses key-id 2 and set nonce to create a key to be used for mutual authentication.

G. The Conformance Test Tool (SLC) returns a SUPL AUTH RESP message to the SET. The SUPL AUTH RESP message SHALL contain the session-id. 

H. The SET establishes a secure IP connection to the Conformance Test Tool (SPC) according to the SPC address received in the SLP Address field of the SUPL INIT message and using TLS_RSA_WITH_AES_128_CBC_SHA.

I. The SET then sends a SUPL POS INIT message to start a positioning session with the Conformance Test Tool (SPC) The SET SHALL send the SUPL POS INIT message even if the SET supported positioning technologies do not include the intended positioning method indicated in the SUPL INIT message. The SUPL POS INIT message contains session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods and associated positioning protocols. The SET MAY provide NMR specific for the radio technology being used. The SET MAY provide its position, if this is supported. The SET MAY set the Requested Assistance Data element in the SUPL POS INIT message. The SET SHALL also release the IP connection to the Conformance Test Tool (SLC) and releases all resources related to this session.

J. The SET and the Conformance Test Tool (SPC) MAY exchange several successive positioning procedure messages using SUPL POS messages, depending on the posmethod required for the test. If  the SET set the Requested Assistance Data element in the SUPL POS INIT message then the Conformance Test Tool (SPC) SHALL send the requested Assistance Data at the beginning of the SUPL POS session
K. In the case of a SET-based positioning session, including Autonomous GPS, the SET calculates the position estimate and passes this to the Conformance Test Tool (SPC) in the SUPL POS session

L. The Conformance Test Tool (SPC) sends the SUPL END message to the SET informing it that it will not initiate a further positioning procedure and that the location session is finished. The SET SHALL release the secure IP connection to the Conformance Test Tool (SPC) and release all resources related to this session.

M. The Conformance Test Tool (SPC) releases all resources related to this session

N. If the test requires the position calculation accuracy to be tested against the reference position, the following procedure is followed: 

For SET-Assisted positioning methods, the Conformance Test Tool calculates the position based on the positioning information or measurements received from the SET. 

For SET-based positioning methods, the SET calculates the position and sends it to the Conformance Test Tool in the SUPL POS session. 

The Conformance Test Tool operator compares the calculated position extracted from the Conformance Test Tool with the reference position. 

2.1.1.3 SET Initiated - Proxy mode

A. The User triggers the SUPL Agent on the SET to start a location session.

B. If the SET is not already attached to Packet Data Network services it will either attach itself or establish a circuit switched data connection.

C. The SUPL Agent on the SET uses the default address that has been provisioned in the SET to establish a secure IP connection to the Conformance Test Tool (SLP) using TLS_RSA_WITH_AES_128_CBC_SHA and sends a SUPL START message to start a positioning session with the Conformance Test Tool (SLP). The SUPL START message contains session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods and associated positioning protocols. The SUPL START message MAY contain QoP.

D. If the SUPL START message includes QoP the Conformance Test Tool (SLP) SHALL ignore it. 

E. The Conformance Test Tool (SLP) responds with the SUPL RESPONSE message to the SET.  The SUPL RESPONSE message contains the session-id but no SLP address, to indicate to the SET that a new connection SHALL NOT be established. The SUPL RESPONSE message also contains the posmethod required for the test. 

F. After the SET receives the SUPL RESPONSE message from the Conformance Test Tool (SLP), the SET sends a SUPL POS INIT message. The SUPL POS INIT message contains session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods and associated positioning protocols. The SET MAY optionally provide NMR specific for the radio technology being used. The SET MAY provide its position, if this is supported. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. The SET MAY set the Requested Assistance Data element in the SUPL POS INIT message. 

G. The SET and the Conformance Test Tool (SLP)  MAY exchange several successive positioning procedure messages using SUPL POS messages, depending on the posmethod required for the test. If  the SET set the Requested Assistance Data element in the SUPL POS INIT message then the Conformance Test Tool (SLP)  SHALL send the requested Assistance Data at the beginning of the SUPL POS session

H. The Conformance Test Tool (SLP) calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate (SET-Based including Autonomous GPS). 

I. Once the position calculation is complete the Conformance Test Tool (SLP) sends the SUPL END message to the SET informing it that it will not initiate a further positioning procedure and that the location session is finished. Depending on positioning method and used positioning protocol the Conformance Test Tool (SLP) MAY add the determined position to the SUPL END message.

J. The SET SHALL release the secure IP connection and release all resources related to this session. 

K. The Conformance Test Tool (SLP)   releases all resources related to this session

L. If the test requires the position calculation accuracy to be tested against the reference position, the following procedure is followed: 

For SET-Assisted positioning methods, the Conformance Test Tool calculates the position based on the positioning information or measurements received from the SET. 

For SET-based positioning methods, the SET calculates the position and sends it to the SUPL agent. 

The Conformance Test Tool operator compares the calculated position, extracted from either the Conformance Test Tool or from the SUPL agent on the SET, with the reference position. 

2.1.1.4 SET Initiated - Non-Proxy mode   

A.  The User triggers the SUPL Agent on the SET to start a location session.

B. If the SET is not already attached to Packet Data Network services it will either attach itself or establish a circuit switched data connection.

C. The SUPL Agent on the SET uses the address that has been provisioned in the SET to establish a secure IP connection to the Conformance Test Tool (SLC) using TLS_RSA_WITH_AES_128_CBC_SHA and sends a SUPL START message to start a positioning session with the Conformance Test Tool (SLC). The SUPL START message contains session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods and associated positioning protocols. The SUPL START message MAY contain QoP.

D. The Conformance Test Tool (SLC) generates a session id for the SUPL session and also generates a key to be used for mutual SPC/SET authentication.  

E. If the SUPL START message includes QoP the Conformance Test Tool (SLC) SHALL ignore it. 
F. The Conformance Test Tool (SLC) responds with a SUPL RESPONSE message to the SET.  The SUPL RESPONSE message contains the session-id, the created key, and key id, to be used by the SET for mutual SPC/SET authentication, and the address of the Conformance Test Tool (SPC) to indicate to the SET that a new secure IP connection SHALL be established. The SUPL RESPONSE message also contains the posmethod required for the test.

G. To initiate the actual positioning session the SET opens a new secure IP connection to the Conformance Test Tool (SPC) using the address received in the SLP Address field of the SUPL RESPONSE message and using TLS_RSA_WITH_AES_128_CBC_SHA.

H. Then the SET sends a SUPL POS INIT message. The SET releases the existing secure IP connection to the Conformance Test Tool (SLC) before a new secure IP connection is established. The SUPL POS INIT message contains session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods and associated positioning protocols. The SET MAY provide NMR specific for the radio technology being used. The SET MAY provide its position, if this is supported. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. The SET MAY set the Requested Assistance Data element in the SUPL POS INIT message.
I. The SET and the Conformance Test Tool (SPC) MAY exchange several successive positioning procedure messages using SUPL POS messages, depending on the posmethod required for the test. If  the SET set the Requested Assistance Data element in the SUPL POS INIT message then the Conformance Test Tool (SPC) SHALL send the requested Assistance Data at the beginning of the SUPL POS session
J. Either the Conformance Test Tool calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate (SET-Based including Autonomous GPS). 

K. Once the position calculation is complete the Conformance Test Tool (SPC) SHALL send the SUPL END message to the SET informing it that it will not initiate a further positioning procedure and that the location session is finished. Depending on positioning method and used positioning protocol the Conformance Test Tool (SPC) MAY add the determined position to the SUPL END message.

L. The SET SHALL release the secure IP connection to the Conformance Test Tool (SPC) and release all resources related to this session. 

M. The Conformance Test Tool (SPC) releases all resources related to this session

N. If the test requires the position calculation accuracy to be tested against the reference position, the following procedure is followed: 

For SET-Assisted positioning methods, the Conformance Test Tool calculates the position based on the positioning information or measurements received from the SET. 

For SET-based positioning methods, the SET calculates the position and sends it to the SUPL agent. 

The Conformance Test Tool operator compares the calculated position, extracted from either the Conformance Test Tool or from the SUPL agent on the SET, with the reference position. 
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