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1 Reason for Change

Set the test cases, which has defined the Nonce Resynchronization in the OMA Device Management Notification Initiated Session version 1.2-02 Jun 2006,   to OMA DM V1.2 ETS.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Following recommendation from the Ad Hoc meeting on 7th Feb 2007
New submitted test case for Nonce re-synch

This should be a conformance case, and A tool may be able to support this, whereas a working implementation must be broken to force this 



Recommendation is to NOTE item – Expect to receive and updated test case with the comments from the discussion:

· Test Cases should be a conformance case since it is required to force and out of synch state.  Most likely easier to be performed via a test tool

· If using a test tool – we should emulate both sides.  Expectation is that this would be two test cases.

6 Detailed Change Proposal

7.1.1 Notification Initiated Session with Nonce 0x00000000 (test on the sever side)
	Test Case Id
	DeviceManagement-v1.2-int-014

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to show compliance with notification initiated session in case the nonce is out of synchronized between server and client which simulated by the test tool.

	Specification Reference
	[DMNOTI] Chapter 5 .1

	SCR Reference
	SCR-DM-NOTI-C-003
Nonce Synchronisation
SCR-DM-NOTI-S-004
Nonce Synchronization

	Preconditions
	Make sure the client nonce is out of synchronized between server and test tool 

	Test Procedure
	1. Make the server initiate the test tool  connecting into the server using the Notification Initiated Session mechanism with nonce value 0x00000000
2. After the test tool  has received a notification message and the digest is not correct then the client SHOULD re-verify the digest using the special nonce value, 0x00000000.
3. If this authentication succeeds, test tool  initiates session, with the credentials based on nonce value 0x00000000 in case of application layer security.
4. The server should receive an Alert 1200 (Server Initiated Management) in package 1 from the test tool 
5. Complete the DM session.

6. Check the DM session via test tool goes without any errors.

	Pass-Criteria
	1. Test tool  received the proper data in the notification to start a SyncML session with the server.

2. DM session runs through without any communication problem.


7.1.2 Notification Initiated Session with Nonce 0x00000000 (test on the client  side)
	Test Case Id
	DeviceManagement-v1.2-int-014

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to show compliance with notification initiated session in case the nonce is out of synchronized between server, which simulated by the test tool., and client 

	Specification Reference
	[DMNOTI] Chapter 5 .1

	SCR Reference
	SCR-DM-NOTI-C-003
Nonce Synchronisation
SCR-DM-NOTI-S-004
Nonce Synchronization

	Preconditions
	Make sure the server  nonce is out of synchronized between test tool  and sever 

	Test Procedure
	1. Make the test tool  initiate the client  connecting into the server using the Notification Initiated Session mechanism with nonce value 0x00000000
2. After the test tool   has received a notification message and the digest is not correct then the test tool  SHOULD re-verify the digest using the special nonce value, 0x00000000.
3. If this authentication succeeds, test tool  initiates session, with the credentials based on nonce value 0x00000000 in case of application layer security.
4. The test tool  should receive an Alert 1200 (test tool  Initiated Management) in package 1 from the client  
5. Complete the DM session.

6. Check the DM session via test tool goes without any errors.

	Pass-Criteria
	1.Client  received the proper data in the notification to start a SyncML session with the test tool 
2. DM session runs through without any communication problem.


7 Normative References

OMA Device Management Notification Initiated Session

Candidate Version 1.2 – 02 Jun 2006
5.1 Nonce Resynchronisation
After the client has received a notification message and the digest is not correct then the client SHOULD re-verify the digest

using the special nonce value, 0x00000000.” Servers can not expect all clients to supports this features and MAY therefore

take a different action, such as re-bootstrap the device, for example..

The flow of this particular scenario is as follows:

1. [Pkg #0] Client receives Notification message and fails to authenticate the message using stored server

nonce value.

2. Client tries to re-authenticate notification message using a default server nonce value (0x00000000). If

this authentication succeeds, then continue to step 3; otherwise notification message is ignored and no session is initiated.

3. [Pkg #1] Client initiates session, with the credentials based on nonce value 0x00000000 in case of application layer

security.

4. [Pkg #2] Server tries to authenticate the message. In case of application layer security then with the default nonce value

(0x00000000). If this authentication succeeds, server sends a success Status code with a Chal to update the client nonce on

the device used to authenticate messages from the client.

5. [Pkg #3] Server tries to authenticate the message. In case of application layer security then with the

default nonce value (0x00000000). If this authentication succeeds, then Client sends success Status code with a Chal to

OMA-TS-DM_Notification-V1_2-20060602-C Page 9 (16)

_ 2005 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-Spec-20040928-I]

update the server nonce on the server used by the client to authenticate messages from the server (including notification

messages).

6. [Pkg #4] Server sends back success Status. If desired, server Replaces the server AuthSecret in the

DMAcc to further protect against repeated attacks on the nonce re-negotiation protocol.
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