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1. Scope

This document details the Conformance and Interoperability Test Guidelines for Enabler Release DM 1.2  that are required for the Enabler to allow it to be included in the list of Enablers scheduled to be tested at an OMA TestFest. 

The scope of this document includes the Enabler Release specifications, the Enabler Test Requirements (ETR), and the Enabler Test Specification (ETS) for the particular enabler and this documents details infrastructure, operational and participation requirements identified for conformance or interoperability testing that will be addressed by OMA testing of the Enabler.

1.1 Assumptions

None
1.2 Exclusions

None
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.5, Open Mobile Alliance™,
OMA-ORG-IOP_Process-V1_5, URL:http://www.openmobilealliance.org/

	[IOPTFG]
	“OMA TestFest Participation Guidelines”, Version 1.2, Open Mobile AllianceTM,
OMA-IOP-TestFest-Participation-Guidelines-V1_2, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	“Enabler Release Definition for DM 1.2”, Open Mobile Alliance(, OMA-ERELD-DM-V1_2 URL:http:www.openmobilealliance.org

	[REPPRO] 

	“SyncML Representation Protocol, version 1.2”. Open Mobile Alliance_.

OMA-SyncML-RepPro-V1_2. URL:http://www.openmobilealliance.org

	[IOPETR]
	“Enabler Test Requirements for DM 1.2”, Open Mobile Alliance(, OMA-ETR-DM-V1_2 URL:http:www.openmobilealliance.org

	[IOPETS]
	“Enabler Test Specifications for DM 1.2”, Open Mobile Alliance(, OMA-ETS-DM-V1_2 URL:http:www.openmobilealliance.org

	[IOPEICS]
	“Enabler Implementation Conformance Statement for DM 1.2”, Open Mobile Alliance(, OMA-EICS-DM-V1_2 URL:http:www.openmobilealliance.org


2.2 Informative References

	[SYNCPRO]
	“SyncML Data Sync Protocol, version 1.2”. Open Mobile Alliance_.

OMA-SyncML-DataSyncProtocol-V1_2. URL:http://www.openmobilealliance.org


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Generic Alert
	Asynchronous message sent from the client to the server to communicate specific process descriptors as defined by the [ERELD]

	Full device URI 

	Full path to a device resource specified in the device's context. It is always a URI relative to the devices’

root node. Full device URI must always be used in the present specification.  

	Message 

	Atomic unit in OMA DM Protocol, one packet that the bearer network is able to accept. One OMA DM Protocol package could be divided into many messages.

	Package 

	Package is a conceptual set of commands that could be spread over multiple messages.

	Resource 

	A network data object or service that can be identified by a URI, as defined in Hypertext Transfer Protocol

[RFC2616]. Resources may be available in multiple representations (e.g. multiple languages, data formats,

size, and resolutions) or vary in other ways.


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DM
	Device Management

	TF
	Test Fest

	
	


4. Enabler Test Guidelines

The OMA Device Management Protocol allows management commands to be executed on nodes. It uses a package format similar to SyncML Synchronization Protocol [SYNCPRO] and SyncML Representation Protocol [REPPRO]. A node might reflect a set of configuration parameters for a device. Actions that can be taken against this node might include reading and setting parameter keys and values. Another node might be the run-time environment for software applications on a device.

Actions that can be taken against this type of node might include installing, upgrading, or uninstalling software elements.

4.1 Minimal Test Configuration
The following describes the minimal test configuration:
1. DM 1.2 Server.  Server should be capable of logging the messages between the client and server to allow for analysis of the DM protocol messages sent and received.  

2. DM 1.2 Client.

3. Smart Card Writer.  The ability to write custom information to the Smart Card is required in order to test the Smart Card provisioning test cases.  The custom information will be representative of the Test Fest network infrastructure configuration.
4. Cellular Data Network.  Many of the implementations of DM 1.2 server implementation will use a cellular data network as a bearer to configure the DM 1.2 Client.  A 2.5G network is minimally required to allow over the air provisioning.  Therefore, SIM cards with data network capability are required to perform a DM 1.2 TestFest.

4.2 Minimal Participation Guidelines

A minimum of 3 different Client and 3 different Server implementations are required to provide meaningful interoperability testing and formal approval of the enabler. For prototype testing if there is at least 1 server and 1 client that should suffice.
4.3 Minimal Pre-Test Guidelines
No TestFest gating criteria defined.
4.3.1 Onsite minimal Pre-Test Guidelines.
In order to validate the onsite Test Fest infrastructure, the following test cases defined in the [ETS] may be used.
	Test Case Id

	DeviceManagement-v1.2-int-003


Table 1: Onsite Minimal Pre-Test Guidelines
4.4 Optimal TestFest Achievement Guidelines

The ETS Test Cases listed below represent all the Test Cases for the Enabler that it is thought can be executed in a 3 hour test session at an OMA TestFest. This list is intended to facilitate maximum test coverage of the functionality of the enabler within a test session. It is not intended to be the only tests executed at a TestFest, and teams are encouraged to execute more tests if they are able to do in the time allowed.
The following list has been updated to prioritize the current set of DM 1.2 test cases for currently outstanding data to be received from Test Fest.  Please use the following table to prioritize test cases executed:  
The list includes: 
	Test Case
	Title

	DeviceManagement-v1.2-int-003
	Get on Leaf Node

	DeviceManagement-v1.2-int-004
	Get on Non-Existant Node

	 DeviceManagement-v1.2-int-015
	Bootstrap from Smart Card, Client Provisioning Profile support

	DeviceManagement-v1.2-int-016
	Bootstrap from Smart Card, Device Management Profile support with TNDS objects

	 DeviceManagement-v 1.2-int-017
	Removal of account information when removing the Smart Card

	 DeviceManagement-v 1.2-int-018
	DM Profile with TNDS – Transport Neutral Security: NETWORKID

	 DeviceManagement-v 1.2-int-019
	DM Profile with TNDS – Transport Neutral Security: USERPIN

	DeviceManagement-v 1.2-int-020
	DM Profile with TNDS – Transport Neutral Security: USERPIN_NETWORKID

	DeviceManagement-v1.2-int-038
	Support for adding a serialized management object

	DeviceManagement-v1.2-int-014
	Server Initiated Bootstrap. CP Profile

	DeviceManagement-v1.2-int-036
	Handling of Copy command

	DeviceManagement-v1.2-int-035
	Handling of Get with ‘list=TNDS’

	DeviceManagement-v1.2-int-013
	Notification Initiated Session

	DeviceManagement-v 1.2-int-031
	Correct mapping of information in ./Inbox node

	 DeviceManagement-v 1.2-int-032
	Rejection of GET operations from a DM server on the ./Inbox node

	DeviceManagement-v 1.2-int-033
	DM Session set up between a DM 1.2 server and a DM 1.1.2 terminal

	DeviceManagement-v1.2-int-039
	TLS 1.0 support

	DeviceManagement-v1.2-int-040
	SSL 3.0 support

	DeviceManagement-v1.2-int-034
	Checking Implicit Addition of Interior node/s

	DeviceManagement-v1.2-int-037
	Correlator

	DeviceManagement-v1.2-int-026
	Get Subtree Structure Without Data

	DeviceManagement-v1.2-int-027
	Get Subtree Structure With Data

	DeviceManagement-v1.2-int-023
	UI Alert – Text Input

	DeviceManagement-v1.2-int-024
	 UI Alert – Single Choice

	DeviceManagement-v1.2-int-025
	UI Alert – Multiple Choice

	DeviceManagement-v1.2-int-021
	UI Alert – Display

	DeviceManagement-v1.2-int-022
	UI Alert – Confirmation

	DeviceManagement-v1.2-int-012
	Large Object/Multiple Commands

	DeviceManagement-v1.2-int-002
	MD-5 server authentication

	DeviceManagement-v1.2-int-001
	MD-5 client authentication

	DeviceManagement-v1.2-int-009
	Connection Failure during DM session

	DeviceManagement-v1.2-int-011
	Server Authentication - HMAC

	DeviceManagement-v1.2-int-008
	 ACL Property

	DeviceManagement-v1.2-int-010
	Client Authentication - HMAC

	DeviceManagement-v1.2-int-028
	Create new Application Settings

	DeviceManagement-v1.2-int-029
	Modify the Application Settings

	DeviceManagement-v1.2-int-030
	Delete the Application Settings

	
	

	
	

	DeviceManagement-v1.2-int-005
	Get on Interior Node

	DeviceManagement-v1.2-int-006
	Get on Inaccessible Leaf Node

	DeviceManagement-v1.2-int-007
	Replace on Permanent Leaf Node


Table 2 :Optimal TestFest Achievement Guidelines
5. Enabler Test Requirements

5.1 Test Infrastructure Requirements

Test infrastructure will include DM client, DM Server, CGSN/NAS, WAP Gateway, PPG (Push Proxy Gateway), SMSC, and SIM Card writer.  

The requirement for SIM Card wtiter is for testing of DM 1.2 Bootstrap from SIM card test cases.  The ability to write to TestFest infrastructure provisioning data to a Test SIM MUST be allowed.
5.2 Enabler Execution Flow
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Figure 1 OMA Test Fest: DM Client to DM Server

The call flow for client initiated session can be as follows:

(A1) Typically, the DM Client uses a production SIM card configured to use the production WAP Gateway to connect to the DM servers that are located on the Internet. The Servers on the Internet may be on the OMA Test Fest network or openly available on the Internet. 
Note: The client may also use a secure WAP session (WTLS) or HTTP or HTTP-S through the WAP Gateway.

(A2) Servers will reply to the client as defined in the DM protocol.

The phases A1 and A2 repeat until all the DM messages are exchanged. 


The call flow for server initiated session can be as follows:

(B1) The DM Server may push information to the Client using the Push Proxy Gateway. 

(B2) The information is sent from the PPG using SMPP to the SMSC.

(B3) The message is sent over SMS to the DM client at the OMA Test Fest.

(A1) Client will reply to the server as defined in the DM protocol

(A2) Servers will reply to the client as defined in the DM protocol.

The phases A1 and A2 repeat until all the DM messages are exchanged.
5.3 Test Content Requirements

SIM Card populated with related TestFest Infrastructure provisioned information.
5.4 Test Limitations

5.4.1 Physical

None
5.4.2 Resources

None
5.5 Test Restrictions

None
5.6 Test Tools

OMA members MAY access an open source test tool at http://sourceforge.net/projects/oma-scts/ .  This tool is managed by the OMA-IOP-PRC SWG through the [OSPROCESS].  
5.6.1 Existing Tools to be Used

Validated tool available at http://sourceforge.net/projects/oma-scts/  .    
5.6.2 Test Tool Requirements

The test tool will provide the means to validate the Mandatory SCR items defined by [ERELD].  
5.7 Resources Required

It is expected that both Client and Server implementations have at least ONE dedicated human resource to supporting the testing during the entire duration of a test session. The resource SHOULD be familiar with the actual implementation of the enabler so that he/she can answer any pertinent questions immediately and if necessary make changes to connection setup and other implementation aspects.

6. Enabler Test Reporting

6.1 Problem Reporting Requirements

Normal Reporting, no special reporting required.

6.2 Enabler Test Requirements

Normal Reporting, no special reporting required.

6.3 Approval Criteria

As per Section “Enabler Release Approval Criteria” in [IOPPROC].
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	Approved versions

OMA-ETG-DM
	11 May 2006
	Approved in IOP Conf Call

	
	19 Oct 2006
	Re-approved in IOP, OMA-IOP-2006-0260-INP__DM_1_2_ETG_TC_Priorities

	
	10 Aug 2007
	Update changes related to updated IOP Process


� EMBED MS_ClipArt_Gallery.2  ���



































Denotes Test Fest device





WSP reply over WTP








HTTP reply








  A2





  A1





WSP post over WTP








HTTP post








SMS sent by SMSC








  B3





SMS sent over SMPP








  B2





DM Push -  PAP/HTTP








  B1





WAP Gateway











Server





































































































SMSC








GGSN / NAS








Client





PPG











� EMBED Unknown  ���





� EMBED Unknown  ���





� EMBED Unknown  ���





� EMBED Unknown  ���








( 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-EnablerTestGuidelines-20060101-I]
( 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-EnablerTestGuidelines-20060101-I]

_1030862348

_1125814284

