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1 Reason for Change

The aim of this contribution is to add the location estimate parameter as part of the PCP Privacy Checking request to enable the following scenario:

· In some cases, the user could request to have his privacy management based on his current location so that different privacy rules are applied depending on the current location (home, office, roaming….). Therefore, the user will have to be located first and, depending on his location, the appropriate privacy checking will be performed. In all cases, as part of his privacy options, the user can request to be notified before his location is sent to the requesting entity. Also, the user can indicate that his consent shall be explicitly given before the release of his location to the requesting entity.

Privacy checking once location is computed is already enabled in the 3GPP specification (TS23.271 R6 V670) where the message flow for MTLR request is as follows:
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The description given for Step 11 is:

If the privacy check in step 5 indicates that further privacy checks are needed, or on the basis of the privacy profile, the H-GMLC shall perform an additional privacy check or the H-GMLC may ask the PPR to perform the privacy check. One example when this additional privacy check is needed is when the target UE user has defined different privacy settings for different geographical locations.

Therefore, the PCP protocol shall also support a "Location Estimate" parameter.
2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

Add the "Location Estimate" parameter as an optional parameter for the privacy assertion request.
6 Detailed Change Proposal

6. Location

6.1 Overview of PCP Services for Location

	Service
	Description

	Location Privacy Checking Service
	This is a standard service for checking the privacy settings of a target mobile subscriber in Location.

This service consists of the following messages:

· Location Privacy Assertion Request

· Location Privacy Assertion Response


6.2 Location Privacy Assertion Service

This service is used between a Location Server and an external Privacy Checking Entity.

6.2.1 Service Primitives

6.2.1.1 Location Privacy Assertion Request operation

	Parameter name
	Status
	Description

	msid

lcs_external_id

serviceid

servicetype

session

requestor

codeword

reqtype

roaming

servingnode
LocationEstimate
	M

M

O

O

O

O

O

M

M

M
O
	Identity of the target subscriber

LCS Client external ID – E.164 number. Identifies the application

Identifies the service

Indicates the category of service

Identifies the CS or PS session between the terminal and application

Identifies the mobile subscriber requesting the location based service

Identity of the requesting subscriber

Immediate/Deferred location request

Indication whether the subscriber is roaming or not

Address of the serving node – E.164 number
Current location of the target subscriber


6.2.1.2 Location Privacy Assertion Response operation

	Parameter name
	Status
	Description

	Authorized;

· positioning allowed without notifying the UE user (default case)

· positioning allowed with notification to the UE user

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

Conditional;

· For the location request to be fully authorized a Location Privacy Query request based on the obtained location is needed.

Failed;

· Error Code;
	C

C

C
	


6.2.2 Message Flows

This is a standard service for asserting the privacy settings of a target mobile subscriber, for which a third party has requested the location.

The service consists of the following messages:

· Location Privacy Assertion Request

· Location Privacy Assertion Response
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7. PCP Datatype Definitions

7.1 Location Datatype Definitions
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/" xmlns="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:annotation>


<xs:documentation>


This schema defines the datatypes required for the PCP.



All the required datatypes and also the request and response datatype



are defined in this schema.



</xs:documentation>

</xs:annotation>

<!-- ===========================Definition for lpaReqType ====================-->

<xs:element name="LpaReq" type="lpaReqType"/>

<xs:complexType name="lpaReqType">


<xs:annotation>



<xs:documentation>




This service allows the privacy settings for a UE terminal to be checked





for a  particular client and service.




</xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:element name="msid" type="msidType"/>



<xs:element name="session" type="xs:string" minOccurs="0"/>



<xs:element name="clientId" type="clientIdType"/>



<xs:element name="serviceType" type="xs:string" minOccurs="0"/>



<xs:element name="codeword" type="xs:string" minOccurs="0"/>



<xs:element name="requestorId" type="requestorIdType" minOccurs="0"/>



<xs:element name="locationType" type="locationTypeType"/>



<xs:element name="roaming" type="roamingType"/>



<xs:element name="servingNode" type="servingNodeType"/>



<xs:element name="locationEstimate" type="xs:string"/>



<xs:element name="clientType" type="clientTypeType"/>







<xs:element name="clientName" type="xs:string" minOccurs="0"/>



<xs:element name="serviceid" type="xs:string" minOccurs="0"/>







<xs:element name="reqType" type="reqType" />


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===========================End of definition for lpaReqType ====================-->

<!-- ===========================Definition for asidReqType ====================-->

<xs:element name="asidReq" type="asidReqType"/>

<xs:complexType name="asidReqType">


<xs:annotation>



<xs:documentation>




This service enables an ASID to be obtained from a MSISDN.  The 





details of the service need to be provided in order to obtain the





correct ASID and to authenticate the access.




</xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:element name="clientType" type="clientTypeType" minOccurs="0"/>



<xs:choice>




<xs:sequence>





<xs:element name="clientId" type="clientIdType"/>





<xs:element name="serviceId" type="xs:string"/>




</xs:sequence>




<xs:element name="serviceURL" type="AbsoluteHTTPURLType"/>




<xs:element name="serviceNumber" type="serviceNumberType"/>



</xs:choice>



<xs:element name="msid" type="msidType"/>

</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===========================End of definition for asidReqType ====================-->

<!-- ===========================Definition for msidReqType ====================-->

<xs:element name="msidReq" type="msidReqType"/>

<xs:complexType name="msidReqType">


<xs:annotation>



<xs:documentation>




This service enables an MSID to be obtained from a ASID.  The 





details of the service need to be provided in order to obtain the





correct MSISDN and to validate and authenticate the access.




</xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:element name="clientType" type="clientTypeType" minOccurs="0"/>



<xs:choice>




<xs:sequence>





<xs:element name="clientId" type="clientIdType"/>





<xs:element name="serviceId" type="xs:string"/>




</xs:sequence>




<xs:element name="serviceURL" type="AbsoluteHTTPURLType"/>




<xs:element name="serviceNumber" type="serviceNumberType"/>



</xs:choice>



<xs:element name="asid" type="xs:string"/>


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===========================End of definition for msidReqType ====================-->

<!-- ===========================Definition for msidType ====================-->

<xs:complexType name="msidType">


<xs:annotation>



<xs:documentation>



Description goes here. 




</xs:documentation>


</xs:annotation>


<xs:all>



<xs:element name="msisdn" type="e164NumberType" minOccurs="0"/>



<xs:element name="imsi" type="imsiType" minOccurs="0"/>


</xs:all>

</xs:complexType>

<xs:simpleType name="e164NumberType">


<xs:annotation>



<xs:documentation>




This simple datatype defines a datatype for E.164 international public 





telecommunication number for networks. This datatype defines





E.164 number at a very high level and doesn't define E.164 structure as 





defined in the ITU-T E.164  doc(section 6.2.3). Defining this number 





structure as defined in E.164 is not possible with schema capabilities.




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:totalDigits value="15"/>


</xs:restriction>

</xs:simpleType>

<xs:simpleType name="serviceNumberType">


<xs:annotation>



<xs:documentation>




This simple datatype defines numbers that may be used to identify 





services.  These may be shortcode numbers or full E.164 international 





public telecommunication number for networks.  This datatype does not





attempt to define the structure of the number beyond limiting it to 





between 3 and 15 digits.




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:maxLength="15"/>



<xs:minLength="3"/>


</xs:restriction>

</xs:simpleType>

<xs:simpleType name="imsiType">


<xs:annotation>



<xs:documentation>




This simple datatype defines a datatype for IMSI number. This defines





IMSI at a very high level and doesn't define IMSI structure as defined





in the 3GPP TS23.003  doc. Defining the IMSI structure datatype as defined in TS23.003 is not possible with schema capabilities.




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:totalDigits value="15"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for msidType ===================-->

<!-- ===================== Definition for Client Id Type ====================-->

<xs:complexType name="clientIdType">


<xs:sequence>



<xs:choice>




<xs:element name="externalId" type="e164NumberType"/>




<xs:element name="internalId" type="internalIdType"/>



</xs:choice>



<xs:element name="clientType" type="clientTypeType"/>



<xs:element name="clientName" type="xs:string"/>


</xs:sequence>

</xs:complexType>

<!-- =====================End of definition for Client Id Type ==============-->

<!-- ===================== Definition for Client Id Type ====================-->

<!--xs:complexType name="clientIdType">



<xs:sequence>




<xs:element name="externalId" type="e164NumberType" minOccurs="0"/>




<xs:element name="internalId" type="internalIdType" minOccurs="0"/>




<xs:element name="clientType" type="clientTypeType"/>




<xs:element name="clientName" type="xs:string"/>



</xs:sequence>


</xs:complexType-->

<!-- =====================End of definition for Client Id Type ==============-->

<!-- ===================== Definition for InternalId Type ==================-->

<xs:simpleType name="internalIdType">


<xs:annotation>



<xs:documentation>
Value "1" represents "LCS client broadcasting location related information"





Value "2" represents "OM LCS client in the HPLMN"





Value "3" represents "OM LCS client in the VPLMN"

Value "4" represents "LCS client recording anonymous location

information"

Value "5" represents "LCS Client supporting a bearer service, teleservice or supplementary service to the target UE"




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:positiveInteger">



<xs:minInclusive value="1"/>



<xs:maxInclusive value="5"/>


</xs:restriction>

</xs:simpleType>

<!-- ===================== Definition for InternalId Type ==================-->

<!-- ===================== Definition for Client type Type ==================-->

<xs:simpleType name="clientTypeType">


<xs:restriction base="xs:string">



<xs:enumeration value="Value Added"/>



<xs:enumeration value="Emergency"/>



<xs:enumeration value="PLMN Operator"/>



<xs:enumeration value="Lawful Interception"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for Client type Type ============-->

<!-- ===================== Definition for Requestor Id Type =================-->

<xs:complexType name="requestorIdType">


<xs:choice>



<xs:element name="logicalId" type="xs:string"/>



<xs:element name="msisdn" type="e164NumberType"/>



<xs:element name="emailId" type="emailIdType"/>



<xs:element name="AbsoluteHTTPURL" type="AbsoluteHTTPURLType"/>



<xs:element name="SIPURL" type="SIPURLType"/>



<!--xs:element name="IMSPublicId" type="IMSPublicIdType"/-->


</xs:choice>

</xs:complexType>

<!-- =====================End of definition for Requestor Id Type ===========-->

<!-- ===================== Definition for Location type Type ================-->

<xs:simpleType name="locationTypeType">


<xs:annotation>



<xs:documentation>



According to the latest 3GPP document, there are three types of location 




types in the LCS authorisation request.




Value "1" represents "current location"




Value "2" represents "current or last known location"




Value "3" represents "initial location"




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:positiveInteger">



<xs:minInclusive value="1"/>



<xs:maxInclusive value="3"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for Location type Type ==========-->

<!-- ===================== Definition for RoamingType =======================-->

<xs:complexType name="roamingType">


<xs:attribute name="flag" type="xs:boolean" use="required"/>

</xs:complexType>

<!-- =====================End of definition for RoamingType =================-->

<!-- ===================== Definition for ServingnodeType =======================-->

<xs:complexType name="servingNodeType">


<xs:simpleContent>



<xs:extension base="xs:integer">




<xs:attribute name="capability" use="required">





<xs:annotation>






<xs:documentation>






Value 1 represents R98 and R99 capabilities set







Value 2 represents Rel 4 capabilities set







Value 3 represents Rel 5 capabilities set







Value 4 represents Rel 6 or later capabilities set







</xs:documentation>





</xs:annotation>





<xs:simpleType>






<xs:restriction base="xs:integer">







<xs:minInclusive value="1"/>






</xs:restriction>





</xs:simpleType>




</xs:attribute>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<!-- =====================End of definition for ServingnodeType =================-->

<!-- ===================== Definition for reqType ===========================-->

<!-- xs:complexType name="reqType">



<xs:simpleContent>




<xs:extension base="xs:string">





<xs:attribute name="type" default="LIR">






<xs:simpleType>







<xs:restriction base="xs:string">








<xs:enumeration value="LIR"/>








<xs:enumeration value="LDR"/>







</xs:restriction>






</xs:simpleType>





</xs:attribute>




</xs:extension>



</xs:simpleContent>


</xs:complexType -->

<!-- =====================End of definition for reqType ===================-->

<!-- ================= Definition for AbsoluteHTTPURLType =================-->

<xs:simpleType name="AbsoluteHTTPURLType">


<xs:restriction base="xs:string">



<xs:pattern value="[hH][tT][tT][pP][sS]?:(//([^/?#]*))?([^?#]*)(\?([^#]*))?(#(.*))?"/>


</xs:restriction>

</xs:simpleType>

<!-- =================End of definition for AbsoluteHTTPURLType ===========-->

<!-- ===================== Definition for SIPURLType ======================-->

<xs:simpleType name="SIPURLType">


<xs:annotation>



<xs:documentation>



SIP URL pattern is defined based on the SIP URL description provided in RFC 2543




(Section 2)




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:pattern value="[sS][iI][pP][sS]?:(//([^/?#]*))?([^?#]*)(\?([^#]*))?(#(.*))?"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for SIPURLType ================-->

<!-- ===================== Definition for emailIdType =====================-->

<xs:simpleType name="emailIdType">


<xs:restriction base="xs:string">



<xs:pattern value="(\w+\.)*\w+@(\w+\.)+\w+"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for emailIdType ===============-->

<!-- ================== Definition for IMSPublicIdType ====================-->

<!--xs:complexType name="IMSPublicIdType">



<xs:choice>




<xs:element name="e164Number" type="e164NumberType"/>




<xs:element name="SIPURL" type="SIPURLType"/>



</xs:choice>


</xs:complexType-->

<!-- ==================End of definition for IMSPublicIdType ==============-->

<!-- ===================== Definition for lpaResType =====================-->

<xs:element name="LpaRes" type="lpaResType"/>

<xs:complexType name="lpaResType">


<xs:sequence>



<xs:element name="callrelatedresponse" type="responseType"/>



<xs:element name="callunrelatedresponse" type="responseType"/>



<xs:any minOccurs="0"/>


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===================End of definition for lpaResType ==============-->

<!-- ===================== Definition for responseType =======================-->

<xs:complexType name="responseType">


<xs:choice>



<xs:element name="authorized" type="authorizationType"/>



<xs:element name="conditional" nillable="true"/>



<xs:element name="failed" nillable="true"/>


</xs:choice>

</xs:complexType>

<!-- ================ End of definition for responseType ==================-->

<!-- ===================== Definition for asidResType =====================-->

<xs:element name="asidRes" type="asidResType"/>

<xs:complexType name="asidResType">


<xs:sequence>



<xs:element name="asid" type="xs:string"/>


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===================End of definition for asidResType ==============-->

<!-- ===================== Definition for msidResType =====================-->

<xs:element name="msidRes" type="msidResType"/>

<xs:complexType name="msidResType">


<xs:sequence>



<xs:element name="msid" type="msidType"/>


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===================End of definition for asidResType ==============-->

<!-- ================= Definition for authorizationType ===================-->

<xs:complexType name="authorizationType">


<xs:attribute name="action" use="required">



<xs:simpleType>




<xs:restriction base="xs:positiveInteger">





<xs:minInclusive value="1"/>





<xs:maxInclusive value="4"/>




</xs:restriction>



</xs:simpleType>


</xs:attribute>

</xs:complexType>

<!-- ===============End of definition for authorizationType =================-->

<!-- =================== Definition for statusElement =======================-->

<xs:element name="Status" type="StatusType"/>

<!-- =====================End of definition for statusElement ===============-->

<!-- ===================== Definition for statusType ========================-->

<xs:complexType name="StatusType">


<xs:sequence>



<xs:element name="StatusCode" type="StatusCodeType"/>



<xs:element name="StatusText" type="xs:string"/>



<xs:element name="Details" type="xs:string"/>


</xs:sequence>

</xs:complexType>

<!-- =====================End of definition for statusType ==================-->

<!-- ===================== Definition for statusCodeType ====================-->

<xs:simpleType name="StatusCodeType">


<xs:restriction base="xs:integer">



<xs:minInclusive value="0"/>



<xs:maxInclusive value="599"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for statusCodeType ==============-->
</xs:schema>
Editor's note: We are well aware that the XML code is not fully correct. However, since this is the content of the original contribution it can only be modified based on a formal CR. This will happen as soon as this document is approved as official baseline document.
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