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1 Reason for Contribution

As part of the OMA Location Architecture Overview WI, use cases and requirements for Mobile Location Services have been identified and specified in the document OMA-LOC-ArchOverview-RD-V1_0-20031118-D.
The requirement #34 in this document is as follows:

"MLS SHALL allow the use of a general and synchronised privacy framework. 

· Note that both application and Location Server can be part of several domains: mobile operator network, IT domain or device domain. Therefore, several service architectures can be derived from these three domains. 

· As both the application and the Location Server can be part of the above mentioned domains, the same level of privacy management SHALL be performed for all service architectures."
It is also noted that this requirement has also been specified in the SUPL RD (OMA-LOC-SUPL-RD-V1_0-20040211-D) (Section 6.1.26)
Privacy management can be performed in the network (PPR, LDC) and/or in the device. In all cases, the following statement will be taken into account for privacy management implementations: 

· Respect of the target end-user privacy setting
· Respect of the notification and verification settings of the target end-user
· Respect of the emergency and lawful override regulations applicable to the target end-user 

In this contribution, use cases will be presented to identify situations where both the network and the device side privacy checking could be involved.
2 Summary of Contribution

The goal of this contribution is to highlight need for a synchronised privacy framework.
3 Detailed Proposal

As presented in the figure below, both the application and the Location Server can be part of the network or the device domain. 

At the same time, privacy checking can be implemented in both the network and the device domains. Therefore, the user will have to define his privacy preferences in both the network and the device. However, any application will be able to request the user's location from both the network and the device Location Server. 
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Use Case 1:
In this scenario, the application is requesting the user's location to the network Location Server. Before releasing the location, the LS will perform a privacy checking using the network privacy checking mechanisms.
It should be noted that in some cases, the network Location Server might request support from the device Location Server. In such situation, as the user's device is an active element in the location process, privacy settings defined by the user in the device should also be taken into account. This would result in the following issues: 

· Redundancy of the privacy checking

· Risk if the user has defined different settings for the same application in the network and in the device.
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Use Case 2:

In this scenario, the application is requesting the user's location to the device Location Server. Before releasing the location, the LS will perform a privacy checking using the device privacy checking mechanisms.

It should be noted that in some cases, the device Location Server might request support from the network Location Server. In such situation, as the network is an active element in the location process, privacy settings defined by the user in the network should also be taken into account. This would result in the same issues as previously: 

· Redundancy of the privacy checking

· Risk if the user has defined different settings for the same application in the network and in the device.
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As presented in the above use cases, there are situations where both the network and the device side privacy checking could be involved. 
To avoid redundant privacy checking, the submitters of this contribution believe that a synchronisation mechanism between both the network and the device privacy checking would be appropriate.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To avoid redundant privacy checking, the submitters of this contribution believe that a synchronisation mechanism between both the network and the device privacy checking would be appropriate, and therefore, feedback from OMA/LOC is requested.

A proposed way to move forward on this topic would be to request feedback from appropriate OMA WGs. At this stage, OMA/REQ and OMA/DM have been identified.
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