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1 Reason for Contribution

The LOC WG has not yet come to a decision as to the transport protocol for SUPL 1.0.  This contribution provides further details as to the tradeoffs in implementing TCP vs. HTTP, and recommends the use of TCP as a transport for SUPL 1.0.
2 Summary of Contribution

This contribution discusses the likely differences in implementation between TCP and HTTP as transport protocols for SUPL 1.0.  In particular, it discusses the following:
1. Header Overhead

2. SET Implementation

3. Interaction mapping

4. Gateways/Proxies/Tunnels

5. DNS

6. Routing

7. Firewalls

8. Security

9. Traffic differentiation

3 Detailed Proposal

1. Header overhead
A TCP header is approximately 28 bytes.  HTTP runs over TCP, and so in addition to the 28 byte TCP header, adds its own text header which can be an additional 80- bytes or more.
TCP clearly adds less data to messages sent over it as a transport.

2. SET implementation

The use of socket interfaces for SET software (such as a proposed SUPL Agent) to use TCP connections is well understood.  There will be additional processing associated with using a browser as an intermediary for SUPL traffic, with implications for battery life, start-up time for initiating SUPL transactions, and message processing time.
TCP is advantageous for SET implementations for reasons of portability and processing overhead.

3. Interaction mapping

SUPL MSCs currently do not indicate strict request<->response pairings as expected for HTTP.  In particular, the unexpanded SUPL_POS message exchanges are likely to violate this expectation.
TCP is a better fit for the message exchange patterns of SUPL.

4. Gateways/Proxies/Tunnels

Gateways and proxies are commonly encountered in transporting HTTP across networks.  Gateways allow translation from one protocol to another and in the cellular environment can convert from cellular optimised protocols such as WSP to HTTP for communication to the SLP.  As high-speed data networks become more available and mobile phones come to use more standard HTTP and TCP, this becomes less compelling.  Proxies allow such optimization as offloading DNS from the SET to the proxy, and caching.  Due to the real-time nature of SUPL assist data, proxy caching is unlikely to be useful for SUPL messages.
Tunnels are used for both HTTP and TCP to transfer packets between subnets which do not share common addressable nodes.  NAT and GPRS Tunnelling Protocol are two examples.  This typically poses a challenge for nodes outside the tunnel attempting to reach a node behind the tunnel without the node behind the tunnel establishing a connection first.

HTTP possesses some advantages in its support for gateways and proxies.  These advantages are not as compelling for SUPL as they are in other environments, however, and security concerns play a strong role in this.  Tunnels pose a challenge for both protocols.

5. DNS

For TCP, DNS will need to be resolved between the SET and the DNS server.  If the SET is roaming onto another PLMN, it will require that it’s IP traffic either be tunnelled back to its home network, or that a route is present between it and its home DNS server.

For HTTP, DNS can be resolved at either the SET or a proxy.  If resolved at the SET, the same issues apply as to TCP.  If it is resolved at the proxy, then the SET will need to have its IP traffic tunnelled back to its home network, or have a route present between it and its home HTTP proxy.

HTTP is able to offload DNS from the SET if a proxy is used.

6. Routing

For TCP and HTTP there needs to be a valid IP route between the SET and the network node it is communicating with.  There are some issues involved in making sure that a valid route exists.
For the MO case, there needs to be a valid route from the SET to the SLP, or to the HTTP proxy in the case of proxied HTTP.  On the SET’s home PLMN this should be trivial.  For roaming onto other PLMNs, either the IP packets must be tunnelled back to the home PLMN, or there must be a route from the point-of-presence on the roaming PLMN to the SLP or proxy on the home network.  This may involve routing packets from behind a NAT which sits at the boundary of the roaming and the home PLMN, in which case the route for packets addressed to the SLP or proxy must lead to the NAT node, and there must be a valid route from the NAT node to the SLP or proxy.
There must also be a return route from the SLP or proxy to the SET.  On the home PLMN, this should be trivial.  For roaming with a tunnel, this should also be trivial.  For non-tunnelled roaming, there must be a route back to the point-of-presence on the roaming PLMN.  If this involves crossing a NAT node, the connection will already have been established from behind the NAT node, so this should be understood.

For the MT case, the SUPL_INIT message can be sent using WAP push if the SET has an active packet data connection or SMS if it does not.  This should be understood for both home and roaming PLMNs.  After this, the IP routing issues are the same as for MO cases, and should be solved in a similar manner.

HTTP and TCP encounter similar IP routing problems.  For HTTP, the route to a HTTP or WAP proxy/gateway is likely already established in a roaming agreement.  For TCP, a similar route to the SLP would need to be established with a similar roaming agreement.

7. Firewalls

Firewalls are used to restrict IP traffic for security reasons.  For TCP, existing firewalls would need to be modified to open the port used for SUPL traffic.  Since TCP connections would be initiated from behind the firewall in a manner similar to NAT, allowing return SUPL traffic on the already open connection should be understood.  For HTTP, port 80 is likely already enabled on the firewall.  SUPL traffic would be indistinguishable from other HTTP traffic at the firewall, however, leaving the network administrators unable to filter SUPL traffic without filtering all HTTP traffic, and causing SUPL to be blocked when other HTTP traffic is blocked.

Firewalls are already configured to handle HTTP traffic, but firewall security concerns cannot be separately applied to SUPL and other HTTP traffic if HTTP is used as a SUPL transport protocol.  SUPL traffic can be separated at the firewall if transported over TCP.  If HTTP is configured to use a port other than 80, then the same issues apply as to TCP.

8. Security

The SEC WG has recommended that TLS be used to secure end-to-end SUPL communication.  This eliminates the use of proxies or gateways, as HTTP must cause these to act as tunnels using the CONNECT request-type in order to create the end-to-end connection to the SUPL server.  In addition, TLS requires the use of a connection-oriented transport such as TCP, eliminating the possibility of using connectionless protocols such as WSP.  This eliminates many of the advantages of using HTTP proxies and gateways.
TCP and HTTPS both can use TLS to secure their end-to-end communication.  The use of HTTPS will eliminate many of the advantages of using proxies and gateways with HTTP.
9. Traffic differentiation

Due to the real-time nature of SUPL assistance data and traffic, and the privacy concerns, as well as the possibility of network attacks over a new protocol, it may be useful to differentiate SUPL traffic from other IP traffic.  Traffic shaping can be used to give priority to SUPL traffic, or firewalls can be set to block SUPL traffic coming from multiple addresses in a DDOS (Distributed Denial of Service) attack.  It is easier to make this distinction if SUPL is being transported over TCP on a distinct port than if it is carried along with other HTTP traffic.
SUPL over TCP will be more easily distinguishable from other TCP traffic than SUPL over HTTP will be from other HTTP traffic.

Summary

The chief advantage of HTTP is that routing for HTTP is likely to already be established for roaming between PLMNs.  TCP has advantages in terms of header overhead, SET implementation and processing overhead, mapping to the SUPL MSCs, and differentiation at firewalls and in the network.  The advantages of TCP outweigh the one-time cost of establishing the routes for the SLP in roaming networks, particularly given that the need to request coarse positioning for reference locations already requires that roaming agreements be changed to accommodate SUPL.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The objective of this input contribution is to regenerate some discussion on the transport protocol for SUPL 1.0.  In addition, TCP is RECOMMENDED to be used as a substrate for SUPL traffic.
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