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1 Reason for Contribution

PCP needs to be extended the following functionalities.

· User-plane Exception List Control

· One-Off Location Services Support

· Privacy Assertion Response with Temporal/Spatial/Number of times Restriction

This document proposes to support the composite codeword with WPKI-based digital signature. This approach support former two functionalities and necessarily extend the privacy assertion response. This activates location service market for 3rd party Service Providers. Especially, WPKI-based composite codeword will be applied into the architecture that was proposed in OMA-LOC-2004-0259-LAP-presentation-to-LOC-MWS-Hawaii
2 Summary of Contribution

This Input Contribution puts three main questions for discussion to the Location WG:

· User-plane Exception List Control

· One-Off Location Services Support

· Privacy Assertion Response with Temporal/Spatial/Number of times Restriction
3 Detailed Proposal

PCP uses the ‘codeword’ for identify of requesting subscriber. Alphabetical codeword is the simplest way to  guarantee a secure service. Therefore, to ensure more secure service, many services are choosing WPKI(wireless Public Key Infrastructure) e.g mobile banking. Already, WPKI embedded cellular phones are in the market by several wireless operators, e.g. SK Telecom.

WPKI-based codewords not only can strengthen security of services, but also can provide a user-plane exception list control authority. For a user to allow a service provider for accessing his location during restricted period or number of times without explicit exception list changing, he provide a service provider a digital-signatured composite codeword with restriction conditions, then the service provider submit the codeword to location server. 

As presented in the figure below, composite codeword consists of codeword, allowed requestor, term of validity of composite codeword, conditionally temporal constraint, spatial constraint, number of access constraint. This composite codeword can easily created by device with WPKI.


Digital-signatured Composite codeword can be used as a voucher to allow a specific service provider to access location of target device. In the below, we shows two main functionalities.

· User-plane Exception List Control : A user can register some service/requestor or change authority of some service in his exception list by wireless operator independent procedure. 

· One-off Location Services : Digital-signatured composite codeword can play a role of a token. As a user provide a composite codeword token, he can allow the service provider to provider one-off or temporary location-based services without adding the services into exception list. E.g. one-off taxi-call service, one-off delivery service, temporary 3rd party weather service.

The following figures shows a service flow diagram for digital-signatured composite codeword.


The followings are some examples for temporal, spatial, and number of accesses restriction.

· Temporal constraints : specific time period <from_time,to_time>, time duration< time_duration>, time event<specific time> eg. <2004-11-06,2004-11-8>, <1hour>,<2004-11-06 11:00>

· Spatial constraints : specific area, eg.  <job area>

· Number of Access : max number of location access for target, eg. <3 times>

· Composite of temporal, spatial, number of accesses : < <2004-11-06,2004-11-8>, <3 times> >

  For proposed digital-signatured composite codeword, any changes of the architecture not required. But, PCP must be extended the following two parameters.

· Location Privacy Assertion Request : To discriminated composite codeword from general codeword,  <codeword type> must be appended in Location Privacy Assertion Request.

· Location Privacy Assertion Response: To inform location service restriction for temporal/spatial constraints, conditional parameter must be appended in Location Privacy Assertion Response.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

The objective of this input contribution is to discuss on the user plane service control for PCP. The WPKI-based Composite Codeword is supposed to be used as a user plane control of PCP.
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