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1 Reason for Contribution

The current CR named OMA-SEC-2004-0106-LATE-Defining-Security-Functionality-for-SUPL-AD submitted to the SEC WG proposes TLS as a security solution to the current SUPL Architecture document OMA-AD-SUPL-V1_0-20041101-D. 

In a joint meeting between the SEC WG and LOC WG in Barcelona, it was agreed that SEC WG would submit an input paper describing the security services offered by the use of TLS as stated in the CR (OMA-SEC-2004-0106-LATE-Defining-Security-Functionality-for-SUPL-AD). This input paper fulfils that action point.

It is expected that this contribution would assist the LOC WG in deciding whether the security services offered by TLS as described in the relevant CR satisfies their security requirements and the CR is suitable for approval.

2 Summary of Contribution

This contribution is limited to the particular use of TLS described in CR OMA-SEC-2004-0106-LATE-Defining-Security-Functionality-for-SUPL-AD. It does not consider any extended use of TLS other than the one described in the CR. In addition, it does not assume any particular implementation of TLS where certain cipher suites or authentication mechanisms  (e.g. certificate based or shared key based) are used. Its main purpose is to identify what security services TLS offers when it is used in the context of SUPL as proposed in the CR. The use of various authentication mechanisms in line with certain cipher suites may improve or worsen the security provided by TLS. Details of the authentication method and cipher suites to be used in TLS is for further study by the SEC WG.

The security services provided by TLS are investigated by analysing the two use cases, i.e. “Immediate, Non-Roaming Successful Case – Proxy mode” and “Immediate, Roaming Successful Case – Non-Proxy mode with V-SPC” for network and SET initiated sessions as described in the CR. Other use cases can also be analysed similarly based on the arguments presented in this paper.  

3 Detailed Proposal

Please see the attached document.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

SEC WG recommends LOC WG to review and consider the input contribution before finalising the security specifications in their current AD.
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