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1 Reason for Contribution

The authors of this input contribution do not agree with the motivation provided in OMA-LOC-2005-0144-LATE-Securing-SUPL--Open-Issues.
2 Summary of Contribution

This contribution is a response to the contribution OMA-LOC-2005-0144-LATE-Securing-SUPL--Open-Issues, which suggests a changed SUPL call flow in order to overcome some stated security problems. This contribution argues that the security problems listed in that contribution are not as critical as stated, and that there are alternative solutions, which to not change the current call Discussion

Based on the following arguments we believe that the extra messages introduced in 144 are not required.

· As proposed in [2], we agree that SUPL_INIT should have a digital signature, possibly also encrypted with PSK

· Confidentiality of SUPL INIT may not be as critical as perceived in SEC today. The SUPL RD, for instance, does not mandate to protect all information that is contained in SUPL INIT. It is not clear why the parameters (Positioning Method, Notification, SLP Address, QoP) need to be protected. 

· Replay protection is not required; a rouge call flow will not get passed the first TLS contact with an SLP. The session-ID and the encryption [1] will not match.
· WAP push security is reasonably good, because it is quite difficult to intercept an SMS. There is no reason to get too fanatical about securing SUPL_INIT
· The new method proposed in contribution [2] does not provide replay protection either, in fact it makes it simpler to do, and also allows the construction of fake messages, thus causing DOS vulnerability

· Adding two extra messages is not as simple as indicated in contribution [2], the LOC group has spent almost a year agreeing on those call-flows, trying very hard to avoid extra messages. Introducing these messages again at this time will destroy the so-obtained compromise solution and it may take a long time to agree on new call flows.
· Any proposed alternate flows will have ramifications not know today yet. This would throw back the Enabler Release considerably.

· In the NW initiated roaming non-proxy case, there will be a remote V-SLP address in the SUPL_INIT. However, since you have trust that the message comes from the authenticated (signature) and authorized (whitelist) H-SLP the V-SLP address can be trusted to be authentic. Given this there are a multitude of ways to protect the SUPL POS INIT connection to the V-SLP, e.g. the PSK2-method suggested by Qualcomm, or even normal certificate authentication.

3 Proposal Details

The attached file suggests proposed changes in [1] in accordance with the above arguments.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Adopt as working assumption
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