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1 Reason for Contribution

During a several contributions about privacy control for location services, there are many discussions about location privacy control(It is summarized in 3. Detailed Proposal).After that several items are listed and needed to depth review to be applying to location privacy management. This contribution provides a review report about the Privacy related specifications, such as OMA PEEM, OMA Privacy for Mobile Services Requirements, 3GPP LCS, GUP(Generic User Profile), IETF GeoPriv etc.
2 Summary of Contribution

This input contribution presents the result from in depth study on the topic. It also proposes the way to move forward.

3 Detailed Proposal

Location Privacy Control
Location server need to support subscribers’ location privacy control, such as privacy profile update, profile synchronization between MS/User and Network server, and etc(See OMA-LOC-2005-0040-Protocol-Extension-for-Privacy-Profile-Update-in-PCP and OMA-LOC-2004-0356-Update-for-Global-Location-Privacy-Management).
To support location privacy control, it is needed to review which location profiles should be controlled, and which traditional specifications could be applied for location privacy control.

Location privacy profile should include followings:
· Privacy Exception List : the privacy classes that identify the LCS Clients permitted to locate the MS
· Service Types : the privacy setting that identify the permitted service types for LCS clients requesting positioning of the MS
· MO-LR List : the classes of MO-LR that are permitted for the MS subscriber.

· SUPL-related profiles : the setting that are extended to support SUPL
· Others

The following functionalities would be included for location privacy control.

· Privacy profile checking 

· Notification of location privacy profile update

· Secure update of Location privacy profiles
· Secure synchronization among various location privacy profile repositories, such as target MS, network server, and service providers
· Secure and flexible accessing and updating for various privacy control clients, including MS, internet computer, and service providers.
Location Privacy Management related specifications

· OMA PCP
PCP(Privacy Checking Protocol) is and application-level protocol for asserting the privacy profile. PCP supports location privacy assertion messages. But, the PCP doesn’t support update and synchronization among various profile repositories.

· OMA PEEM

PEEM(Policy Evaluation, Enforcement and Management) is a formal specification of ways to convey and enforce policies. PEEM mediates and manage access to resources. PEEM applies policies to manage requests/response to/from resources. The status of PEEM is Candidate Version 1.0 worked at REQ WG.

For the location privacy management, PEEM could be considered when privacy is checked under location privacy related regulation policy, such as four categories of privacy level defined in 3GPP LCS stage 2.
· OMA Privacy Requirements for Mobile Services

This specification aims to collect common requirements, and thus helps to create common solutions for OMA services. Each entity dealing with Personal Data must know to what other parties the information may be forwarded, or where to find out what rules are applicable. 
This specification also investigates the impact of policy enforcement on the OMA architecture. Privacy policies should state the intent of usage from the content provider, with regards to purpose, recipient, and retention period, but also give information about how to address the processor of the data, and what to do when there is a dispute. The legal implications of privacy policies vary between countries. 
This specification would provide general requirements for location privacy management.
· OMA UAProf(User Agent Profile)

The User Agent Profile specification is concerned with capturing classes of device capabilities and preference information. These classes include (but are not restricted to) the hardware and software characteristics of the device as well as information about the network to which the device is connected. The user agent profile contains information used for content formatting purposes.
This specification is limited to device capabilities and preference information. But, appendix B is reserved for location related attribute, such as LocatinCapable, LocationEncoding, and LocationValue.
· OMA OSE(OMA Service Environment)

The rationale for this work item is to specify the environment in which OMA enablers are used to create, deploy, and maintain services. The specification will describe how the architectures from different OMA working groups and also external organizations can be re-used and combined to minimize the “silos” in the OMA Enablers, and how all the pieces of the OMA architecture will fit together, and fit with external architectures where applicable. The RD, AD, Specification of Version 1.0 are released by ARCH WG.
The specification for location privacy management should be compliant with other OMA enablers on the OSE Framework.
· 3GPP TS 23.008 “Organization of subscriber data(Release 6)”

This specification provides details concerning information to be stored in home subscriber servers, visitor location registers, GPRS Support Nodes and Call Session Control Function (CSCF) concerning mobile subscriber. The term ‘subscriber data’ is used to designate all information associated with a subscription which is required for service provisions, identification, authentication, routing, call handling, GPRS mode transmission, charging, subscriber tracing, operation and maintenance purposes. 
This specification includes Location Services related data, such as Privacy Exception List, GMLC Numbers, MO-LR(Mobile Originated Location Request) List, and Service Types.
· 3GPP TS 32.140, 141,171, 172, 175 "Subscription Management (SuM) requirements”
Subscription Management (SuM) is primarily concerned with the ability to define subscription profiles and associate the profile with subscribers, user and services that are authorized by agreements. The subscription profile may be used in the process of configuring various network resources(access and core) to make the service a reality for the user.
SuM define the IRP(Integration Reference Point) Solution Sets specifications to interface Operation System Functions(OSF) for network and service management with subscription profile. But, there does not exist any solution set specification except GUP Rp reference point, which is a compatible with the IRP concept.
· 3GPP TS 22.240, 23.240, 24.241, 29.240 GUP(Generic User Profile)
The 3GPP Generic User Profile is the collection of User-related data which affects the way in which an individual user experiences services where a community of entities share this data. The 3GPP Generic User Profile can be stored in the home network environment and/or Value Added Service Provider equipment.

The objective of specifying the 3GPP Generic User Profile is to provide a means to enable harmonised usage of the user-related information originating from different entities.
The 3GPP Generic User Profile will help to create and manage the user data in each entity and on the other hand to make it easier to find all user related data as a whole in the home network environment.
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GUP Reference Architecture

GUP supports the following message types for managing the user data, such as Create Message, Delete Message, Modify Messages, Query Messages, Subscribe Messages, Unsubscribe Messages, Notify Messages and List Messages

GUP supports generic profile schema and functionalities for location privacy profiles. But, it is just a generic specification, so it is needed to define the location privacy specific profile schema and service protocols.
· IETF GeoPriv
GEOPRIV is a standard for the transmission of location information and privacy policies over the Internet.  Location information is a description of a particular spatial location, which may be represented as coordinates (via longitude, latitude, and so on), or as civil addresses (such as postal addresses), or in other ways. GEOPRIV focuses on the privacy and security issues, both from a technology perspective and a policy perspective, of sharing location information over the Internet.
The GEOPRIV framework defines four primary network entities: a Location Generator, a Location Server, a Location Recipient, and a Rule Holder.  Three interfaces between these entities are defined, including a publication interface and a notification interface.
GEOPriv is a standard for location privacy in internet-based geographic information services. 

Comparisons between specifications

The table shows the functionalities of each specifications for the view of location privacy control
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
According to above reviews, it is supposed to Managing location privacy based on the GUP is possible.
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